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1.7 INTRODUCTION

Marketxyz engaged Halborn to conduct a security audit on their smart
contracts beginning on March 14th, 2022 and ending on March 28th, 2022

The security assessment was scoped to the smart contracts provided to
the Halborn team.

1.2 AUDIT SUMMARY

The team at Halborn was provided two weeks for the engagement and as-
signed a full-time security engineer to audit the security of the smart
contract. The security engineer is a blockchain and smart-contract se-
curity expert with advanced penetration testing, smart-contract hacking,
and deep knowledge of multiple blockchain protocols.

The purpose of this audit is to:

®* Ensure that smart contract functions operate as intended

®* Identify potential security issues with the smart contracts

In summary, Halborn identified some security risks that were accepted and
acknowledged by the Marketxyz team.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing
to balance efficiency, timeliness, practicality, and accuracy in regard
to the scope of this audit. While manual testing is recommended to uncover
flaws in logic, process, and implementation; automated testing techniques
help enhance coverage of the bridge code and can quickly identify items
that do not follow security best practices. The following phases and

associated tools were used throughout the term of the audit:
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® Research into architecture and purpose

Smart contract manual code review and walkthrough

Graphing out functionality and contract logic/connectivity/functions

(solgraph)

® Manual assessment of use and safety for the critical Solidity vari-
ables and functions in scope to identify any arithmetic related
vulnerability classes

® Manual testing by custom scripts

® Scanning of solidity files for vulnerabilities, security hotspots

or bugs. (MythX)

Static Analysis of security for scoped contract, and imported func-

tions. (Slither)

®* Testnet deployment (Brownie, Remix IDE)

RISK METHODOLOGY:

Vulnerabilities or issues observed by Halborn are ranked based on the risk
assessment methodology by measuring the LIKELIHOOD of a security incident
and the IMPACT should an incident occur. This framework works for commu-
nicating the characteristics and impacts of technology vulnerabilities.
The quantitative model ensures repeatable and accurate measurement while
enabling users to see the underlying vulnerability characteristics that
were used to generate the Risk scores. For every vulnerability, a risk
level will be calculated on a scale of 5 to 1 with 5 being the highest
likelihood or impact.

RISK SCALE - LIKELIHOOD

Almost certain an incident will occur.

High probability of an incident occurring.
Potential of a security incident in the long term.

Low probability of an incident occurring.

- N wWw b~ O
|

Very unlikely issue will cause an incident.

RISK SCALE - IMPACT

5 - May cause devastating and unrecoverable impact or loss.
4 - May cause a significant level of impact or loss.
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3 - May cause a partial impact or loss to many.

2 - May cause temporary impact or loss.

1 - May cause minimal or un-noticeable impact.

The risk level is then calculated using a sum of these two values, creating

a value of 10 to 1 with 10 being the highest level of security risk.

CRITICAL HIGH MEDIUM LOW

10 - CRITICAL

9_

7
5 -
3

- h O

HIGH

MEDIUM

LOW

VERY LOW AND INFORMATIONAL
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1.4 SCOPE

IN-SCOPE:
The security assessment was scoped to the following compound smart con-

tracts:

® CErc20.sol

® CErc20Delegate.sol

®* CEther.sol

®* CEtherDelegate.sol

®* CToken.sol

® CTokenInterfaces.sol

® ComptrollerStorage.sol

Commit ID: 338558451a49a2d94c6f0757b5683bfe0@4d5d8c2

And the following fuse smart contracts:

* MarketAdmin.sol

®* MarketAdminDeployer.sol

®* FusePoolDirectory.sol

® FuseFeeDistributor.sol

® oracles/AaveOracle.sol

® oracles/BeefyV60racle.sol

® oracles/ChainlinkPriceOracleV2.sol

® oracles/CurvePlainPoolOracle.sol and oracles/CurvePoolOracle.sol
® oracles/MasterPriceOracleV2.sol

®* oracles/PreferredPriceOracle.sol

®* oracles/UniV2LPOracle.sol

® oracles/UniswapTwapPriceOracleV2.sol

® oracles/UniswapTwapPriceOracleV2Root.sol
® oracles/UnwrapAssetOracle.sol

® oracles/ATriCrypto30racle.sol

Commit ID: 0b990cecafcb4c1224408724de82e974fdeeal8fhb


https://github.com/marketxyz/compound-protocol-mirror/tree/market-fuse-final/contracts
https://github.com/marketxyz/compound-protocol-mirror/tree/market-fuse-final/contracts
https://github.com/marketxyz/compound-protocol-mirror/commit/338558451a49a2d94c6f0757b5683bfe04d5d8c2
https://github.com/marketxyz/fuse-contracts-mirror/tree/market-v1.2.0-final/contracts
https://github.com/marketxyz/fuse-contracts-mirror/commit/0b990cecafc54c1224408724de82e974fdeea8fb
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IMPACT

2. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL

HIGH

0

LIKELIHOOD
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SECURITY ANALYSIS

HAL@1 - REQUIREMENT BYPASSED

HALO2 - REENTRANCY VULNERABILITY
WITH ERC777 TOKENS

HAL@3 - ZERO ADDRESS OWNER NOT
CHECKED

HALQ4 - SAME SALT GENERATED IN THE
SAME BLOCK

RISK LEVEL

REMEDIATION DATE

RISK ACCEPTED

ACKNOWLEDGED

ACKNOWLEDGED

ACKNOWLEDGED

10
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3.1 (HAL-01) REQUIREMENT BYPASSED -
LOW

Description:

The functions deployCEther and deployCErc20 within the contract
FuseFeeDistributor.sol are not checking properly the sender of the
transaction is the comptroller contract. An arbitrary account can call
these functions, bypassing the requirement.

Code Location:

100 function deployCEther (bytes calldata constructorData) external
L, returns (address) {

101 // Make sure comptroller == msg.sender

102 (address comptroller) = abi.decode(constructorDatal[@:32],
L, (address));

103 require(comptroller == msg.sender, "Comptroller is not
L. sender.");

1z

105 // Deploy Unitroller using msg.sender, underlying, and
L, block.number as a salt

106 bytes memory cEtherDelegatorCreationCode = hex"608060405
Lo...";

107 cEtherDelegatorCreationCode = abi.encodePacked(
L, cEtherDelegatorCreationCode, constructorData);

108 bytes32 salt = keccak256(abi.encodePacked(msg.sender,
L, address (@), block.number));

109 address proxy;

110

111 assembly {

112 proxy := create2(@, add(cEtherDelegatorCreationCode,
L, 32), mload(cEtherDelegatorCreationCode), salt)

113 if iszero(extcodesize(proxy)) {

114 revert(@, "Failed to deploy CEther.")

115 }

116 3

117

12
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118 return proxy;

119 3

120

121 function deployCErc20(bytes calldata constructorData) external
L, returns (address) {

122 // Make sure comptroller == msg.sender

123 (address underlying, address comptroller) = abi.decode(
L, constructorData[@:64], (address, address));

124 require(comptroller == msg.sender, "Comptroller is not
L. sender.");

125

126 // Deploy CErc20Delegator using msg.sender, underlying,
L, and block.number as a salt

127 bytes memory cErc20DelegatorCreationCode = hex"608060405
Lo...";

128 cErc20DelegatorCreationCode = abi.encodePacked(

L, cErc20DelegatorCreationCode, constructorData);
129 bytes32 salt = keccak256(abi.encodePacked(msg.sender,
L, underlying, block.number));

130 address proxy;

131

132 assembly {

133 proxy := create2(@, add(cErc20DelegatorCreationCode,
L, 32), mload(cErc20DelegatorCreationCode), salt)

134 if iszero(extcodesize(proxy)) {

135 revert(@, "Failed to deploy CErc20.")

136 }

137 }

138

139 return proxy;

140 }

Risk Level:

Likelihood - 3
Impact - 1

Recommendation:

The function should thoroughly check if the sender is the comptroller
contract.
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Remediation Plan:

RISK ACCEPTED: The Marketxyz team accepted the risk of this issue.

14
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3.2 (HAL-02) REENTRANCY
VULNERABILITY WITH ERC777 TOKENS -
INFORMATIONAL

Description:

The functions redeemFresh and borrowFresh within the contract CToken.
sol are not following the Checks-Effects-Interactions pattern in order
to avoid having issues related to reentrancy. The tokens are being
transferred before updating the state variables first.

Code Location:

632 function redeemFresh(address payable redeemer, uint
L, redeemTokensIn, uint redeemAmountIn) internal returns (uint) {
633 require(redeemTokensIn == || redeemAmountIn == @, "one
L, of redeemTokensIn or redeemAmountIn must be zero”);

634

635 RedeemLocalVars memory vars;

636

637 /* exchangeRate = invoke Exchange Rate Stored() =x/

638 (vars.mathErr, vars.exchangeRateMantissa) =
L, exchangeRateStoredInternal ();

639 if (vars.mathErr != MathError.NO_ERROR) {

640 return failOpaque(Error .MATH_ERROR, FailureInfo.
L, REDEEM_EXCHANGE _RATE_READ_FAILED, uint(vars.mathErr));

641 }

642

643 /* If redeemTokensIn > 0: =*/

644 if (redeemTokensIn > @) {

645 /*

646 * We calculate the exchange rate and the amount of

L, underlying to be redeemed:
647 * redeemTokens = redeemTokensIn
648 * redeemAmount = redeemTokensIn x
L, exchangeRateCurrent
649 */

15
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650
651
652

653
654

655
656
657
658

659
660
661
662
663

664
665

666
667
668
669
670
671
672

673
674

675
676
677

678
679

680
681
682

vars.redeemTokens = redeemTokensIn;

(vars.mathErr, vars.redeemAmount) = mulScalarTruncate(
Exp({mantissa: vars.exchangeRateMantissa}), redeemTokensIn);

if (vars.mathErr != MathError.NO_ERROR) {

return failOpaque(Error.MATH_ERROR, FailurelInfo.

REDEEM_EXCHANGE _TOKENS_CALCULATION_FAILED, uint(vars.mathErr));

3

} else {

/*

* We get the current exchange rate and calculate the
amount to be redeemed:

* redeemTokens = redeemAmountIn / exchangeRate
* redeemAmount = redeemAmountlIn
*/

(vars.mathErr, vars.redeemTokens) =
divScalarByExpTruncate (redeemAmountIn, Exp({mantissa: vars.
exchangeRateMantissal}l));

if (vars.mathErr != MathError.NO_ERROR) {

return failOpaque(Error .MATH_ERROR, FailureInfo.
REDEEM_EXCHANGE _AMOUNT_CALCULATION_FAILED, uint(vars.mathErr));
3

vars.redeemAmount = redeemAmountIn;

/* Fail if redeem not allowed =*/
uint allowed = comptroller.redeemAllowed(address(this),
redeemer, vars.redeemTokens);
if (allowed != @) {
return failOpaque(Error.COMPTROLLER_REJECTION,
FailureInfo.REDEEM_COMPTROLLER_REJECTION, allowed);

3

/* Verify market's block number equals current block
number */
if (accrualBlockNumber != getBlockNumber ()) {
return fail (Error.MARKET_NOT_FRESH, FailurelInfo.
REDEEM_FRESHNESS_CHECK) ;
3

VES

16
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683

684
685

686
687

688
689

690
691
692

693
694

695
696
697
698
699

L
700
701
702
703
Az
705
706
707

L
708

709
710

711
712
713
714
715

* We calculate the new total supply and redeemer balance,
checking for underflow:

* totalSupplyNew = totalSupply - redeemTokens

* accountTokensNew = accountTokens[redeemer] -
redeemTokens

*/

(vars.mathErr, vars.totalSupplyNew) = subUInt(totalSupply,
vars.redeemTokens);

if (vars.mathErr != MathError.NO_ERROR) {

return failOpaque (Error.MATH_ERROR, FailureInfo.

REDEEM_NEW_TOTAL_SUPPLY_CALCULATION_FAILED, uint(vars.mathErr));

3

(vars.mathErr, vars.accountTokensNew) = subUInt(
accountTokens[redeemer], vars.redeemTokens);
if (vars.mathErr != MathError.NO_ERROR) {
return failOpaque(Error .MATH_ERROR, FailureInfo.
REDEEM_NEW_ACCOUNT_BALANCE _CALCULATION_FAILED, uint(vars.mathErr))

’

/* Fail gracefully if protocol has insufficient cash */
if (getCashPrior() < vars.redeemAmount) {
return fail(Error.TOKEN_INSUFFICIENT_CASH, FailureInfo
.REDEEM_TRANSFER_OUT_NOT_POSSIBLE);

3

1171177777777 7777777777777
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/*

* We invoke doTransferOut for the redeemer and the
redeemAmount .

* Note: The cToken must handle variations between ERC-20
and ETH underlying.

* On success, the cToken has redeemAmount less of cash.

* doTransferOut reverts if anything goes wrong, since we
can't be sure if side effects occurred.

*/

doTransferOut (redeemer, vars.redeemAmount);

/* We write previously calculated values into storage */
totalSupply = vars.totalSupplyNew;

17
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716
717
718
719
720

721
722
723

L,
724
725
726

accountTokens[redeemer] = vars.accountTokensNew;

/* We emit a Transfer event, and a Redeem event x/

emit Transfer(redeemer, address(this), vars.redeemTokens);

emit Redeem(redeemer, vars.redeemAmount, vars.redeemTokens
E

/* We call the defense hook =*/

comptroller.redeemVerify (address(this), redeemer, vars.
redeemAmount, vars.redeemTokens);

return uint(Error.NO_ERROR);

755

L
756
757

L
758
759

N
760
761
762

N
763
764

L,
765
766
767

L,
768
769
770
771

L,
772
773
774
775

function borrowFresh(address payable borrower, uint

borrowAmount) internal returns (uint) {

/* Fail if borrow not allowed =*/

uint allowed = comptroller.borrowAllowed(address(this),
borrower, borrowAmount);

if (allowed !'= @) {

return failOpaque(Error.COMPTROLLER_REJECTION,

FailureInfo.BORROW_COMPTROLLER_REJECTION, allowed);

3

/* Verify market's block number equals current block
number =*/
if (accrualBlockNumber != getBlockNumber ()) {
return fail(Error.MARKET_NOT_FRESH, FailurelInfo.
BORROW_FRESHNESS_CHECK) ;

3

/* Fail gracefully if protocol has insufficient underlying
cash x/
uint cashPrior = getCashPrior();

if (cashPrior < borrowAmount) {
return fail(Error.TOKEN_INSUFFICIENT_CASH, FailureInfo
.BORROW_CASH_NOT_AVAILABLE);

b

BorrowLocalVars memory vars;

18
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776
777

L,
778
779
780
781

L
782
783

N

[

784
785
786

787
788

L,

L,
789
790
791
792

L
793
794

L,
795
796
797

L,
798
799

L
800
801
802
803
804
805
806
807

L

/*
* We calculate the new borrower and total borrow balances

, failing on overflow:

* accountBorrowsNew = accountBorrows + borrowAmount
* totalBorrowsNew = totalBorrows + borrowAmount
*/

(vars.mathErr, vars.accountBorrows) =
borrowBalanceStoredInternal (borrower);
if (vars.mathErr != MathError.NO_ERROR) {
return failOpaque (Error.MATH_ERROR, FailureInfo.
BORROW_ACCUMULATED_BALANCE_CALCULATION_FAILED, uint(vars.mathErr))

’

(vars.mathErr, vars.accountBorrowsNew) = addUInt(vars.
accountBorrows, borrowAmount);
if (vars.mathErr != MathError.NO_ERROR) {
return failOpaque(Error.MATH_ERROR, FailurelInfo.
BORROW_NEW_ACCOUNT_BORROW_BALANCE_CALCULATION_FAILED, uint(vars.

mathErr));
3
// Check min borrow for this user for this asset
allowed = comptroller.borrowWithinLimits (address(this),

vars.accountBorrowsNew) ;
if (allowed != @) {
return failOpaque(Error.COMPTROLLER_REJECTION,
FailureInfo.BORROW_COMPTROLLER_REJECTION, allowed);

3

(vars.mathErr, vars.totalBorrowsNew) = addUInt(
totalBorrows, borrowAmount);
if (vars.mathErr != MathError.NO_ERROR) {
return failOpaque(Error .MATH_ERROR, FailurelInfo.
BORROW_NEW_TOTAL _BALANCE_CALCULATION_FAILED, uint(vars.mathErr));

b

[1710771777777777777777777
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/*
* We invoke doTransferOut for the borrower and the

borrowAmount .

19
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808 * Note: The cToken must handle variations between ERC-20
L, and ETH underlying.

809 * On success, the cToken borrowAmount less of cash.

810 * doTransferOut reverts if anything goes wrong, since we
L, can't be sure if side effects occurred.

811 */

812 doTransferOut (borrower, borrowAmount);

813

814 /* We write the previously calculated values into storage
L %/

815 accountBorrows[borrower].principal = vars.

L, accountBorrowsNew;

816 accountBorrows[borrower].interestIndex = borrowIndex;

817 totalBorrows = vars.totalBorrowsNew;

818

819 /* We emit a Borrow event =*/

820 emit Borrow(borrower, borrowAmount, vars.accountBorrowsNew

L, , vars.totalBorrowsNew);

821

822 /* We call the defense hook */

823 // unused function

824 // comptroller.borrowVerify(address(this), borrower,
L, borrowAmount) ;

825

826 return uint(Error.NO_ERROR);

827 }

Risk Level:

Likelihood - 1
Impact - 2

Recommendation:

It is strongly suggested to update the storage variables before performing
the external call to transfer the tokens following the Checks-Effects-
Interactions pattern.
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Remediation Plan:

ACKNOWLEDGED: The Marketxyz team acknowledged this issue.

21
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3.3 (HAL-03) ZERO ADDRESS OWNER NOT
CHECKED - INFORMATIONAL

Description:

The constructor of the contract JumpRateModelV2.sol is not checking if
the owner passed as a parameter is the zero address.

Code Location:

71 constructor (
72 uint256 baseRatePerYear,
73 uint256 multiplierPerYear,
74 uint256 jumpMultiplierPerYear,
7% uint256 kink_,
76 uint256 roof_,
77 address owner_
78 ) public {
79 owner = owner_;
80
81 updateJumpRateModelInternal (
82 baseRatePerYear,
83 multiplierPerYear,
84 jumpMultiplierPerYear,
85 kink_,
86 roof_
87 E
88 }
Risk Level:

Likelihood - 1
Impact - 1

22
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Recommendation:

Every address set with user input should be checked to not be the zero
address.

Remediation Plan:

ACKNOWLEDGED: The Marketxyz team acknowledged this issue.

23
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3.4 (HAL-04) SAME SALT GENERATED IN
THE SAME BLOCK - INFORMATIONAL

Description:

The function deploy within the contract MarketAdminDeployer.sol is using
block.number to create a salt and use it to deploy a MarketAdmin contract.
This can lead to a problem where more than one MarketAdmin need to be
deployed in the same block due to attempting to deploy the second contract
in the same address the first one was properly deployed.

Code Location:

18 function deploy(address comptroller, address manager)
19 external

20 returns (address)

21 {

22 if (comptroller == address(@) || manager == address(0)) {
23 revert ZeroAddressProvided();

24 }

25

26 bytes32 salt = keccak256(

27 abi.encodePacked(comptroller, manager, block.number)
28 E

29

30 bytes memory creationCode = abi.encodePacked(

31 type (MarketAdmin).creationCode,

32 abi.encode(comptroller, manager)

33 E

34

B5 address deployed;

36

37 assembly {

38 deployed := create2(

39 Q,

40 add(creationCode, 0x20),

41 mload(creationCode),

42 salt

24
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43
44
45
46
47
48
49
50
51

52

)
if iszero(extcodesize(deployed)) {
revert(@, "Failed to deploy MarketAdmin")

emit MarketAdminDeployed(comptroller, manager, deployed);

return deployed;

Risk Level:

Likelihood - 1

Impact - 1

Recommendation:

Use a sort of nonce to generate the salt.

Remediation Plan:

ACKNOWLEDGED: The Marketxyz team acknowledged this issue.

25
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4.1 STATIC ANALYSIS REPORT

Description

Halborn used automated testing techniques to enhance the coverage of cer-

tain areas of the scoped contracts. Among the tools used was Slither, a

Solidity static analysis framework. After Halborn verified all the con-

tracts in the repository and was able to compile them correctly into their
ABI and binary formats, Slither was run on the all-scoped contracts. This

tool can statically verify mathematical relationships between Solidity
variables to detect invalid or inconsistent usage of the contracts’ APIs

across the entire code-base.

Slither results:

AaveOracle.sol

Different versions of Solidity is used:
- Version used: ['0.8.4', '"0.8.0', '"0.8.4']
(node_modules/@openzeppelin/contracts/token/ERC26/ERC20.501#4)

- *8.8.9 (node_modules/Gopenzeppelin/cantracts/token/ERC20/IERC20. sol#4
- ~8.8.9 (node_modules/@openzeppelin/contracts/token/ERC26/extensions/IERCZ@Metadata. s0144)
- *0.8.9 (node_modules/Gopenzeppelin/contracts/utils/Context.sol#4
- "8.8.4 (contracts/externalflatest/Interfaces.sol#2)
8.4 (contracts/oracles/AaveOracle.sol#3)
Reference: https://github.com/erytic/slither/wiki/ on#dife,
Context. msgData() (node_modules/Gopenzeppelin/contracts/utils/Context,sol#21-23) is never used and should be removed
ERC20._burn(address,uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. 501#280-295) is never used and should be removed
ERC20._mint(address,uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC20.501#267-267) is never used and should be removed
Reference:
Pragna versionn0.8.8 (node_modules/@openzeppelin/contracts/token/ERC20/ERC26.s0l#4) allows old versions
Pragna version®d.8.8 (node_modules/@openzeppelin/contracts/token/ERC20/TERC20.501#4) allows old versions
Pragna version"@.8.8 (nods_modules/Qopenzeppelin/contracts/token/ERC20/extensions/IERC20Metadata. sole4) allows old versions
Pragna version"@.8.8 (node_modules/Gopenzeppelin/contracts/utils/Context.sol#4) allows old versions
Reference: https://github.com/crytic/sLither/wiki/ onti dity
Function Comptroller. sethhitelistEnforcement(bool) (contracts/external/latest/Interfaces.sol#54) is not in mixedCa:
Function Comptroller._setwhitelistStatuses(address[],bool[]) (contracts/external/latest/Interfaces.sol#56-59) is not in mixedCase
Function Comptroller. become(address) (contracts/external/latest/Interfaces.sol#61) is not in mixedGase
Function Comptroller._setPriceOracle(address) (eontracts/external/latest/Interfaces.sol#63) is not in mixedC
Function Comptroller. setCollateralFactor(address,uint256) (contracts/external/latest/Interfaces.sol#69-72) is not in mixedCase
Function Comptroller. acceptAdnin() (contracts/external/latest/Interfaces.sol#83) is not in mixedCase
Function Comptroller. setCloseFactor(uint256) (contracts/external/latest/Interfaces.sol#85-67) is not in mixedG
Function Comptroller. setliquidationIncentive(uint256) (contracts/external/latest/Interfaces.sol#89-91) is not in mixedCase
Function Comptroller. supportMarket(address) (contracts/external/latest/Interfaces.sol#93) is not in mixedCase
Function Comptroller. setMarketBorronCaps (address[],uint256[1) (contracts/external/latest/Interfaces.sol#95-98) is not in mixedCase
Function Comptroller._setMarketSupplyCaps (address(],uint256[]) (contracts/external/latest/Interfaces.sol#108-103) is not in mixedCase
Function Comptroller. setMintPaused(address,bool) (contracts/external/latest/Interfaces.scl#185) is not in mixedCase
Function Comptroller._setBorrowPaused(address,beol) (contracts/external/latest/Interfaces.sol#107-109) is not in mixedCase
Function Comptroller. setTransferPaused(bool) (contracts/external/latest/Interfaces.sol#111) is not in mixedCase
Function Comptroller. setSeizePaused(bool) (contracts/external/latest/Interfaces.scl#113) is not in mixedCase
Function Comptroller. addRewardsDistributortaddress) (contracts/external/latest/Interfaces.sol#115-117) is not in mixedCase
Function Comptroller. deployMarket(bool,bytes,uint256) (contracts/external/latest/Interfaces.sol#119-123) is not in mixedCase
Function Comptroller._unsupportMarket(CToken) (contracts/external/latest/Interfaces.sol#125) is not in mixedCase
Function Comptroller. setPauseBuardian(address) (contracts/external/latest/Interfaces.sol#127-129) is not in mixedCase
Function Comptroller._setBorrowCapGuardian(address) (contracts/external/latest/Interfaces.sol#131) is not in mixedCase
Function CToken._supportMarketAndSetCollateralFactor (CToken,uint256) (contracts/external/latest/Interfaces.sol#184-187) is not in mixedCase
Function CToken._setAdminFee(uint256) (contracts/external/latest/Interfaces.sol#189-191) is not in mixedCase
Function CToken scmcsuvcracmz(umczss» (contracts/external/latest/Interfaces.sol#193-195) is not in mixedCase
Function CToken (address) xternal/latest/Interfaces.sol#197-199) is not in mixedCase
Function CToken ,semam«nnsmm](smnu,smng) (contracts/external/latest/Interfaces.sol#201-202) is not in mixedCase
Function CToken._withdrawAdminFees(uint256) (contracts/external/latest/Interfaces.sol#284-206) is not in mixedCase
Function CToken._reduceReserves(uint256) (contracts/external/latest/Interfaces.sol#208) is not in mixedCase
Function IUniswapV2RouterB1.WETH() (contracts/external/latest/Interfaces.sol#314) is not in mixedCase
Function IUniswapV2Pair.DOMAIN_SEPARATOR() (contracts/external/latest/Interfaces.socl#556) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (contracts/external/latest/Interfaces.sol#552) is not in mixedCase
Function IUniswapV2Pair.MINIMUM_LIQUIDITY() (contracts/external/latest/Interfaces.sol#583) is not in mixedCase
Function AMMToken.UNDERLYING_ASSET_ADDRESS() (contracts/oracles/AaveOracle.sol#8) is not in mixedCase
lidity-nami

Reference: https://github.com/crytic/slither/wiki/l on#iconforr
Variable IUniswapV2Router®l.addLiquidity(address, address,uint266, uint256,uint266,uint256, address, uint256) .anountADesired (contracts/external/latest/Interfaces.sol#319) is too similar to IUniswapV2Router@l.addLiguid

ma—directiy

https://github.con/crytic/slither/wiki/Detector-Documentation#dead-co

ss,uint256) .amountBDesired (contracts/external/latest/Interfaces.sol:
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#variable-nanes-are-too-sinilar

name() should be declared external:
C20.name () (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. S0 1#62-64)

symbol() should be declared external:
— ERC28.symbol() (node_modules/Gopenzeppslin contracts/ token/ERC20/ERC2E. s01#78-72)

decimals() should be declared externa
RC28.decimals () (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. 501#87-89)

totalsupply() should be declared external:
ERC26. totalSupply () (node_modules/Bopenzeppelin/contracts/token/ERC28/ERC2D. 501#94-96)

balanceof (address) should be declared external:
ERC28. balanceOf (address) (node_nodules/Gopenzeppelin/contracts/token/ERC20/ERC20. 5014101-103)

transter(address, uint5e) sheuld be declared externa
ERC20.transfer(address,uint256) (node_modules/@openzeppelin/contracts/token/ERC28/ERC20.501#113-117)

approve (address,uint256) should be declared external:
- ERC20.apprave (address, uint256) (node_modules/Gopenzeppelin/contracts /token/ ERC20/ERC20. 50141361

transferFrom(address,address,uint256) should be declared extern
— ERC20.transferFron(address, address, uint256) (node_modules/@openzeppelin/contracts /token/ERC20/ERC20. s01¢158-167)

increaseAllowance (address,uint256) should be declared external:
~ ERC28.increaseAllowance (address, uint256) (nods_modules/Qopenzeppelin/contracts/token/ERC20/ERC20. 5oL¥181-185)
decreaseAllowance (address,uint256) should be declared exte:
~ ERC20.deczeaseAllomance (address, uint256) (node_modules/@ wnunzwnclln/wntxa:ts/twkun/EREZB/ERHW s0l#201-210)
Reference: https://github.com/crytic/slither/wiki ion#public-funeti ed-external
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BeefyV60racle.sol

Context._msgData() (node_modules/Ropenzeppelin/contracts/utils/Context.sol#21-23) is never used and should be removed
ERCZ0._burn(address, uint256) (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC20.s01#288-295) is never used and should be removed
ERC20. _mint(address,uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC20.501#267-267) is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead—code

Pragna version®0.8.8 (node_modules/@openzeppelin/contracts/token/ERC20/ERC28.501#4) allows old versions

Pragna version"0.8.8 (node_modules/@openzeppelin/contracts/token/ERC28/IERC2A.501#4) allows old versions

Pragma version*0.8.8 (node. mudulcs/°Dncnzcuncl)n/cnn(xac(s/(nkcn/EM}ZE/:K(:N&)uns/IERDEﬂN:(ada(a s01#4) allows old versions
Pragna versionn0.8.0 (node_modules, Utils/Context.sol#4) allows old versions

Reference: https://github. :nm/cxyut/s]un:z/mn/u:(:cmx Documentation#incorrect-versions-of-solidity

Function Comptroller
Function Comptroller

sotwhitelistEnforcement (bool) (centracts/external/latest/Interfaces.sol#sa) is not in mixedCase

setWhitelistStatuses(addressl],bool[]) (contracts/external/latest/Interfaces.sol#56-59) is not in mixedGase

Function Comptroller. become(address) (contracts/external/latest/Interfaces.sol#6l) is not in mixedCase

Function Comptroller. setPriceOracle(address) (contracts/external/latest/Interfaces.sol#63) is not in mixedc:

Function Comptroller. setCollateralFactor (address,uint256) (contracts/external/latest/Interfaces.sol#69-72) is not in mixedCase

Function Comptroller._acceptAdmin() (contracts/external/latest/Interfaces.sol#3) is not in mixedCase

Function Comptroller._setCloseFactor(uint256) (contracts/external/latest/Interfaces.sol#85-87) is not in mixedCase

Function Comptroller. setLiquidationIncentive(uint256) (contracts/external/latest/Interfaces.sol#89-91) is not in mixedCase

Function Comptroller._supportMarket(address) (contracts/external/latest/Interfaces.sol#93) is not in mixedcase

Function Comptroller. setMarketBorrowCaps(address[],uint256[1) (contracts/external/latest/Interfaces.sol#95-98) is not in mixedCase

Function Comptroller._setMarketSupplyCaps (address(],uint266(]) (contracts/external/latest/Interfaces.sol#180-103) is not in mixedCase

Function Comptroller._setMintPaused(address,bool) (contracts/external/latest/Interfaces.sol#105) is not in mixedCas

Function Comptroller. setBorromPaused(addzess,bool) (contracts/external/latest/Intezfaces.sol#187-189) is not in mixedCase

setTransferPaused(bool) (contracts/external/latest/Interfaces.sol#111) is not in mixedCas

setSeizePaused(bool) (contracts/external/latest/Interfaces.sol#113) is not in mixedCas:
external/latest/Interfaces.sol#115-117) is not in mixedCase

deployMarket (bool, bytes, uint266) (contracts/external/latest/Interfaces.sol#119-123) is not in mixedcase

Comptroller._unsupportMarket(CToken) (contracts/external/latest/Interfaces.sol#125) is not in mixedCase

Function Comptroller._setPauseGuardian(address) (contracts/external/latest/Interfaces.sol#127-129) is not in mixedCase

Function Comptroller._setBorromCapbuardian(address) (contracts/external/latest/Interfaces.sol#131) is not in mixedCase

CToken. _supportMarketAndSetCollateralFactor(CToken,uint256) (contracts/external/latest/Interfaces.sol#184-187) is not in mixedCase

Function CToken._setAdminFee(uint256) (contracts/external/latest/Interfaces.sol#189-191) is not in mixes

Function CToken. setReserveFactor(uint256) (contracts/external/latest/Interfaces.sol#193-195) is not in mixedCase

Function CToken._setInterestRateModel(address) (contracts/external/latest/Interfaces.sol#197-199) is not in mixedCase

Function CToken._setNameAndSymbol(string,string) (contracts/external/latest/Interfaces.sol#201-262) is not in mixedGase

Function CToken. withdrawAdminFees(uint256) (contracts/external/latest/Interfaces.sol#204-206) is not in mixedCase
Function CToken._reduceReserves(uint256) (contracts/external/latest/Interfaces.sol#208) is not in mixedCas
Function IUniswapV2RouterB1.WETH() (contracts/external/latest/Interfaces.sol#314) is not in mixedCase
Function IUniswapV2Pair.DOMAIN_SEPARATOR() (contracts/external/latest/Interfaces.sol#550) is not in mixedCase
Function IUniswapVzPair.PERMIT_TYPEHASH() (contracts/external/latest/Interfaces.sol#552) is not in mixedCase
Function IUniswapV2Pair.MINIMUM_LIQUIDITY() (contracts/external/latest/Interfaces.sol#583) is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detect: 1idity-nami, ions
Variable IUni -addLiquidi 25 56,uint256, uint256, address, uint256) . amountADesired (contracts/external/latest/Interfaces.sol#319) is too similar to [UniswapV2Router@l
ss,uint256) . amountBDesired (cuntxac(s/ex(eznal/]a(es(/In(exfates sorvane)
Reference: https://github.com/crytic/slither/wiki/Detect: iontvar: imilar
nane() should be declared external:
- ERC20.name() (node_modules, in/. token, L501862-64)

synbol() should be declared external
~ ERC20.symbol() (node_modules/@openzeppelin/contracts/token/ERC20/ERC20.501#70-72)
declmals() should be declared external:

ERG20.decimals() (node_modules/@openzeppelin/contracts/token/ERC28/ERC20.501#67-89)
totalSupplyl) should be declared external:

- ERC20.totalSupply() (node_modules,
balance0f (address) should be declared external:

~ ERC20.balanceOf (address) (node. mndules/ﬂnper\zeppahn/cnn(!acts/(nku\/ERcEﬂ/ERcEﬂ 501#101-103)
transfer(address,uint256) should be declared exte:

1in/contracts/token, -501#94-96)

"ERG20. trans fer {addzoss  uint256) (node.moduLes/Gopenzeppelin/contrasts/ token/ERC2/ERGRD. so1#118-117)
approve(address,uint256) should be declared external:
- ERC20.approveladdress, uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. s01#136-140)
transferfron(address, address, uint256) should be declared external:
E

_transferfron(address, address,uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC26. so1¢168-167)
1rvcreascAllnwancc(addxcss,u)nt255) should be declared external:

0.increaseAllowance(address,uint256) (node_modules/@openzeppelin/contracts/token/ERC2@/ERC20. s0l#181-185)
d:cr:as:Allnwﬂnc:(addx:s& uint256) should be declared external:

0. decreaseAllowance(address, uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. s01#201-218)
Reference: https://github.com/crytic/slither/wiki/Detect: ion#public-funct Ld-be-declared-external

CErc20Delegate.sol

UnitrollerAdminStorage.adnin (contracts/ComptrollerStorage.sol#16) is never initialized. Tt i:
~ UnitrollerAdninStorage.hasAdminRights() (contracts/ComptrollerStorage.sol#36-38)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#uninitialized-stat

s used in:

ariables
CEre20D:

gate._becomeImplementation (bytes) (eontracts/CEre28D:

—false (contracts/CErc28Delegate.sol#25)

CErc2oDelegate._resignImplementation() (contracts/CErc2eDelegat
~false (contracts/CErc2@Delegate.sol#37)

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#misuse-of-a-boolean-constant

ate.so1#20-30) uses a Boolean constant improperly:

501#35-48) uses a Boolean constant improperly:

EIP20NonStandardInterface (contracts/EIP2eNonStandardInterface.sol#8-70) has incorrect ERC20 function interface:EIP20NonStandardInterface.transfer(address,uint256) (contracts/EIP2@NonStandardInterface.sol#:

re20-interface

_addLiquic

34)
EIP20NonStandardInterface (contracts/EIP2BNonStandardInterface.sol1#8-78) has incorrect ERC28 function interfacesEIP2BNonStandardInterface.transferfrom(address,address,uint256) (contracts/EIP20NonStandardInterface.:
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#incorrec

CToken.accrueInterest () (contracts/CToken.sol#411-432) uses a dangerous strict equality:
— acerualBlockNumber == currentBloekNumber (contracts/CToken.sol#als)
CToken.accrueInterest () (contracts/CToken.sol#411-432) uses a dangerous strict equality

- require(bool, string) (mathErr == MathError.NO_ERROR, coulﬂ not caleulate block delta) (contracts/CToken.sol#i2e)
CToken.balanceOfUnderlying(address) (contracts/CToken.sol#217-222) uses a dangerous strict equality:

- require(bool, string) (nErr == MathError.NO_ERROR, b-lum:- could not be calculated) (contracts/CToken.sol#220)
CToken. b Bal ) ‘Token.sol#298-382) uses a dangerous strict equalit
uire(bool,string) (err == MathError.NO_ERROR,borrowBalanceStored: borrowBalanceStoredInternal failed) (contracts/CToken.sol#380)

Cuufulnath divUInt(uint256, uint266) (contracts/CarefulMath.sol#41-47) uses a dangerous strict cqua.
(contracts/CarefulMath. sol#42)
lx:h-ng-Rut-Stnun[) (contracts/CToken. s01#355-359) uses a dangerous strict equality:
- require(bool, string) (err == MathError.NO_ERROR, eStored: eStoredInternal failed) (contracts/CToken.sol#357)
.ucn.ng.ngt-smz.um.m.l(; (contracts/CToken.sol#366-396) uses a dangerous strict equality:
- _totalSupply == @ (contracts/CToken.so1#368)
CToken.. 1r\uu11z|(cmptnllu[r\tufac InterestRateModel, uint256, string, string, uint8, uint256,uint266) (contracts/CToken.sol#34-75)
e(bool, string) (accrualBlockNumber rowInde: 6, initalized-only-once) (contracts/CToken.sol#3)
CToken.initialize (Canptrollettnter ace, Tncoresthat sodal, uinc2st, string, sering, vintd, uintZ66,uint266) (sontrarce/CTaken. aul#3h-75) uses a dangerous strict equality:
require(bool, string) (err == Uint256(Error.NO_ERROR), setting irm failed) (contracts/CToken.sol#59)
CToken.initialize(ConptrollerInterface, InterestRataModsl, uint286, string, string, uints, uint266,uint286) (contracts/CToken.sol#34-75) uses a dangerous strict equality:
~ require(bool, string) (err == Uint266(Error.NO_ERROR), setting reserve factor failed) (contracts/CToken.sol#67
CToken.initialize(ComptrollerInterface, InterestRateModel,uint2s6, string, string, uint8,uint266,uint256) (contracts/CToken.sol#34-75) uses a dangerous striet equality:
- require(bool, string) (err == uint256(Error.NO_ERROR), setting admin fee failed) (contracts/CToken.sol#71
CToken.liguidateBorrowFresh(address,address, uint256,CTokenInterface) (contracts/CToken.sol#981-1050) uses a dangerous strict equality:
~ require(bool, string) (amountSeizeError == uint256(Error.NO_ERROR), LIQUIDATE_COMPTROLLER_CALCULATE_AMOUNT_SEIZE_FAILED) (contracts/CToken.sol#1626)
CToken. liquidateBorrowFresh (address,address, uint256,CTokenInterface) (contracts/CToken.sol#981-1858) uses a dangerous strict equality
- require(bool, string) (seizeError == uint256(Error.NO_ERROR), token seizure failed) (contracts/CToken.sol#1048)
CToken.mintFresh(address, uint256) (contracts/CToken.sal#511-588) uses a dangerous strict equality:
- require(bool, string) (vars.mathErr == MathError.NO_ERROR, MINT_EXCHANGE_CALCULATION_FATLED) (contracts/CToken.sol#557)
Exponential .mulExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#135-155) uses a dangerous strict equality:
- assert(bool) (err2 == MathError.NO_ERROR) (contracts/Exponential.sol#152)
Cuufulnath mulUInt(uint256, uint266) (contracts/CarefulMath.sol#24-36) uses a dangerous strict equality:
(contracts/CarefulMath. sol#25)
xnnn-nt) anEerﬂ mul_(uint256,uint256, string) (Cuntructs/Expnnlnt)lanE!In! 501#150-157) uses a dangerous strict equality:
@ || b == @ (contracts/ExponentialNoEzroz.sol#l
ExponentialNaEzroz .yl (uintas6, Gint256, string) (cuntrgcts/Elpunlnt)lanE!Iu!.:nllzliﬂ 157) uses a dangerous strict equality:
- require(bool, string) (c / a == b,errorMessage) (contracts/ExponentialNoError.sol#155)
CToken.repayBorrowFresh(address, address, uint256) (contracts/CToken.sol#878-945) uses a dangerous strict equalit
- require(bool, string) (vars.mathErr == MathError.NO_ERROR, REPAY_BORROW_NEW_ACCOUNT_BORROW_BALANCE_CALCULATION_FAILED) (contracts/CToken.sol#927)
CToken. rapayBorranfresh(address, address, uintZ56) (cantractalCaken.sol#576 015) usss a dangerous strict eauality:
~ requira(bool, string) (vars.mathErr Tor.NO_ERROR, REPAY_BORROW_NEW_TOTAL_BALANCE_CALCULATION_FAILED) (contracts/CToken.sol#930)
CToken.seizeInternal(address, address,address, uint256) (contracts/CToken.sol#1087-11647) uses a dangerous strict equality:
- require(bool, string) (vars.mathErr == MathError.NO_ERROR, exchange rate math error) (contracts/GToken.sol#1115)
CToken. transfer(address,uint256) (contracts/CToken.sol#162-164) uses a dangerous strict equalit
- transferTokens (msg.sender,msg. sender, dst, amount) == uint256(Error.NO_ERROR) (contracts/CToken.sol#163)
dd

uses a dangerous strict equality:

CTok: .501#173-175) uses a dangerous strict equality:
— transferTokens (msg.sender, dst,amount) == uint256(Error.NO_ERROR) (contracts/CToken. :amuu
Reference

https://github. cnmlczytlc/sl)thlr/mk)/Dl ector-Documentation#dangerous-stri

Contract locking ether found:

Contract CErc2@8Delegate (contracts/CErc2@Delegate.sol#16-92) has payable functions:
- CDelegateInterface._prepare() (contracts/CTokenInterfaces.sol#332)

- CErc2eDelegate._prepare() (contracts/CErc2eDelegate.sol#86-91)

t does not have a function to withdraw the ether
https://github.con/erytic/slither/wiki/Detector-Docunentation#contracts—that-lock

eference

n CToken._bef bool) (.

‘Token. s0l#1649-1673) :
External calls:
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- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
State variables written after the call(
- _notEntered = false {contracts/CToken.sol#1572)
in CToken. uint2s6) ( +501#1285-1293) :
External calls:
~ error = accruelnterest() (contracts/CToken.sol#1286)
address (interestRateNodel) .call(abi.encodeWithSignature(checkpointInterest(uint266), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReantrant(falze) (contracts/CToken. soL#1285)
onptroller._afterNonReentrant() (contracts/CToken.sol#1582)
onptroller. beforeNonReentrant() (contracts/CToken.sol#1671)
State varisbles writton after the call(s):
- _reduceReservesFresh(reduceAnount) (contracts/CToken.sol#1292)
- totalReserves = totalReservesNew (contracts/CToken.sol#1333)
entrancy in CToken._setAdminFee(uint256) (contracts/CToken.sol#1176-1184):
External calls
— error = acerusInterest() (contracts/CToken.sol#1177)
- address (interestRateModel) .call(abi. encodewithsignature(checkpointInterest (uint256), borrowRateMantissa)) (contracts/GToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#1176)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
State variables written after the call(s):
- _setAdminFeeFresh(n ntissa) (contracts/CToken.sol#1183)
adminFeoMantissa = newAdminFseMantissa (contracts/CToken.sol#1217)
- _setadminFe Fr-sh(nlwlum)‘nh Mantissa) (tuntucti/CTuk-n 50141183
- f ‘Token.sol#1227)
Resntrancy in CToken. cotInteras tRatovade (Tntares RstoNadol) (cantracts/Cloken.sol#1463-1471):
External calls:
— error = acerueInterest() (contracts/CToken.sol#1s4)
ddress (interestRateModel) .call(abi. encodeWithSignature(checkpointInt
- _setInterestRateModelFresh(newInterestRatoModel) (contracts/CToken.sol#1478)
~ address (oldInterestRateModel) .call(abi. encodewithsignature(resetInterestCheckpoints())) (contracts/CToken.sol#1586)
- address (newT! 1) .call(abi. encodewi ntinterest())) ( ‘Token. s01#1509)
State variables written after the call(s):
- _setInterestRateModelFresh(newlnterestRateModel) (contracts/CToken.sol#1478)
 interestRateMedel = newInterestRateModel (contracts/CToken.sol#1500)
Reentrancy in CToken._ setReserveFactor(uint256) (contracts/CToken.sol#1241-1249):
xtornal calls
- error = accrueInterest() (contracts/CToken.sol#1242)
address (interestRateModel) .call(abi. encodeWithSignature(checkpointInterest (uint256), borzowRateMantissa)) (contracts/CToken.sol#473)
- nonRe ntunt(f-ls-) (contracts/CToken. so1#1241)
ptroller. afterNonReentrant() (contracts/CToken.sol#1562)
anptrollor. hoforoNonReentrant () (sontrects/CTokon.sol#1571)
State varisbles writion after the eall(s):
— _set rFresh( rMantissa) (contracts/CToken.sol#1248)
- reserveFactorMantissa = nemReserveFactorMantissa (contracts/CToken.sol#1273)
in CToken. nFees (uint256) ( Token. s01#1484-1412)
External calls
~ error = accruelnterest() (contracts/CToken.sol#1405)
- address (interestRateModel) .call(abi.encodeWithsignature(checkpointInterest (uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nosReantrant(false) (sontracts/Cloken. soLi14dd)
onptroller._afterNonReentrant() (contracts/CToken.sol#1582)
onptroller. beforeNonReentrant () (contracts/CToken.sol#1571)
State varisbles writeen afver the call(s):
- _withdrawadminF eesFresh(withdrawanount) (contracts/CToken.sol#1411)
~ totalAdminF totalAdninFeesNen (contracts/CTaken.sal#1449)
Reentrancy in CToken._withdrawFuseFees(uint286) (contracts/CToken.sol#1348~1356):
External calls:
~ error = acerueInterest() (contracts/CToken.scl#1349)
~ address (interestRateModel) .call(abi.encodeWithSignature(checkpointInterest (uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
~ nonReentrant(falss) (contracts/CToken.sol#1348)
- conptroller. afterNonReentrant() (contracts/CToken.sol#1562)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
State variables written after the call(s):
- _withdrawFuseFeesFresh (withdrawAnount) (contracts/CToken.sol#1355)
— totalFuseFees = totalFuseFoesNew (contracts/CToken.sol#1391)
Reentrancy in CToken.borrowFresh(address,uint256) (contracts/CToken.sol#755-827):
External calls:
- allowed = comptroller.borrowaLlowed(address (this), borrower, borrowAmount) (contracts/CToken.sol#757)
- allowed = comptroller.borrowwithinLimits( s), ( Token. s01#792)
State variables written after the call(s):
- accountBorrows[borroner].principal = vars.accountBorrowsNew (contracts/CToken.sol#815)
~ accountBorrows(borrower].interestIndex = borrowIndex (contracts/CToken.sol#81
Reentrancy in CToken.borrowInternal(uint256) (contracts/CToken.sol#733-741):
External calls
- error = accrueInterest() (contracts/CToken.sol#734)
address(interestRateModel).call(abi.encodeWithSignature (checkpointInterest (uint256), borronRateMantissa)) (contracts/CToken.sol#473)
~ borrowFrosh(nsg.sender, borrowAnount) (zontracts/Coken.sol4740)
~ allowed = comptroller.borrowAllowed (address(this),borrower,borrowAnount) (contracts/CToken.sol#757)
allowed = comptroller.borrowWithinLimits(address(this),vars.accountBorrowsNew) (contracts/CToken.sol#792)
- nonReentrant(false) (contracts/CToken.sol#733
- comptroller. aftarlonReantrant(} (contracts/CToken.sold1582)
omptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
State varisbles nr)ttln after the call(s):

st(uint256),borronRateMantissa)) (contracts/GToken.sol#473)

( Token. s01#740)
- totalBorzoms = vars.totalBorrowsNen (contracts/CToken.sol#817)
nternal(address,uint256,CTokenInterface) (contracts/CToken.sol#955-978):

- error = accrueInterest() (contracts/CToken.sol#956)
- address(i _call(abi.encodewi (checkpointInterast(uint256), borrowRateMantissa)) (contracts/CTokan.sol#473)
- error = cTokenCollateral.accrueInterest() (contracts/CToken.sol#962)
- liquidateBorrowFresh(msg.sender, borzower, repayAnount, cTokenCollateral) (contracts/CToken.sol#969)
comptroller.seizeAllowed(address(this),seizerToken, liquidator,borrower, seizeTokens) (contracts/CToken.sol#1089)
comptroller.liquidateBorrowAllowed(address (this),address(cTokenCollateral), liquidator, borrower, repayAnount) (contracts/CToken.sol#983)
- allowed = comptroller.repayBorrowallowed (address(this), payer,borrower, repayAmount) (contracts/CToken.sol#886)
- seizeError = cTokenGollateral.seize(liguidator,borrower, seizeTokens) (contracts/GToken.sol#1836)
- false) ( +501#955)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
State variasbles written after the call(s):
- LiquidateBorrowFresh(nsg.sender, borrower, repayAnount, cTokenCollateral) (contracts/CToken.sol#969)
- totalBorrows = vars.totalBorrowsNew (contracts/CToken.sol#935.
- llqulnatl!azxnnFI-sh(msg sender, borrower, repayAnount, cTokenCollateral) (contracts/CToken.sol#969)
alReserves = vars.totalReservesNew (contracts/CToken. sol#1132
Roentrancy in CTokon.nanReenteant (basl) (contracts/CTokon.so11558-1562) ¢
xternal calls:

- _bef Localonly) ( ‘Token. s0l#1659)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- _af localonly) ( +501#1561)

~ comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
State variables written after the call(s):
localonly) ( -so1#1561)
- _notEntered = true (contracts/CToken.sol#1581)
in CToken. wint256,uint256) (contracts/CToken.sol#632-726):
External calls:
- allowed = comptroller.redeemAlloned{address(this),redeener, vars. redeemTokens) (contracts/CToken.sol#672)
State variables written after the call(s):
- totalSupply = vars.totalSupplyNew (contracts/CToken.sol#715)
Reentrancy in CToken.repayBorrowBehalfInternal(address,uint256) (contracts/CToken.sol#850-858):
External calls
- error = accrueInterest() (contracts/CToken.sol#851)
~ address(interestRateModel).call(abi.encodewithSignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- repayBorrowFresh (msg.sender, borrower, repayAnount) (contracts/CToken.sol#857)
- allowed = comptroller.repayBorrowAllowed (address(this),payer, borrower, repayAmount) (contracts/CToken.sol#gse)
- nonReentrant(false) (contracts/CToken.sol#85a)
_afterNonReentrant() (contracts/CToken.s01#1582)
_beforeNonReentrant() (contracts/CToken.sol#1571)
State variables written after the call(s)
- repayBorrowFresh(msg.sender, borrower, repayAnount) (contracts/CToken.sol#857)
- totalBorrows = vars.totalBorrowsNew (contracts/CToken.sol#935:
in CToken. 1(uwint256) ( +501#834-842) :
External calls:
- error = accrueInterest() (mnu.cts/cmk.n.:aueas»
address(i dowii (checkpointInterest(uint256),borrowRateMantissa)) (eontracts/CToken.sol#473)
~ repayBarsawFresh (nsg. sendernag. sender, repayAmaunt) (cantracts/CToken s01#41)
- allowed = comptzoller.repayBorrowAlloned (address(this),payez, borrower, repayAnount) (contracts/CToken.sol#880)
- nonReentrant(false) (contracts/CToken.sol#834)
- comptroller._afterNonReentrant() (contracts/CToken.so1#1582)
~ comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
State variables written after the call(s)
- repayBorzowFresh(msg.sender,msg.sender, repayAmount) (contracts/CToken.sol#841)
otalBorrows = vars.totalBorrowsNew (contracts/CToken.sol#93
Reference: https://github.com/crytic/slither/wiki ionf#reentrancy lities-1

CToken. finishInterestAccrual(uint256,uint256, uint266,uint256) (contracts/CToken.sol#437-476) ignores return value by address(interestRateModel).call(abi.encodeWithSignature(checkpointInterest{uint256), borrowRateMan
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CToken.
CToken
Refere

l-tInt-nstHlt-Mnd-ansh(Inl-rutH-t-Mnd-l) (contracts/CToken.s01#1479-1512) ignores return value by address(oldInterestRateModel).call(abi.encodeWithSignature(resetInterestCheckpoints())) (contracts/CToke
set: 1Fresh(l ‘Token.sol#1479-1512) ignores return value by address(newInterestRateModel).call(abi.encodeWithSignature(checkpointInterest())) (centracts/CToken.sol#
httul //github.com/crytic/slither/wiki/Detector-Documentation#unchecked-low-level-ca:

CToken.mintFresh(address,uint256).vars (contracts/CToken.sol#523) is a local variable never initialized

CToken. borrowFresh(address, uint256) .vars (contracts/CToken.sol#774) is a local variable never initialized

CToken. seizeInternal(address, address,address, uint256).vars (centracts/CToken.sol#1099) is a local variable never initialized
GTakan. rad mFrnh[-ddr-n u1nt256 u)ntZSé) s (contracts/CToken.s01#635) is a local variable never initialized

vars ( Token.sol#899) is a local variable never initialized
Reference: https: ffg)thuh cnmlcryt)r:l:1)thn’/ulk1/D-tlctm’—DucumlntltmnA‘un)n) e p e

CEre20.initialize(address,ComptrollerInterface, InterestRateModel, string, string, uint256,uint266) (contracts/CEre20.s01#24-39) ignores return value by EIP28Interface(underlying).totalSupply() (centracts/CErc26.sol#38
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#unused-return

Exponential.divScalarByExpTruncate (uint256, ExponentialNoError.Exp) . fraction (contracts/Exponential.sol#124) shadows:
- ExponentialNoError.fraction(uint266,uint256) (contracts/ExponentialNoErrer.sol#192-194) (function)
Reference: https://github.comfcrytic/slither/wiki/Detector-Documentation#local-variable-shadowing
CEre20.initialize(address,Comptrollerinterface, InterestRateModel, string, string, uint256, uint256) . underlying_ (contracts/CErc20.sol#24) lacks a zero-check on :
- underlying = underlying_ (contracts/CErc28.s01#37)
Reference: https://github.com/crytic/sLither/wiki/

lidation

Token. L uint256) CToken.sol#755-827) :
External ealls:
- allowed = comptroller.borrowhllowed(address(this),borrower, borrowAnount) (contracts/CToken.sol#757)
~ allowed = comptroller. borrowdithinL imits(address (this), vars. accountBorrowshion) (contracts/CToken. sol4792)
State variables written after the callls
- totalBorrows = vars.totalBorrowsNew (contracts/CToken.sol#BL7)
Reentrancy in CErc2e.initialize(address,ComptrollerInterface,InterestRateModel, string, string, uint256,uint266) (contracts/CErc2e.sol#26-39):
xternal calls:
— super.initialize(comptroller_,interestRateModel_, initialExchangeRateMantissa_, name_, synbol_,decimals_, resorveFactorMantissa,
address(oldInterestRateModel) .call(abi.encodenithSignature (resetInterestCheckpoints())) (contracts/CToken.sol#1506)

- address(newIntersstRateModel) .call(abi.encodehithSignature (checkpointinterest())) (contracts/CToken.sol#15
State variables written after the callls)

- underlying = underlying_ (contracts/CErc20.sol#37)

Reentrancy in CToken.initialize(ComptrollerInterface,InterestRateModel,uint256, string, string,uints,uint256,uint256) (contracts/CToken.sol#36-75)
xternal calls:

— err =

adninFeeMantissa_) (contracts/CEre26.sol#34)

_setInterestRateModelFresh(interestRateModel ) (contracts/CToken.sols5s)
address{oldInterestRateModel).call(abi.encodeWithSignature(resetInterestCheckpoints{))) (contracts/CToken.sol#1586)

- address(newInterestRateModel) .call(abi.encodeWithSignature (checkpointInterest())) (contracts/CTeken.sol#1509.
State variables written after the call(s

- _notEntered = true (contracts/CToken.sol#74)
err = _setAdminFecFresh(adminFeeMantissa_) (contracts/CToken.sol#70)
adminFeeMantissa = newAdninFeeMantissa (contracts/CToken.sol#1217)
- decimals = decimals_ (contracts/CToken.sol#63)

- err = setAam)nFeeFresh(aam)nFe:Mantlssa ) {contracts/CToken.sol476)
fi ( ts/CToken. s01#1227)

~ name = nane.. (contracts/CToken- so1461)
- err = _setReserveFactorFresh(reserveFactorMantissa_) (contracts/CToken.sol#66)
- ntissa = orMantissa (contracts/CToken.sol#1273)
~ synbol = symbol_ (contracts/CToken.sol#62)
Reentrancy in CToksn.mintFrash(address,uint266) (contracts/CToken.sol#511-580):
External calls:
- allowed = comptroller.mintAllowed(addzess(this),minter,nintAmount) (contracts/CToken.sol#513)
State variables written after the call(s):
~ accountTokens[minter] = vars.accountTokensNew (contracts/CToken.sol#578)
~ totalSupply = vars.totalSupplyNew (contracts/CToken.sol#569)
Reentrancy in CToken.redeenFreshladdress,uint256,uint256) (contracts/CToken.sol#632-726):
External calls:
- allowed = comptroller.redeemhllowed(address(this), redeemer, vars.redeenTokens) (contracts/CToken.sol#672)
State variables written after the callls):
— accountTokens[redoemer] = vars.aceountTokensNew (contracts/CToken.sol#716)
Reentrancy in CToken.repayBorrowFresh(address,address,uint256) (contracts/CToken.sol#878-945);
Exornal calls:
- allowed = comptroller.repayBorrowAllowed(address(this),payer,borrower, repayAmount} (contracts/CToken.sol#880)
State varisbies westten afver the sallie):
- accountBorrows[borrower].principal = vars.accountBorrowsNew (contracts/CToken.sols933)
- accountBorrows[borrower].interestIndex = borrowIndex (contracts/CToken.sol#934)
- totalBorrows = vars.totalBorrowsNew (contracts/CToken.sold
Reentrancy in CToken.seizeInternal(address, address,address,uint256) (contracts/CToken.sol#1887-1147):
External calls:
- allowed

comptroller.seizeAllowed (address(this),seizerToken, liquidator,borrower, seizeTokens) (contracts/CToken.sol#1089)
State variables written after the call(s):
- accountTokens[borromer] = vars.borromerTokensNew (contracts/CToken.sol#1134)
- aceountTokens(liquidator] = vars.liquidatorTokensNew (contracts/CToken.sol#1135)
- totalReserves = vars.totalReservesNen (contracts/CToken.sol#1132)
- totalSupply = vars.totalSupplyNew (contracts/CToken.sol#1133)
Reentrancy in CToken.transferTokens(address,address, address,uint256) (contracts/CToken.sol#93-154)
xternal calls:
- allowed = comptroller. transferAllowed (address(this), src,dst,tokens) (contracts/CToken.sol#95)
State variables written after the call(s
accountTokens[sre] = srcTokensNew (contracts/CToken.sol#138)
- accountTokens[dst] = dstTokensNew (contracts/CToken.so1#139)
- transferAllowancessrcl[spender] = allowanceNew (contracts/CToken.solf1s
Reference: https://github.confcrytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-

Reentrancy in CToken._reduceReserves(uint256) (contracts/CToken.sol#1285-1293):
xternal calls:
- error = accrueInterest() (contracts/CToken.sol#1286)

dress(interestRateModel).call(abi.encoderithSignature (checkpointInterest(uint256),borronRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#1285)

ptroller._afterNonReentrant() (contracts/CToken.sol#1582)

- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
Event emitted after the call(s):

- error = accruelnterest() (contracts/CToken.sol#1286
- Failure(uint2s6(err),uint256(info),8) (contracts/ErrorReporter.sol#226)
~ fail(TokenErzorReporter.Exrzox (error), FailureInfo.REDUCE_RESERVES_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1289)
- Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter. sol.
- leducsﬁeiervssF!esh(reducehmnunk) (contracts/CToken.s01#1292)
, total ) (contracts/CToken. sol#1338)
leduc:Reserv:sF!eahK!educeAmnunt) {contracts/CToken.s0141292)
Reentrancy in CToken. setAdminFee(uint256) (contracts/CToken.sol#1176-1184):
External calls:
— error = accrueInterest() (contracts/CToken.sol#1177)
- address(interestRateModel) .call(abi.encodewithSignature (chockpointInterest (uint266) borrowRatemantissa)) (contracts/CToken.sol#473)
~ nonReentrant(false) (contracts/CToken.sol#1176)
~ comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._beforeNonReentrant() (contracts/CToken.sols1571)
Event emitted after the call(s):
ﬁ:cxuelnte!est(cash?liu! interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sols47e)
x = accruelnterest() (contracts/CToken.sol#1177)
_ Failure(intzelerr),aint2se (info).0) (cantracts/ErsorRoportor . sol#226)
— _sctAdninFeeFresh(newAdninFeeMantissa) {contracts/CToken.sol#1183)
_ Failure(dint266(ere)  uint266 (info) 0] (cantescts ErzorRoportor. so1#226)
i1(TokenErrorReporter .Error (error) , FailureInfo. SET_ADMIN_FEE_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#118e)
~ NewAdninFee (oldAdninFeeMantissa, newAdninFeeMantissa) (contracts/CToken.sol#1220
_setAdminFeeFresh(newadninFeeNantissa) (contracts/CToken.solul.
issa) (contracts/CToken.sol#1238)
_sotAdminFecFrosh(newadninFooNantissa) (contraets/CToken.sol#1183)
Reentrancy in CErc28Delegate. setImplementationInternal(address,bool,bytes) (contracts/CErc2eDelegate.sold4B-86):
ernal calls:
_functionCall(address(this), abi.encodewithsignature(_becomeImplementation(bytes),becomelnplementationData), Ibecome) (contracts/CErc20Delegate.sol#62)
— (success,returndata) = target.call(data) (contracts/CToken.sol#1597)
Event emitted after the call(s):
- NewImplementation(oldImplenentation, implenentation) (contracts/CErc2eDelegate.sol#é5)
Reentrancy in CToken._setInterestRateModel(InterestRateModel) (contracts/CToken.sol#1463-1471):
xternal calls
— error = accrueInterest() (contracts/CToken.sol#1464)
ddress(interestRateModel) . call(abi.encodenithsignature(checkpointInterest (uint256) borrowRateMantissa)) (contracts/CToken.sol#473)
Event emitted after the call(s):
~ Failure(uint266(err),uint256(info),0) (contracts/ErrorReporter.sol#226)
~ fail(TokenErrorReporter. Error (error), Failure[nfo. SET_INTEREST_RATE.MODEL_ACCRUE TNTEREST_FATLED) (contracts/CToken.so141467)
in CToken 1( (cont: CToken. s01#1463-1471)
External calls:
— error = accrueInterest() (contracts/CToken.sol#1464)

- add

- AccrueInterest(cashPrior, interestAccunulated, borronTndexNew, totalBorrowsNen) (contracts/CToken.solg478)
)

stinterestRateModel).call(abi.encodenithSignature(checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
_setInterestRateModelFresh(nenInterestRateModel) (contracts/CToken.sol#1478)

dress(oldInterestRateModel) .call(abi.encodewithSignature (resetInterestCheckpoints())) (contracts/CToken.sol#1566)
- address{newInterestRateModel) .call(abi.encodetithSignature (checkpointInterest())) (contracts/CToken.sol#1569)
Event emitted after the call(s):
- Failure(uintzse(err), uint2sé(infa) 0) (contracts/ErsorReporter. sol#226)
1

Fresh (newl ) CToken.sol#1478)
- Mevmazk!tIntel!s(Ratelludel(uldIntex!stRa(eMud!l,newInte!estRa(eMud!]) (eontracts/CToken.s0l#1563)
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- _setInterestRateModelFresh{nenInterestRateModel) (contracts/CToken.sol#147@)
Reentrancy in CToken._setReserveFactor(uint256) (contracts/CToken.sol#1241-1249):
External calls
— error = ntc!ueInteI:slU (contracts/CToken. sul#leZ)
~ addrass (i 1).call(abi. gnature(
- nonReentrant(false) (contracts/CToken.sol#12a1)
— comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1671)
Event emitted after the call(s):
- AecrusT i

nterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)

totall (contracts/CToken.sol#47@)

or = accruelnterest() (contracts/CToken.sol#1242)
- FnLluz:{uLn(ZSE(:zz),uln(256(1nfu) ®) (contracts/ErrorReporter.sol#226)
esh( issa) (contracts/CToken.sol#1248)
- rnluu(umtzssuu».mnmss(mfu» 8) (contracts/ErrorReporter.sol#226)
i1(TokenErrorReporter-Exrror(errox), FailureInfo.SET_RESERVE_FACTOR_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1245)
- or (ol ormanti orMantissa) (contracts/CToken.sol#1275)
« CToken. sol#1248)
Reentrancy in CToken._ withdrawAdninFees(uint256) (contracts/CToken.sol#1484-1612):
xternal call
- error = accrueInterest() (contracts/CToken.sol#1405)
- address (interestRateModel).call(abi.encodeWithSignature(checkpointInterest{uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#1494)
omptroller. afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller. beforeNonReentrant() (contracts/GToken.sol#1571)
Event emitted after the call(s):
- AccrueInterest(cashPrior, interestAccunulated, borrowIndexew, totalBorrowsNew) (contracts/CToken.sol#478)
ror = acerusInterest() (contracts/CToken.sol#1485)
- Fallu!e(ulntlié(e!xi ,uint256(info),0) (cuntucts/sunmepunu s014226)
N ) ts/CToken. s0l#1411)
~ Failure(aint256(exr), uint256(infa),6) (cuntracts/izzurﬂepu!t!z 5014226)
- fail(TokenErrorReportor.Error{orror) ,FailureInfo. WITHDRAW_ADMIN_FEES_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1408)
in CToken._wi uint256) (contracts/CToken. so1#1348-1356):
External calls
- error = accruelnterest() (contracts/CToken.sol#1349)
- address (interestRateModel).call(abi.encodewithSignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant (false) (contracts/CToken.sol#1348)
~ comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller. beforeNonReentrant() (contracts/GToken.sol#1571)
Event emitted after the call(s):
- Actzuelnt!!est(cash?!)nz interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#478)
r = accruelnterest() (contracts/CToken.sol#1349)
~ Failura(uintzse(ers)uint256(info) 0) (oaniracts/ErrorReportor. sol4226)
- _withdrawFuseFeesFresh(withdrawAnount) (contracts/CToken.sol#1355)
- rulumumtzse(em uint256(info),8) (contracts/ErrorReporter.sol#226)
TokenErrorReporter.Error(error),FailureInfo. WITHDRAW_FUSE_FEES_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1352)
Reentrancy n CTokensborroubalanceGurcent address) (somiractesCTokon.sol4286. 201] -
xternal calls:

- require(bool, string) (accrueInterest() == uint256(Error.NO_ERROR),accrue interest failed) (contracts/CToken.sol#269)
~ address (i 1).call(abi. gnature( nterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#288)
- comptrollez._aftezNonReentrant() {contracts/CToken.sol#1582)
- comptroller._ beforeNonReentrant() (contracts/CToken.sol#1571)
Event emitted after the call(s):

~ Aceruel; r,i lated, to « ts/CToken.sol#47@)
- require(bool,string){accrueInterest(}) ulntZSNEuur M(J ERROR), accrue interest failed) (contracts/CToken.sol#289)
Reentrancy in CToken.borrowFzesh(address,uint256) (contracts/CToken.sol#756-827):
External calls:

- allowed = comptroller.borrowAllowed (address(this),borrower,borrowAnount) (contracts/CToken.sol#757)
Evont emitted after the call(s):
~ Failureluint256(err),uint256(info),8) (contracts/ErrorReporter.sol
— fail(Error.TOKEN_INSUFFICIENT_CASH,FailureInfo.BORROW_CASH_NOT AVAII.AELED (contracts/CToken. s01#771)
- Failure(uint256(err) ,uint256(info), opaqueError) (contracts/ErrorReporter.s:
~ failOpaque (Error.MATH_ERROR, FailureInfo.BORRO_NEW_ACCOUNT auwnuw,anmn[,mLnnLﬂmN,rAnEu,u;ntzssmzs.mamsm) (contracts/CToken. 5014788}
- Failure(uint286(err),uint256(infe),8) (contracts/ErrorReporter.sol#226
~ fail(Error.MARKET_NOT_FRESH,FailureInfo.BORROW_FRESHNESS_GHECK) (contracts/CToken.sol#764)
- Failure(uint26(err),uint256(info), opaqueErrozr) (contracts/ErrorReporter.sol#23s)
- failOpague (Error.MATH_ERROR, FailureInfo.BORROW_ACCUNULATED_BALANCE_CALCULATION_FAILED,uint256(vars.mathErr)) (contracts/Cloken.sols783)
- Failure(uint256(err),uint256(info),opaqueError) (contracts/ErrorReporter.sol#235)
~ failOpague (Error.COMPTROLLER_REJECTION, FailureInfo.BORROW_COMPTROLLER_REJECTION,allowed) (contracts/CToken.sol#769)
Reentrancy in CToken.borrowFresh(address,uint256) (contracts/CToken.sol#755-827)
External calls:
- allowed = comptroller.borrowAllowed (address (this),borrower,borrowanount) (contracts/CToken.sol#757)
- allowed = comptroller.borrowithintimits(address(this),vars.accountBorrowsNew) (contracts/CToken.sols792)
Event emitted after the callls):
- Borrow(borrower,

vars._total « ‘Token. s01#820)
- Failure(uint2s6(err),uint256(info), opaqueError) (contracts/ErrorReporter.sol#23s)
- failOpaque (Error .GOMPTROLLER_REJEGTION, FailureInfo.BORROW_COMPTROLLER_REJECTION,allowed) (contracts/CToken.sol#794)
- Failure(uint256(err),uint256(info), opaqueError) (contracts/ErrorReporter.scl#235)
i10paque (Error .MATH_ERROR, FailureInfo.BORROW_NEW_TOTAL_BALANCE_CALCULATION_FATLED,uint25é(vars.mathErr)) (contracts/CToken.sol#799)
in CTok 1(uint256) (contracts/CToken.sol#733-741):
External calls:
- error = accrueInterest() (contracts/CToken.sol#734)
address (interestRateModel).call{abi.encodewithsignature (checkpointInterest (uint256),borronRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#733)
- comptroller._ afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
Event emitted after the callls):
- AcerusInterest{cashPrior, interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#470)
= error = accrueInterest() (contracts/CToken.sol£734)
- Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter.sol#226)
- fail(TokenErrorReporter.Error (error),FailureInfo.BORROW_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#737)
Reentrancy in CToken.borrowInternal(uint256) (contracts/CToken.sol#733-741):
External calls:
~ error = accruelnterest() (contracts/CToken.sol#734)
- address(interestRateModel) .calllabi.encodewithSignature (checkpointInterest (uint256), borronRateMantissa)) (contracts/CToken.sol#473)
- g.sendez, ) (contracts/CToken,sol#74@)
- allowed = comptroller.borrowAllowed(address(this), borrower,borrowanount) {contracts/CToken.sol#:

757)
lowed = comptroller.borrowrithinLinits(address(this),vars.accountBorrowsNen) (contracts/CToken.sol#792)
- nonReentrant(false) (contracts/CToken.sol#733)

- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._ beforeNonReentrant() (contracts/CToken.sol#1571)
Event emitted after the call(s):
- Borrowl borrower, borrowAnount, vars. accountBor rowsNew, vars. totalBorrowshen) (contracts/CToken. s014820)
) ( ‘Token.sol#740)
- Failure(uintzse(err), ulntZEEhnfu) 8) (contracts/ErrorReporter.sol#226)
orrouresh(nsg.sender, borromAnount) (contracts/CToken.sol#748)
- Failure(uint256(err),uint256 (info), opaqueError) (contracts/ErrorReporter.scl#235)
- borrowFresh(msg.sender, borromAmount) (contracts/CToken.sol#748)
in CTok ) CToken. s0l#345-348) :
External calls
- requiretbool, string) (accruelnterest() == uint256 (Exrox NO_ERROR), accrue interest failed) (contracts/CToken.sol#346)

- address (i 1).call(abi.encodel: nterest(uint266),borrowRateMantissa)) (contracts/CToken.sol#473)
- nunRe:ntxant(fa]sei (contracts/CToken. sol#345)

ptroller. afterNonReentrant() (contracts/CToken.sol#1582)

T Camptroller. boforeNonRcantrant() (contracts/CTokon. sol41571)
Event emitted after the call(s):
- AcerueInterest{cashPrior, i b Ind Token.sal#470)

- require(bool,string) (accruelnterest() == uint256(Error.NO_ERROR) accrue interest failed) (contracts/CToken.sol#34s

Reentrancy in CToken.initialize(ComptrollerInterface, InterestRateModel,uint256,string, string, uint8, uint256,uint256) (contracts/CToken.sol#34-75):
xternal calls:
err

_setInterestRateModelFresh(interestRateModel ) (contracts/CToken.sol#ss
- address (oldInterestRateModel) .call(abi.encodeWithSignature (resetInterestCheckpoints())) (contracts/CToken.sol#1506)
~ address (newInterestRateModel) .call(abi.encodeWithsignature (checkpointInterest())) (contracts/CToken.sol#1sH
Event emitted after the callls):
- ranuu:umtzsa(em uint266(info),@) (contracts/ErrozReporter.sol#226)
rMantissa_) (contracts/CToken.sol#66)
- ranuu:umtzssmx».umtzssunfa) 8) (contracts/ErrorReporter.sol#226)
_setAdminFesFresh(adminFeeMantissa_) (contracts/CToken.sol#78)
— NewAdmint e (aldAdninFeskancicsa, newAdeinFeoNantista) (contracte)CToken. s0141220)
- err = selAdm)nFesF!ssh(adlﬂlnFseManl)ssa ) (contracts/CToken.s01#78)
- 1 issa) (contracts/CToken.sol#1230)
et = sathdrinfectrosh (acninFeshantisse.) (contracts/CToken.olé78)
(ol ssa, ) CToken. s01#1275)
rMantissa_) (contracts/CToken.sol#66)
Resntrancy in CToken.1iauidetaBarvanProsh (addross, addross, uin<25s, CTokentncor ace) (cantracts/CToken. sol#9B1-1950):
xternal calls:
- allomed = comptroller.liguidateBorrowAllowed (address(this), address(cTokenCollateral),liauidator,borrower, repayAnount) (contracts/CToken.sol#983)
Event emitted after the callls):
- Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter.sol#226)
- (fail(Error.INVALTD_CLOSE_AMOUNT_REQUESTED, FailureInfo.LTQUIDATE_CLOSE_AMOUNT_TS_UINT MAX),8) (contracts/CToken.sol#1018)
- Failure(uint256(err),uint256(info), @) (contracts/ErrorReporter.sol#226)
- (fail(Error.MARKET_NOT_FRESH,FailureInfo.LTQUIDATE_COLLATERAL_FRESHNESS_CHECK),@) (contracts/CToken.sol#§95)
- ranuu:umtzssmx».umtzssunfa) 8) (contracts/ErrorReporter.sol#22d)
i1(Error. INVALID_CLOSE_AMOUNT_REQUESTED, FailureInfo.L IQUIDATE_CLOSE_AMOUNT_IS_ZER0),8) (contracts/CToken.sol#1085)
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- Failure(uint256 (err) uint256(info),8) (contracts/ErrorReporter.sols226)
- ail(Error.INVALID_ACCOUNT_PAIR, FailureInfo.LIQUIDATE_LIQUIDATOR_IS_BORROWER),8) (contracts/CToken.sol#1008)

— Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter.sol#226
- ‘ail(Error.MARKET_NOT_FRESH,FailureInfo.LTQUIDATE_FRESHNESS_CHECK),®) (contracts/CToken.sol#990)

- Failure(uint26é (exx),uint266(info), opaquekrror) (contracts/ErrorReporter. sol#2d
i10paque (Error . COMPTROLLER_REJECTION, FailureInfo.LIQUIDATE_COMPTROLLER_REJECTION,allowed),®) (contracts/CToken.sol#985)

address, uint266,CTokenInterface) (contracts/CToken.sol#981-1050):

‘Token. 1
External calls:
~ allowsd ~ comptrollor. liquidatoBurrowhl loved(address this), address (cTokenGollateral), liquidator, borrower, repayhmaunt) (contracts/CToken: so14983)
- ) liquidator, b )0 CTaken. s01#1015)
e Lawed = comptrol Loy epavBOTTak] omed(address [ EHs) nayer. borrouer canayAount) (cantrocts CToNen. s014860)

Event emitted after the call(s):
— Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter.sol#
fa)l(TnkenEr!nanpu!te! E!Ia!(!enﬁyﬂnrrm{Erlu!) FailureInfo.LTQUIDATE_REPAY_BORROW_FRESH_FAILED),8) (contracts/CToken.sol#1817)
- Failura(uint2se (arz) uint286(info)  opagueError) (contracts/ErsorReportar. solf2is
Liquidator, borrower, repayAmount) (contracts/CToken.sol#1015)

,actua
- rulumumtzse(em mnzss(mro» 9) (contracts/ErvorReporter. sol#226
ror, )= liquidator, borrower, repayAmount) (contracts/CToken.sol#1615)
- Repayhnaw( b . . vars. totalBorronshen) (contracts/CToken.sol#938)
actua Tiauidator, barrower, repayAmount) (contracts/CToken. s0141015)

)=
Reentrancy dn CToken.1iduidsteborronFreshiaddress, address, uint286, OTokenInterface) (contracts/CToken. sol4981-1050

External calls:
- allowed = comptroller.liquidateBorrowAllowed(address (this),address(cTokenCollateral),liquidator,borrower, repayAmount) (contracts/CToken.sol#983)
payBorrowFresh(liquidator, borrower, repayAmount) (contracts/CToken.sol#1815

- (repayBorrowError,actualRepayAnount) = re
comptroller. repayBorrowAllowed(address (this),payer,borrower, repayAnount) (eontracts/CToken.sol#88@)

owed =
- seizefrror = seizeInternal(address(this),liquidator,borrower, seizeTokens) (contracts/CToken.sol#1834
lowed = comptroller.seizeAllowed (address(this), seizerToken,liquidator,borrower,seizeTokens) (contracts/CToken.sol#1089)

Event emitted after the call(s):
- Failure(uint266(erz),uint256(info), opaqueError) (contracts/ErrorReporter.sol#235)
seizeError = seizelnternal(address(this),liquidator,borrower,seizeTokens) (contracts/CToken.sol#1634)
- Failureluint266(err),uint256(inf0),8) (contracts/ErrorReportor.sol4226)
- seizeError = seizeInternal(address(this),liquidator,borrower,seizeTokens) (contracts/CToken.sol#1834)
- ReservesAdded(address this), vars.protocolSeizeAnount, vars. totalReservesNew) (contracts/CToken. Sol#114
- seizeError = seizeInternalladdress(this},liguidator,borrower,seizeTokens) (contracts/CToken.sol#1034)
- Transfer(borrower,liquidator, vars.liquidatorSeizeTokens) (contracts/CToken.sol#11:
- seizeError = seizeInternalladdress(this),liquidator,borrower,seizeTokens) (contracts/CToken.sol#1834)
- Transfer (borrower,address (this),vars.protocolSeizeTokens) (contracts/CToken.sol#113
zeError = seizeInternal(address(this),liquidator,borrower,seizeTokens) (contracts/CToken.sol#1634)
in CToken.liqui address, uint256,CTokenInterface) (contracts/CToken.sol#981-1050):
External calls:
- allowed = comptroller.liguidateBorrowAllowed(address (this),address(cTokenGollateral), liquidator,borrower, repayAnount) (contracts/CToken.sol#983)
- (repayBorrowError,actualRepayAnount) = repayBorrowFresh(liquidator,borrower,repayAmount) (contracts/CToken.sol#1615)
_repayBorrowAllowed(address (this),payer,borrower, repayAnount) (contracts/CToken.sol#888)
,seizeTokens) (contracts/CToken,sol#1034)
er,seizeTokens) (contracts/CToken.sol#1689)

- allowed = comptroller
- seizeError = seizelnternal(address(this), liguidat
- allowed = comptroller.seizeAllowed(address(this), seizerToken, liquidator, bo:
cTokenCollateral.seize(liguidator,borrower, seizeTokens) (contracte/CToken. so1#1036)

- seizefrror =

Event emitted after the call(s):

- LiquidateBorrow(Liguidator, borrower actualRepayAnount, address(cTokenCollateral), seizeTokens) (contracts/CToken. sol¢#1043)
in CToken.ligqui nternal(address,uint256,CTokenInterface) (contracts/CToken.sol#955-97

External calls:

- error = accruelnterest() (contracts/CToken.sol#956)
dress (interestRateModel).call(abi.encodeWithSignature (checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)

- nonReentrant (false) (contracts/CToken.sol#955)
~ comptroller._afterNonReentrant() (eontracts/CToken.sol#1582)
- comptroller. beforeNonReentrant() (contracts/GToken.sol#1571)
Event emitted after the call(s):
- AccrueInterest(cashPrior,interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#478)
- error = accruelnterest() (contracts/CToken. sol#956)
- Failure(uint286(err),uint256(info),8) (contracts/ErrorReporter.sol#226)
- (fail(TokenErrorReporter.Error(error),FailureInfo. LTQUIDATE_ACCRUE_BORROW_INTEREST_FATLED),8) (contracts/CToken.sol#959)
in CToken.liqui nternal(address,uint256, CTokenInterface) (contracts/CToken.sol#955-970):
External calls:

- error = accrueInterest() (contracts/GTaken.sol#956)
-~ address (interestRateModel).call(abi.encodewithSignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
2)

- error = cTokenCollateral.accruelnterest() (contracts/CToken.sol#96:
- nonReentrant(false) (contracts/CToKen.sol#955)
- comptroller._afterNonReentrant() (contracts/CToken.sal#1582)
- comptroller. beforeNonReentrant() (contracts/GToken.sol#1571)
Event emitted after the call(s):
- Failureluint256(err),uint256(info),8) (contracts/ErrorReporter.sol4226)
~ (fail(TokenErrorReporter.Error(error), FailureInfo. L1QUIDATE_ACCRUE_COLLATERAL_INTEREST_FAILED),8) (contracts/CToken.sol#965)
78)

Reentrancy in CToken.liquidateBorrowInternal(address,uint256,CTokenInterface) (contracts/CToken.sol#956-

External calls:

- error = aceruelnterest() (contracts/CToken.sol#956)
- address(interestRateModel).call(abi.encodeWithSignature( intInterest(uint256), bor issa)) (contracts/CToken.sol#473)
- error = cTokenCollateral.accrueInterest() (contracts/CToken.sol#962)

- nqumauaanmrusnmsg sender, borrower, repayAmount, cTokenCollateral) (contracts/CToken.sol#969)
comptroller. seizeAllowsd(address (this), seizerToken, liquidator, borrower, seizeTokens) K:unt!atts/CTuken £0141089)
comptroller. liquidateBorrowallowed(address (this), address(cTokenCollateral), Liguidator, borre Token.sol#983)
T Alowad - comptrollor. repayBarronkiionsd(addrass (this), peyer, horroner, TepayAnaunt) (contraets/CToken. soLA88a)

ror = cTokenCollateral.seize(liquidator, borrower, seizeTokens) (contracts/CToken.sol#1636)

- seiz
— nonReentrant(false) (contracts/CToken.sol#955)
ptroller._afterNonReentrant() (contracts/CToken.sol#1582)
~ comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
Event emitted after the call{s):
- Fa)lu!:(u)ntlS&(:!!) uint256(info),8) (contracts/ErrorReporter.sol#226)
rower okenCollateral) (contracts/CToken.sol#969)

- Fa)]uu(u)ntlsﬁ(uz) uint286(info), opaqueError) (contracts/ErrorReporter. solez
Tower, ,cTokenCollateral) (contracts/CToken.so1#969)
- llqulﬂate!urzu"(])qu)ﬂatuz borrower, nctualﬂepaymmunt address(cTokenCollateral ), seizeTokens) (contzacts/CToken.sol¥1643)
borrower, ,CTakenCollateral) (contracts/CToken.sol#969)
1 vars. otal (contracts/CToken. s0l#938)
dor, borrower, ,cTokenCellateral) (contracts/CToken.sol#969)
- nas"usmuauAmnuss(thm),uazs.pmtacnlSmuAmunt,vus totalReserveshew) (contracts/CToken.sol#1148)
ower, cTokenCollateral) (contracts/CToken.sel#969)

- T!ansfex(bn!!nwe! 1iquidator,vars.liquidatorSeizeTokens) (contracts/CToken.sol#1:
borrower, ,cTokenCollateral) (contracts/CToken.sol#969)

- Transfel(burzuwe! aczaas(this) vazs . protocelSeizaTokens) (contracts/CToken. s0141129)
cTak:nEullatt!nli (contracts/CToken.sol#96%)

- Rway!wxxww( payer, borrower, vars.act
T

bor .
Reentrancy in cToken mintFresh(address, umtzss; (contraces/CToken. aol#511 580
External calls
~ allowed = comptroller.mintAllowed(address(this),minter, mintAnount) (contracts/CToken.sol#513)
Event emitted after the call(s):
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
fail(Error.MARKET_NOT_FRESH, FailureInfo.MINT_FRESHNESS_CHECK),@) (contracts/CToken.sol#520)

- Failure(uint256(err), uint266(info), opagueError) (contracts/ErrorReporter.sol#23s

i10pague (Error.COMPTROLLER_REJECTTON, FailureInfo.MINT_COMPTROLLER_REJECTION,allowed), @) (contracts/CToken.sol#515)

- Failure(uint256(err), uint256(info), opaqueError) (contracts/ErrorReporter. so
- (failopague(Error.MATH_ERROR, FailureInfo.MINT_EXCHANGE_RATE_READ_FAILED,uint256(vars.natherr)),8) (contracts/CToken.sol#527)
- Mint(minter, vars.actualMintAnount, vars.mintTokens) (contracts/CToken.sal#573
- Transfer(address(this),minter,vars.mintTokens) (contracts/CToken.so
trancy in CToken.mintInternal(uint256) (contracts/CToken.sol#484-492):
External calls:
- error = accrueInterest() (contracts/CToken.sol#485)
- address{interestRateModel) .call(abi.encodeWithSignature ( intInterest (uint256),bor issa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#48s)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
Event emitted after the call(s):
- AccrueInterest (cashPrior, int ted, bor tot, )
~ error = accruelnterest() (contracts/CToken.sol#4ss)
- Failure(uintzsolerr), uintzss(info),6) (contracts/ErrorReporter . solé226)
- (fail(TokenEzrorReporter.Error{error},FailureInfo.MINT ACCRUE INTEREST_FAILED),8) (contzacts/CToken.sol#488)
eentrancy in CToken.mintInternal(uint256) (contracts/CToken.sol#t84—492):
External calls:
- error = acerueInterest() (contracts/CToken.sol#485)
- address{interestRateModel) .call(abi.encodewithSignature (

- mintFresh(msg.sender,mintAnount) (contracts/CToken.sol#491)
comptroller.mintAllowed(address (this) minter,mintAmount) (contracts/CToken.sol#513)

~ allowed =
ptroller.mintVerify(address{this),minter,vars.actualMintAmount, vars.mintTokens) (contracts/CToken.sol#577)

Reen

(contracts/CToken.s0l#478)

R
issa)) (contracts/CToken.sol#473)

Interest (uint256), bor

~ nonRsentzanc(false) (contracts/CToken . solnadi)
ptroller._afterNonReentrant() (contracts/CToken.sol#1582)
comptroller. beforeNonReentrant() (contracts/GToken.sol#1571)
Event emitted after the call(s):
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
mintFresh(msg.sender, mintAmount) (contracts/CToken.sol#491)
- Failure(uint256(err), uint256(info), opagueError) (contracts/ErrorReporter.sol#23s)
- mintFresh(msg.sender,nintAmount) (contracts/CToken.sol#491)
- mmmnu vars.actualMintAmount, vars.mintTokens) (contracts/CToken.sol#573)
~ mintFresh(nsg.sender,minthnount) (contracts/CToken.sol#491
~ Transfer(addraca(this) minter, vars mintTokena] (contracts/Cloken:sol#E74)
~ mintFresh(msg.sender,nintAmount) (eontracts/CToken.sol#491)
Reentrancy in CToken.redeenFreshladdress, uint256,uint256) (contracts/CToken. sol#632-726):

External calls:
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comptroller.redeenAllowed (address{this), redeemer, vars.redeenTokens) (contracts/CToken.sol#672)

- allowed
Event emitted after the call(s):
- Failure(uint2s6(err),uint2s6 (info) @) (contracts/ErrorReporter.sols226)
i1(Error MARKET_NOT_FRESH, FailureInfo.REDEEM_FRESHNESS_CHECK) (contracts/CToken.sol#679)

~ Failure(uint286(err),uint286(info),opaqueError) (contracts/ErrorReporter.sol

~ failOpaque (Error.MATH_ERROR, FailureInfo.REDEEM_NEW_ACCOUNT_BALANCE_CALCULATION_FATLED,uint256(vars.mathEre)) (contracts/GToken.sol#694)
- Failure(uint256(err),uint256(info),0) (contracts/ErrorReporter.sol#226)

- fail(Error.TOKEN_INSUFFICIENT_CASH, FailureInfo.REDEEM_TRANSFER_OUT_NOT_POSSIBLE) (contracts/CToken.sol#699)
- rnlum(umtzss(em.umtzss(mm,auaaueznm (contracts/ErrorReporter. sol#23

~ failOpagque (Error.COMPTROLLER_REJECTION, FailureInfo.REDEEM_CONPTROLLER_REJECTION,allowed) (contracts/CToken.sol#674)
- rnluu(umtzssmn uint256(info), opaqueError) (contracts/ErrorReporter.sol#235)

- failOpaque (Error.MATH_ERROR, FailureInfo.REDEEM_NEW_TOTAL_SUPPLY_CALCULATION_FAILED,uint256(vars.mathErr)) (contracts/CToken.sol#689)
- Redeem(redeener, vars.redeemAnount, vars . redeenTokens) (contracts/CToken.sol#728)

Transfer (redoenor, address (this) , vars. redeenTokens) (contracts/CToken.so1#719)
Reentrancy in CToken.redeemInternal(uint266) (contracts/CToken.sol#S8B-596):

xternal calls:
— error = accrueInterest() (contracts/CToken.sol#589)

- address (interestRateModel) .call(abi.encodewithsignat.
- nonReentrant(false) (contracts/CToken.sol#588)

ptroller. afterNonReentrant() (contracts/CToken.sol#1582)

- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
Event emitted after the call(s):
- AccrueInterest(cashPrior, interestAccunulated, borronIndexNew, totalBorrowsNew) (contracts/CToken.sol#470)

error = accrueInterest() (contracts/CToken.sol#589)

~ Failure(uint2ss (err),uint2ss (info) @) (contracts/ErrorReporter. sols226)

- fail(TokenErrorReporter.Error(error), FailureInfo. REDEEM_AGCRUE_INTEREST_FAILED) (contracts/CToken.sol#592)

Reentrancy in CToken.redeemInternal(uint266) (contracts/CToken.sol#588-596):

External calls:
— error = accrueInterest(} (contracts/CToken.sol#589)

— address (interestRateModel).call(abi.encodewithsignat.
~ redeemFresh(nsg. sender, redeenTokens,8) (contracts/CToken.sol#595)
- allowed = comptroller.redeemAllowed(address(this),redeemer, vars.redeenTokens) (contracts/CToken.sol#672)

- comptroller.redeemVerify(address(this), redeemer, vars.redeemAnount, vars . redeenTokens) (contracts/CToken.sol#723)
- nonReentrant(false) (contracts/CToken.sol#568)
ptroller. afterNonReentrant() (contracts/CToken.sol#1582)
- com er._beforeNonReentrant() (contracts/CToken.sols1571)
Event emitted after the call(s):
- Failure(uint2s6(err),uint2s6(info),opaqueError) (contracts/ErrorReporter.sols23s)
~ redeenFresh(msg.sender, redeenTokens,8) (contracts/CToken. sol45:
- Failure(uint286(err),uint286(info) @) (contracts/ErrorReporter.sols226)
- redeenFresh(msg.sender, redeenTokens,@) (contracts/CToken.sol#595)
- Redeem(redeener, vars.redeemAnount, vars. redeenTokens) (contracts/CToken.sol#72a)
- redeenFresh(msg.sender, redeenTokens,8) (contracts/CToken.sol#59!
- Transfer(redeener,address (this),vars.redeenTokens) (contracts/CToken.sol#719)
— redeemFrosh(msg.sendor, redeenTokens,8) (contracts/CToken.sol#595)
Reentrancy in CToken.redeemUnderlyingInternal(uint256) (contracts/CToken.sol#60s—612):
External calls:
- error = accrueInterest() (contracts/CToken.sol#605)
ress (interestRateModel) .call(abi.encodehithSignat
- nenReentrant(false) (contracts/CToken.sol#684
- comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller. beforeNonReentrant() (contracts/CToken.solf1571)
Event emitted after the call(s):
- Accruelnterest(cashPrior, interestAccunulated, borronIndexNew, totalBorrowslew) (contracts/CToken.sol#470)
- error = accrueInterest() (contracts/CTeken.sol#605)
- rnmre(umtzsamn uintz56(infa), @) (contracts/ErrorReporter.sols226)
i1 (TokenEzzorRepor ter . Exzor erzor) , Failure Lnfo. REDEEM_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#6g8)
Reentrancy in crakin. redeonUnderlyinginternal (uincase) (contracte/CTaken. solA60i-412):
xternal calls:
- error = accrueInterest() (contracts/CToken.sol#605)
address (interestRateModel) . ca]]{abl encodeti thsignat
- g.sender, @ ) tracts/CToken.sol#611)
- allowed = cumpt!ulle!.!edeemA]]uwed(adﬂ!ess(th)sb,!ene!me!,vazs.red!elﬂukensb (contracts/CToken.sol#672)
roller.redeenVerify(address{this), redeemer, vars.redeenAnount, vars. redeenTokens) (contracts/CToken.sol#723)
- nenReentrant(false) (contracts/CToken.sol#684)
- comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller. beforeNonReentrant() (contracts/CToken.solf1571)
Event emitted after the call(s):
- Failure(uint256(err),uint256(info) 0 (contrasts/ErrorReporter. sal#226)
CToken. so1#611)
- Failure(uint2se(orr), u1nt255(1nfﬂ) ﬂpaﬂueirmri Acuntm:ts/suamepunu sol4235)
¢ )

intInterest(uint256),bor issa)) (contracts/CToken.sol#473)

intInterest(uint2s6), box issa)) (contracts/CToken.sol#473)

intInterest(uint256),box issa)) (contracts/CToken.sol#473)

intInterest(uint256), bor issa)) (contracts/CToken.sol#473)

Token. sol#é!

- Redeen(redeemer, vars. redeenAmount, vars. Iede!ankens) (contracts/CToken.s0l#728)
g.sender, 8, ) (contracts/CTok 11)
- Tunsfm:eaumu addross(this), vars. rodsenTokens) (contracts/CToken. so1#719)
.sender, 8, ) (contracts/CToken.sol#611)
Reentrancy in GToken.repayBorranehal fInternal (address, uint286) (ontracts/CToken.so1#850-858):
xternal calls:
~ error = accrueInterest() (contracts/CToken. sol#851)
- address(i 1).call(abi.
- nonReentrant(false) (contracts/CToken.solu858)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._beforeNonReentrant () (contracts/CToken.sol#1571)

gnature (checkpointInterest(uint256), borrowRateMantissa)) (contracts/CTeken.sol#473)

Event emitted after the call(s):
- Acc!ueIntexssl(r:ashPIwaintussuncumulaled borrowIndexNew, totalBorronsNew) (contracts/CToken.sol#470)

Tor = accruelnterest() (contracts/CToken.sol#851)

~ Failure(uint356(err), uintas6 info) ) (rantracte/ErrarRenorter  sol#226)
- (fail(TokenErrorReporter.Error(error), FailureInfo.REPAY_BEHALF_ACCRUE_INTEREST_FAILED) @) (contracts/CToken.sol#854)
Reentrancy in CToken.repayBorrowehalfInternal(address,uint266) (contracts/CToken.sol#850-858):
External calls:
— error = accrueInterest() (contracts/CToken.sol#851)
dress(interestRatohodsl) .call(abi. encodaMithsignature (checkpointIntarest (uint256), borrowRateMantissa)) (contracts/CToken. sole473)
57)

- repayBorrowFresh(msg. sender, borrower, (contracts/CTok
- allowed = comptroller. !epay!u!zuwﬂ]luweﬂ(aﬂdxess(lhls)ypayez,bux!uw!z,!epaynlﬂuunt) (contracts/CToken.sol#888)
— nonReentrant(false) (contracts/CToken.sol#858)
omptroller. afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._beforeNonReentrant () (contracts/CToken.sol#1571)
Event emitted after the call(s):

= Failure(uint2sslars), uint286(infa) @) (contracts/Erroxfiaportar. sol#226
(contracts/CToken.sol#857)

ter.sol#235)
ToWer, ) (contracts/CToken.sol#867)
- ReDﬂyEDI!DI’ADﬂYS! borrower, vars. actunlﬁtuﬂ]ﬂmuunl vars.accountBorrowsNew, vars. totalBorrowsNew) (contracts/CToken.sol#938)
ts/CToken.sol#867)
Reentrancy in CToken. !epay!nz!nwa!sh(andzess address, uint266) (contracts/CToken.sol#878-545):
External calls:
— allowed = comptroller.repayBorrowAllowed (address(this),payer, borrower, repayAnount) (contracts/CToken.sol#880)
Event emitted after the call(s):
— Failure(uint266(err),uint266(info),@) (contracts/ErrorReporter.sol#226)
ail(Error.MARKET_NOT_FRESH, FailureInfo.REPAY_BORROW_FRESHNESS_CHECK) @) (contracts/CToken.sol#887)
— Failure(uint256(err),uint256(info), opaqueError) (contracts/ErrorReporter.sol#:
ailOpaque(Error.MATH_ERROR, FailureInfo.REPAY_BORROW_ACCUMULATED_BALANCE_CALCULATION_FAILED,uint256(vars.mathErr)),@) (contracts/CToken.sol#898)
~ Failure(uint2s6(err), uint266{info), opagueError) (contracts/ErrorReporter. sol
~ (failOpague(Error.COMPTROLLER_REJECTION, FailureInfo.REPAY_BORROW_COMPTROLLER_REJECTION,allowed),8) (contracts/CToken.sol#882)
~ RepayBorrow(payer, borrower, vars. actualRepayAnount, vazs.accountBorzomsNew, vars. totalBorronsNew) (contracts/CToken.sol#938)
Reentrancy in GToken.repayBorrowInternal(uint256) (contracts/CToken.sol#834-842):
External calls:

— error = accrueInterest() (contracts/CToken.sol#835)
dress(interestRateModel) .call(abi.encodeWithSignature (checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)

- add

ower,

- rnluz=(mnt255("z),umtzsnquh

— nonReentrant(false) (contracts/CToken.sol#834)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
— comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)

Event emitted after the call(s):
— AccruelInterest(cashPrior, interestAccunulated, borrowIndexNew, totalBorronsNew) (contracts/CToken.sol#470)

= accruelntezest() (contracts/CToken.sol#835)

- erzo
- Failure(uint25é(err) uint266(info) 0) (contracts/ErrorReporter. sol#226)
~ (fail(TokenErrorReporter. Error{error), FailureInfo.REPAY_BORROW_ACCRUE_INTEREST_FAILED),8) (contracts/CToken.sol#838)

1(uint256) (contracts/CToken.sol#834-842

in CToken,
External calls:
— error = accrueInterest() (contracts/CToken.scl#835)
dress(interestRateModel) .call(abi.encodeWithSignature (eheckpointInterest(uint256),borrowRateMantissa)) (contracts/CToken.sol#s73)

- repayBorrowFresh(msg. sender,msg.sender, TepayAmount) (contracts/CToken.sol#841:
— alloned = comptroller.repayBorrowAllowed(addzess(this), payer,borrower, repayAnount) (contracts/CToken.sol#88)
~ nonReentrant(false) (contracts/CToken.sol#834)
omptroller._afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
Event emitted after the call(s):
- Failure(uint256(err), uint266linfa),0) (contrasts/ErrorReporter . sol#226)
nder, ) (eontracts/CToken. so1#841)
- Failure(uint256(err), u)ntlS&()nfui opagueError) (cantracts/Errorfeporter - s0l4235
sender, « ‘Token. s01#841)
- Repay!ux!uw(pay:! borrower, vars. acmnwepaymuun: vars. atcuunt!u!xuwsnew vars. totalBorrowsNew) (contracts/CToken.sol#938)
) (contracts/CToken. s01#841)

Resntrancy in CToken.seize(sddress  addvass, sinesse) (contraces/CTokon. so #1061 1063)¢
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External calls:
- seizeInternal(msg.sender, liquidator,borrower,seizeTokens) (contracts/CToken.sol#1062)
- allowed = comptroller.scizeAllowed(address(this),seizerToken, liquidator, borrower, seizeTokens) (contracts/CToken.sol#1089)
- nonReentrant(trus) (contracts/CToken.sol#1061)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1562)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)

Event emitted after the call(s):
- Failure(uint256(err), uint256(info), )« +501#235)
- seizeInternal(msg.sender, liquidator, borrower, seizeTokens) (contracts/CToken.sol#1062)
- Failure(uint256(err),uint266(info},8) (contracts/ErrorReporter.sol#226)
- seizeInternal(msg.sender, 1iquidator, borrower, seizeTokens) (contracts/CToken.soll
- ReservesAdded (address(this), vars.protocolSeizeAmount, vars. totalReservesNew) (contracts/CToken.sol#1148)
~ seizeInternal(msg.sender, liquidator, borrower, seizeTokens) (contracts/CToken.sol#1062)
- Transfer(borrower, liquidator, vars.liquidatorSeizeTokens) (contracts/CToken.sol#113
- seizeInternal(msg.sender,liquidator, borrower, seizeTokens) (contracts/CToken.sol#1062)
- T!ansfez(baz!nnex address (this), vars.protocolseizeTokens) (contracts/CToken.sol#1139
ternal(msg. sender, 1 /borrower )« ‘Token.sol#1062)
Reentrancy in CToken. seiseTnternal (ddress. addrass,sdfress, uini2s6) (contracts/CToken. sol#1087-1147):

xternal calls:
comptroller.seizeAllowed (address (this),seizerToken, liquidator, borrower,seizeTokens) (contracts/CToken.sol#1089)

Event emitted after the callls):
- Failurs(uint26s(err), uint2sé(info), )« X
L opaque (brror -MATHEAROR. EadLureEnta. L LQUIDNTE SELZE. BACANCE. PECRENDN_FAILED, uint256 (vazs.nathEre)) (cantracts/CTaken. sol#1168)

- fa
- Failure(uint286(ern), uint256 (info) @) (contracts/ErrorReporter. sol#226)
ail(Error. INVALID_ACCOUNT_PATR, FailureInfo.LIQUIDATE_SEIZE_LIQUIDATOR_IS_BORROWER) (contracts/CToken.sol#1096)

~ Foilure(Uint256(ars)  uin (256 (in o) onaquet ror) (sontracts/ErrorReportor-sol
~ failOpague(Error.MATH_ERROR, FailureInfo.LIQUIDATE_SEIZE_BALANCE_INCREMENT_FAILED,uint256(vars.mathErr)) (contracts/CToken.sol#1124)

- Failure(uint256(err), uint256(info) ,opagueError) (contracts/ErrorReporter. sol#:
~ failOpague(Error.COMPTROLLER_REJECTION, FailureInfo.LIQUIDATE_SEIZE_COMPTROLLER_REJECTION,allowed) (contracts/CToken.sol#1691)
- ReservesAdded (address(this),vars.protocolSeizeAnount, vars. totalReservesNew) (contracts/CToken.sol#1148
- Transfer(borrower, liquidator,vars.liquidatorSeizeTokens) (contracts/CToken.sol#1138:
- Transfer(borrower, address(this), vars.protocolSeizeTokens) (contracts/CToken.sol#1139)
) CToken.sol#276-281)

in CToken.
External calls:
- require(bool,string) (accrueInterest() == uint256(Error.NO_ERROR),accrue interest failed) (contracts/CToken.sol#279
- ss(interestRateModel).call(abi.encodeWithSignature (checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#278)
~ comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
Event emitted after the call(s):

- Accruelnterest(cashPrior, interestAccunulated, borrowIndexNem, totalBorrowsNew) (contracts/CToken.sol#47@
56 (Error.NO_ERROR) ,accrue interest failed) (contracts/CToken.sol#279)

- requirelbool, string) (accrueInterest()
Reentrancy in CToken.transfer(address,uint256) (contracts/CToken.sol#162-164):
xternal calls:

- transferTokens(msg.sender, msg.sender, dst,amount) == uint256(Error.NO_ERROR) (contracts/CToken.sol#163)
— allowed = comptroller.transferAllowed(address(this),src, dst, tokens) (contracts/CToken.sol#95)
- numuntnnt(fnse» (contracts/CToken.sol#162)
omptroller._afterNonReentrant() (contracts/CToken.sol#1562)
" Camptraller. beforaNonResntrant() (concraces/Crokan. sal¢1671)
Event emitted after the call(s):
- Failure(uint256(err), uint266(infa),8) (wmncts/znwkwunu.nlnzze
- transferTokens(msg.sender,msg.sender, dst, amoun int256 (Exror.NO_ERROR) (contracts/CToken.sol#163)
- Failure(uint266(err), uint256 (info) ,opaqueError) (cnntracts/ErrnIRennrler 501#235
transferTokens(msg.sender,msg.sender, dst, amount int256 (Exror.NO_ERROR) (contracts/CToken.sol#163)
- Transfer(src,dst, tokens) (contracts/CTaken.so1#147)
ransferTokens(msg.sender,msg.sender, dst, amount) =
Reentrancy in CToken.transferfrom(address,address,uint256) (contracts/CToken.sol#173-175)
External calls:
- transferTokens(msg.sender, sc,dst, amount) int256 (Error.NO_ERROR) (contracts/CToken.sol#174)
- allowed = comptroller.transferAllowed(address(this),src,dst, tokens) (contracts/CToken.sol#95)
- nonReentrant(false) (contracts/CToken.sol#173)
~ comstroller _afterNonReentrant() (contracts/CToken.sol#1582)
~ comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
Event eniteed atror the catlls)-
~ Failure(uint256(err), uint256(info) 8) (contracts/ErrorReporter.sol#226)
- transferTokens{msg.sender, src, dst, amuunt uint256 (Error.NO_ERROR) (contracts/CToken.sol#174)

- Failure(uint256(err), uint256(info), L s0l8:
- transferTokens(msg.sender, src, dst, amuunt) uint256 (Error.NO_ERROR) (contracts/CToken.sol#174)
- Transfer(src,dst, tokens) (contracts/CToken.sol#147)
- transferTokens(msg.sender, src,dst, amount)
Reentrancy in CToken.transferTokens(address,address,address,uint256) (contracts/CToken.sol#93-1f

uint256 (Exror.NO_ERROR) (contracts/CToken.sol#163)

uint256 (Error.NO_ERROR) (contracts/CToken.sol#174)

External calls:
— allowed = comptroller. transferalloned(address(this),src dst, tokens) (contracts/CToken.sole95)
Event emitted after the call(
- Fnl]u!e(u)ntZSE(err),u1nt255(1nfui.ﬂi (contracts/ErrorReporter.sol#2

- fail(Error.MATH_ERROR, FailureInfo. TRANSFER_NOT_ENOUGH) (camucts/moken s0l#126)

- Failure(uint2s6(err) , uint256 (info) ,opaqueError) (contracts/ErrorReporter.so
- failOpaque(Error.COMPTROLLER_REJECTION,FailureInfo.TRANSFER.| CGHPTRGLLER REJECTION,allowed) (contracts/CToken.sol#97)

- Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter.sol#22:
ail(Error.MATH_ERROR, FailureInfo.TRANSFER_TOO_MUCH) (contracts/CToken.sol#131)

- Failure(uint256(err), uint256(info),0) (contracts/ErrorReporter.sol#226)
~ fail(Erzer.MATH_ERROR, FailureInfo.TRANSFER_NOT_ALLOWED) (contracts/CToken.sol#121)

- Failure(uint256(err}, uint256 (info),8) (contracts/ErrorReporter.sol#226)
- fail(Error.BAD_INPUT,FailureInfo.TRANSFER_NOT_ALLOWED) (contracts/CToken.sol#102)

ransfer(src,dst, tokens) (contracts/CToken.sol#1467)
Reference: https://github.com/crytic/slither/wiki/l Lnerabilities-3

CToken._functionCall(address, bytes, string) (contracts/CToken.sol#1596-1615) uses assembly
- INLINE ASM (contracts/CToken.sol#1695-1608)
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#assenbly-usage

CToken.doTransferIn(address,uint256) (contracts/CToken.sol#1543) is never used and should be removed
CToken.doTransferOut (address, uint256) (contracts/CToken.sol#1558) is never used and should be removed
CToken.getCashPrior() (contracts/CToken.so1#1537) is never used and should be removed
ComptrollerfrrorReporter.fail(ComptrollerErrorReporter . Exror, ConptrollerErrorReporter . FailureInfo) (contracts/ErrorReporter.sol#69-73) is never used and should be remove
ComptrollerErrorReporter.failOpague (ComptrollerErrorReporter.Error, ConptrollerErrorReporter.FailureInfo,uint256) (contracts/ErrorReporter.sol#78-82) is never used and should be removed
Exponential.addExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#37-41) is never used and should be removed
Exponential.divExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#180-182) is never used and should be removed
Exponential.divscalar(ExponentialNoError.Exp,uint256) (contracts/Exponential.sol#91-98) is never used and should be removed
Exponential.nulExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#135-155) is never used and should be removed
Exponential.mulExp(uint256,uint256) (contracts/Exponential.sol#166-162) is never used and should be remove
Exponential.mulExp3(ExponentialNoError . Exp, ExponentialNoError . Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#167-173) is never used and should be removed
Exponential.mulscalarTruncateAddUInt (ExponentialNoError.Exp, uint256,uint266) (contracts/Exponential.sole79-86) is never used and should be removed

is never used and should be removed

Exponential.subExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#46-50
Double, ExponentialNoError.Double) (contracts/ExponentialNoError.sol#91-93) is never used and should be removed
oved

ExponentiallNoError.add_(ExponentialNoError. . )
ExponentialNoError.add_(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#87-89) is never used and should be rem
ExponentialNoError.div_(ExponentialNoError.Double, ExponentialNoError.Double) (contracts/ExponentialNoError.sol#171-173) is never used and should be removed
ExponentialNoError.div_(ExponentialNoError.Double,uint256) (contracts/ExponentialNoError.sol#175-177) is never used and should be remove
ExponentialNoError.div_ (ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#159-161) is never used and should be removed
ExponentialNoError.div_(ExponentialNError.Exp,uint256) (contracts/ExponentialNoError.sol#163-165) is never used and should be removed
ExponentialNoError.div_(uint256, ExponentialNoError.Double) (centracts/ExpenentialNoError.sol#179-181) is never used and should be removed
ExponentialNoError.div_(uint256, ExponentialNoError.Exp) (contracts/ExponentialNoETror.sol#167-169) is never used and should be removed
ExponentialNoError.div_(uint256,uint266) (contracts/ExponentialNoError.sol#183-165) is never used and should be removed
ExponentialNoError.div_(uint256,uint256, string) (contracts/ExponentialNoError.sol#187-199) is never used and should be removed

ExponentialNoError. fraction(uint256, uint256) (coMucts/ExpaMntulNoEnox 501#192-194) is never used and should be removed
NoError.Exp) (contracts/ExponentialNoError.sol#66-68) is never used and should be removed

ExponentialNoError.greaterT ialNol
NoError.sol#73-75) is never used and should be remov:
never used and should be removed

ExponentialNoError.isZeroExp(l xp) (
ExponentialNoError. 1essmanixpAzwnnenuamasuaz Exp, ExponentialNoErzor . Exp) Acuntucts/npunemamasuaz s0l#52-54) is
ExponentialNoError.lessThan0: tialNoError.Exp) oError.sol#59-61) is never used and should be removed
ExponentialNoError. mu),(sxpanennawusuu.nuunu,npunentmuasuaz Double) (contracts/ExpanentisiNnErrer-sol#134-136) 15 never used and should be remov
ExponentialNoError.nul_(ExponentialNoEzror.Double,uint256) (centracts/ExpenentialNoError.sol#138-148) is never used and should be removed
ExponentialNoError.mul_ (ExponentialNGETror .Exp, ExponentialNoError.Exp) (contracts/ExponentialNoETror.sol#122-1264) is never used and should be removed
ExponentialNoError.mul_(uint256, ExponentialNoError.Double) (centracts/ExpenentialNoError.sol#142-144) is never used and should be removed
ExponentialNoError.safe22(uint256, string) (contracts/ExponentialNoError.sol#77-80) is never used and should be removed

ExponentialNoError. safed2(uint256,string) (contracts/ExponentialNoError.sol#82-85) is never used and should be removed

ExponentialNoError. sub_(ExponentialNError.Double, ExponentialNoError.Double) (contracts/ExponentialNoError.sol#189-111) is never used and should be removed

ExponentialoError. sub_ (ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#185-107) is never used and should be removed
) is never used and should be removed

UnitrollerAdminStorage hasAdminRights() (eontracts/ComptrollerStorage.scl#36-38
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#dead-code
Low Level call in CToken.finishInterestAccrual(uint256,uint256, uint256,uint256) (contracts/CToken.sol#437-47
ress(interestRateModel) .call(abi.encodewithSignature (checkpointinterest(uint256), borrowRateMantissa)) (eontracts/CToken.sol#473)

Low level call in CToken._ setInterestRateModelFresh(InterestRateModel) (contracts/GToken.sol#1479-1512):

~ address(oldInterestRateModel).call(abi.encodeWithSignature(resetInterestCheckpoints()}) (contracts/CToken.sol#1506)

address{newInterestRateModel).calllabi.encodelithSignature (checkpointInterest())) (contracts/CToken.sol#150!

Low level eall in CToken._functionCall(address,bytes,string) (contracts/CToken.sol#1596-1615):

- (success, returndata) = target.callldata) (contracts/CToken.sol#1597)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#lon-level-calls

Function CErc20._delegateCompLikeTo(address) (contracts/CErc20.sol#177-180) is not in mixedCase

Function CErc2@Delegate._becomeImplementation(bytes) (contracts/CErc2@Delegate.so1#20-38) is not in mixedCase

Funetion CErc20Delegate._setImplementationSafe(address,bool,bytes) (contracts/CErc20Dslegate.sol#74-88) is not in mixedCase
are() (contracts/CErc2@Delegate.sol#86-91) is not in mixedCase

Function CErc2@Delegate._prep:
Function CToken._setAdminFes(Uint266) (contracts/CToken.sol#1176-1184) is not in mixedCass
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Function CToken._
Function CToken.
Function CToken.

setReserveFactor (uint256) (contracts/CToken.sol#1241-1249) is not in mixedCase
_reduceReserves(uint256) (contracts/CToken.sol#1285-1293) is not in mixedCase
_withdrawFuseFees (uintz66) (contracts/CToken.sol#1348-1366) is not in mixedCase
Function CToken._withdrawAdminFees (uint256) (contracts/CToken.sol#1484-1612) is not in mixedCase
Function CToken._setInterestRateModel(InterestRateModel) (contracts/CToken.sol#1463-1671) is not in mixedCase
Function CToken._setNameAndSynbol (string,string) (contracts/CToken.sol#1521-1528) is not in mixedCase
aranter Gloken. _setisneindsynsol (string, string).nams (contracts/Cloken- sol#1571) is not in mixedCase

setNameAndsymbol(string, string)._synbol (contracts/CToken.sol#1521) is not in mixedCase

fuseAdnin ( CTokenlnterfacss.20ld12) is nat in UMPER CASE WITH wuswswnss

_notEntered (contracts/CTokenInterfaces.sol#19) is not in mixedCas
Gonstant CTokenStorago.borronRateaxMantissa (contracts/CokenInterfaces.acl#39) is nat in 1 UPPER_CASE_WITH_UNDERSCORES
Constant CT TokenIntertaces. soleut) Ls ot in UPPER. CASEWITH UNDERSCORES
Variable CTokenStorage.__pendingAdmin (cnntxacts/cTckenIntexfnces sols49) is not in mixedca
Constant CT proto
Function CTokenInterface.
Function CTokenInterface.
Function CTokenInterface.

variable CTokenStorage.

TokenTntarfaces . sol#164) 32 not in UPPER_CASE_WITH_UNDERSCORES
_setReserveFactor(uintz56) (cunt!act;/!}TukenInte!fﬂce; s01#267) is not in mixedCas

e

reduceReserves (uint256) (contracts/CTokenInterfaces.sol#268) is not in mixedCase
_setInterestRateModel(InterestRateModel) (contracts/CTokenInterfaces.sol#269) is net in micedCase
Constant CTokenInterface.isCToken (contracts/CTokenInterfaces.sol#151) is not in UPPER_GASE_WITH_UNDERSCORES

Constant CTokenInterface.isCEther (contracts/CTokenInterfaces.sol#156) is not in UPPER_CASE_WITH_UNDERSCORES

Constant CEtherInterface.isCEther (contracts/CTokenInterfaces.sol#297) is not in UPPER_CASE_WITH_UNDERSCORES

Function CDelegatelnterface. setInplementationSafe(address,bool,bytes) (contracts/CTokenInterfaces.sol#319) is not in mixedCase
Function CDelegateInterface. bocomeImplomentation(bytes) (contracts/CTokenInterfaces.sol#326) is not in mixedCa:

Function CDelegateInterface. prepare() (contracts/CTokenInterfaces.sol#332) is not in mixedCas

Function ComptrollerInterface. bef rrollerinterface. sol#76) 1s not in mixedcase

Function ComptrollerInterface. afterNonReentrant() (contracts/ComptrollerInterface.sol#77} is not in mixedCase

Constant ComptrollerInterface.isComptroller (contracts/ComptrollerInterface.sol#6) is not in UPPER_CASE_WITH_UNDERSGORES
Constant UnitrollerAdninStorage.fuseAdmin (contracts/ComptrollerStorage.sol#ll) is not in Ul ASE_WILTH_UNDERSCORES

Varishls Comptrallerv2Starags. nintGusrdisnbausad [contracts/Comptrollerstorage.salélis) is not in mixedCase
Variable Comptroller

ptroll s0l#146) is not in mixedCase

Variable Comptrollervastorage. notEntered (cuntracts/cumntzu]1exstuxage sunmz) is not in mixedCa

Variable Comptro tializ oT6178) s ot in mixedCa

Function ExponentialNoError.mul. Sca]an!uncnte(Eupunent)a]NuErzur EXP,wint256)  (contracts/ExponontisINGErFor. s01436-39) is not in mixedca
Finction ExpanentislNoError. mul SeolarTruncacoAddUTne (Expanentis Lof rrar.Exp.uin 256, uin 256 (contracts ExponencialNabrror sol#bh 47) 18 not in mixedCase
Constant ExponentialNoError.oxpSeale (contracts/ExponentialNoError.sol#11) is not in UPPER_CASE_WITH_UNDERSCORES

Constant ExponentialNoError.doubleScale (contracts/ExponentialNoError.sol#12) is not in UPPER_CASE_WITH_UNDERSCORES

Constant ExponentialNoError.halfExpScale (contracts/ExponentialNoError.sol#13) is not in UPPER_CASE_WITH_UNDERSCORES

Constant ExponentialNoError.mantissabne (contracts/ExponentialNOError.sol#14) is not in UPPER_CASE_WITH_UNDERSCORES

Constant InterestRateModel.isInterestRateModel (contracts/InterestRateModel.sol#9) is not in UPPER_CASE_WITH_UNDERSGORES

Constant PrieeOracle.isPriceOracle (contracts/PriceOracle.sol#7) is not in UPPER_CASE_WITH_UNDERSCORES

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentationgconformance-to-solidity-naming-conventions

Redundant expression "data (contracts/CErc2eDelegate.sol#22)" inCErc2@Delegate (contracts/CErc26Delegate.sol#18-92)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationfredundant-statements

Variable CToken s:)z:(address address, uint256) seizeTnkens (contracts/CToken.s01#1861) is too similar to CToken.seizeInternal(address,address,address,uint256).seizerToken (contracts/CToken.sol#1887)
Variable CToken.li ess, add:

6,CTokenInterface) .seizeTokens (contracts/CToken.sol#1025) is too similar to CToken.seizeInternal(address,address,address,uint256).seizerToken (contracts/C
variable CTukenInteIfﬂce seize(address, address, u1nt256) .seizeTokens (contracts/CTokenInterfaces.sol#262) is too similar te CToken.seizeInternal(address,address, address, uint256).seizerToken (contracts/Cloken.sol#108
Variable CTok: Internal(address, add

nt266) .seizeTokens (contracts/CToken.sol#1087) is too similar to CToken.seizeInternal(address,address,address,uint256).seizerToken (contracts/CToken.sol#1087)
Reference: https://github. cum/czytlc/sl)thel/w)kl

iongvar: oo-similar

CTokenStorage.__pendingAdmin (contracts/CTokenInterfaces.sol#49) is never used in CErc2@Delegate (contracts/CEre20Delegate.sol#10-92)
ComptrollerVistorage.maxAssets (contracts/ConptrollerStorage.sol#78) is never used in ComptrollerVaStorage (contracts/ComptrollerStorage.sol#163-176)

Comptrol borrowers (contracts/Comptroll #111) is never used in Comptroll ComptrollerSt 1#153-176)
ComptrollerVastorage.borrowerIndexes (contracts/ComptrollerStorage.sol#117) is never used in ComptrollerVaStorage (contracts/ComptrollerStorage.sol#153-176)
OomptrollarV2storage. whitelistIndexes (contracts/ConptrollorStorage.sol#137) is nover used in ComptrollerVaStorage (contracts/ComptrollerStorage.sol#153-176)
Comptrollervast ts/Comptrol! #172) is never used in Comptroll Comptrollerst 501#153-176)
Comptrollervastorage._notEnteredInitialized Acuntm:u/cmpuan:zsmme 501#175) is never used in Cﬂmptru]luvssturaue (contracts/ConptrollerStorage.sol#153-176)
Reference: https://github.com/crytic/slither/miki

CTokenStorage.

pendingAdmin (contracts/CTokenInterfaces.sol#49) should be constant
ComptrollerViStorage.closeFactorMantissa (contracts/ComptrollerStorage.sol#6a) should be const:
ComptrollerViStorage.liquidationIncentiveMantissa (contracts/ComptrollerStorage.sol#65) should be constant
ComptrollerVist t5/Comptrollerst 501#70) should be constant
Comptrollervastorage. borrowGuardianPaused (contracts/ComptrollerStorage.sol#166) should be constant
ComptrollerV2Storage. mintGuardianPaused (contracts/ComptrollerStorage.sol#145) should be constant
Comptrollervastorage.enforcohhitelist (contracts/ComptrollerStorage.sol#128) should be constant
ComptrollerV2Storage . pausebuardian (contracts/ComptrollerStorage.sol#144) should be constant
ComptrollerV2Storage. seizebuardianPaused (contracts/ComptrollerStorage.sol#148) should be constant
Comptrollervastorage. transferGuardianPaused (contracts/ComptrollerStorage.sol#147) should be constant
ComptrollerVaStorage._notEntered (contracts/ComptrollerStorage.sol#172) should be constant
Comptrollervastorage. notEnteredInitialized (contracts/ComptrollerStorage.sol#17E) should be constant
ComptrollerV3Storage. aummphmntman A:untmcts/nmpuuu"smmge 501#157) should be constant
ComptroLL

s01#160) sheuld be constant
UnitrollerAdminstorage.adnin (cunt!acts/!}umptzu]lexstuxage suwm should be consta

UnitrolLerhduintorage. adminiashights (canteaces/Comperotierdtorage. saidd1) shoutd be cansta
uUnitrollerAdninStorage.comptrollerInplementation (contracts/ComptrollerStorage.sol#a3) should be constant
unitrolleradminStorage. fuseAdminHasRights (contracts/ComptrollerStorage.sol#26) should be constant
uUnitrollerAdminStorage.pendingAdmin (contracts/ComptrollerStorage.sol#21) should be constant
unitrolleradninstorage.pendingComptrollerInplementation (contracts/Comptrollerstorage.sol#as) should be constant
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#state-variables—that-could-be-declared-constant

initialize(address,ComptrollerInterface, InterestRateModel, string, string, uint256,uint256) should be declared exters

nal:
Erc2e.initialize (address CompirollerInterface, InterestRateModel string, stzing, uint2se, uint2se) (contracts/CErc2e.sele24-39)
setlnnustwam«unﬂunteusmauuunu) should be declared exter

Token. _setInterestRateMode] (InterestRateModel) (contracts/CToken. sol#1463-1471)
- CTokenInterface._setInterestRateModel (InterestRateModel) (contracts/CTokenInterfaces.sol#2
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public—function-that-could-be-declared-external
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CEtherDelegate.sol

UnitrollerAdninStorage.adnin (contracts/ConptrollerStorage.s0l#16) is never initialized
~ UnitrollerAdninStorage.hasAdminRi
Reference: https://github.com/crytic

used in:

er/) e-variables

CEtherDy

gate._becomeInplementation (bytes) (eontracts/CEthexDe:

false (contracts/CEtherDelegate.sol#25

CEtherDelegate._resigninplementation() (contracts,/CEthezDelegat
~false (contracts/CEtherDelegate.sol#37)

eference: https://github.con/crytic/slither/wiki/Detector-Docunentation#nisuse-of-a-boolean-constant

ate.s01420-30) uses a Boolean constant improperly:

501#35-48) uses a Boolean constant improperly:

EIP2@NonStandardInterface (contracts/EIP2eNonStandardInterface.sol#8-78) has incorrect ERC28 function interface:EIP28NonStandardInterface.transter(address,uint256) (contracts/EIP2@NonStandardInterface.sol#34)

EIP20NonStandardInterface (contracts/EIP2BNonStandardInterface.sol1#8-78) has incorrect ERC2@ function interfacesEIP2BNonStandardInterface.transferfrom(address,address,uint256) (contracts/EIP20NonStandardInterface.:
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#incorrect-erc20-interface

CToken.accrueIntezest() (contracts/CToken.sol#411-432) uses a dangerous strict equality:
accrualBlockNumber == currentBlockNumber (contracts/CToken.sol#tls)
CToken.accrueInterest() (contracts/CToken.sol#411-432) uses a dangerous strict equality:

- Feauize(bool, string) (nathirr == MathError.NO_ERROR,could not calculate block delta) (contracts/Coken.sol#iz9)
CToken.balance0fUnderlying(address) (contracts/CToken.sol#217-222) uses a dangerous strict equality:
~ require(bool, string) (nErr == MathError.NO_ERROR, batance could not be celeuiated) {eontxacta/CTokon- 1014226)
GTokan-borrouBs Lances torad(addrass) (contracts/CToken. 5014293-302) uses s dangerous stxict squ
re(bool, string) (err == MathError.NO_ERROR, borrowBalancestored: hotrowtsiancastaredinternsl failed) (contracts/Croken. soluaee)
Carafuliath diviTnt (uint256,uint256) (contracts/Carafulliath.sol#41 47) uses o danperous strict squal
(contracts/CarefulMath. sol#42)
CEther.doTransferIn(address, uint256) (contracts/CEther.sol#129-134) uses a dangerous strict squality:
~ require(bool,string) (msg.value == amount,value mismatch) (contracts/CEther.sol#132)
exchangeRateStored() (contracts/CToken.sol#365-359) uses a dangerous strict equality:
- require(bool, string) (err == MathError.NO_ERROR, toredInternal failed) (contracts/CToken.sol#357)
Internal() ( ‘Token. sol#366-396) uses a dangerous strict equalit
_totalsupply == @ (contracts/CToken.sol#368)

CEther.getBashPrior() (contracts/CEther.sal#117-121) uses a dangerous strict equality:
require(bool)(err == MathError.NO_ERROR) (contracts/CEther.sols119)
CToken.initialize(ConptrollerInterface, InterestRatoModel, uint256, string, string, uints, uint286,uint286) (contracts/CToken. so1434~75)
~ require(bool, string) (accrualBlockNunber == B &k borrowIndex ,initalized-only-ance) (contracts/CToken.sol#43)
CToken.initialize(ComptrollerInterface, InterestRateModel, uint256, string, string, uints, uint266,uint286) (contracts/CToken.sol#34-75)

- require(bool, string) (err == uint256(Error.NO_ERROR), setting irm failed) (contracts/CToken.sol#59)
CToken.initialize(ComptrollerInterface, InterestRateModel, uint256, string, string, uint8, uint256,uint266) (contracts/CToken.sol#34-75) uses a dangerous strict

- require(bool,string) (err == uint256(Error.NO_ERROR), setting reserve factor failed) (contracts/CToken.sol#67)
CToken.initialize(ComptrollerInterface, InterestRateModel,uint256, string, string, uint8,uint266,uint256) (contracts/CToken.sol#34-75) uses

require(bool,string) (err == Uint256(Error.NO_ERROR), setting admin fee failed) (contracts/CToken.sol#71)

CToken. 1iquidateBorrowFresh (address, address , uint256,CTokenInterface) (contracts/CToken.sol#981-1050) uses a dangerous strict equality:

~ require(bool, string) (amountSeizeError == Uint256(Error.NO_ERROR), LIQUIDATE COMPTROLLER_CALCULATE AMOUNT SEIZE_FAILED) (contracta/CTaken-aol#1826)
CToken. liquidateBoreowFresh (address, address, uint266,CTokenInterface) (contracts/CToken.sol#981-1850) uses a dangerous strict equality:

- require(bool, string) (seizeError == uintzss(Error.NO_ snnon) foken seizure faiied) (contracts/CToken. so1#1040)
CTok: wint256) ( a dangerous strict equality:

T eauiro (basl, string) (vars.mathirr == MathError.NO_CRROR MINT EXCHANGE CALCULATION. FATLED) (contracts/CToken.sold5s7
Exponential.nulExp(ExponentialNoError . Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#135-155) uses a dangerous strict equality:

- assert(bool) (err2 == MathError.NO_ERROR) (contracts/Exponential.sol#152)
Carefulkath. mIUINt{uint2se, uint786) (contracts /Carefulkath. 0l424-36) uses 3 dangerous strict equality:

8 (contracts/CarefulMath. sol#25)
Expnr\lnul]NnE!!u! m_(uint256, uintase, string) (contracts) ExponentialNoError  sGl#156-157) uses 3 dangerous striet equslity:
@ || b == 0 (contracts/ExponentialNoError. sol¢151)
Elpnn-nl)alNuEIrux.mul_(ulntZSﬁ uint256, string) (contracts/ExponentialNoError.sol#150-157) uses a dangerous strict equality:
require(bool,string) (c / a == b, errorMessage) (contracts/ExponentialNoError.sol#156)

CToken.epayBorronFresh(address, address, uint266) (contracts/CToken.sol4876-945) us dangerous strict equ

~ require(bool, string) (vars.mathErr == MathEzrror.NO_ERROR, REPAY_BORROW_NEW_ACCOUNT_BORROW_BALANCE cncuumon _FAILED) (contracts/CToken.sol#927)
CToken. repayBorrowFresh(address  address, uint256) (contracts/Cloken.sol#B78-94E) us erous strict equality:
Teauireboal, string) (vars. mathErr = Mathrror ND ERROR, AEPAV. HORAOW. NEW. TOTAL BALANCECALCULATION FATLED) (contracts/CToken.sa14536)
CEther.requireNoError (uint266,string) (contracts/CEther.sol#143-164) uses a dangerous strict equality:

- errCode == uint266(Error.NO_ERROR) (contracts/CEther.sol#1e4)
CEther. requireNoError (uint266,string) (contracts/CEther.sol#143-164) uses a dangerous strict equality:

~ requira(bool,string) (srrCods == uint266(Error.NO_ERROR),string(fullMessage)) (contracts/CEther.sol#163)
CToken.seizeInternal(address, address, address,uint256) (contracts/CToken.sol#1087-1147) uses a dangerous strict equality

— require(bool, string) (vars.mathErr == MathError.NO_ERROR, exchange rate math error) (contracts/CToken.sol#1115)
CToken. transfer (address,uint256) (contracts/CToken.sol#162-164) uses a dangerous striet equality:

- transfesTokens (nsg.sender, nsg. sender dst, anount) == uint256 (Erzor.NO_ERROR) (contracts/CToken.s014163)

CToken. tzansf nt25t) .501#173-175) uses a dangerous strict equality:

- txlnsﬂnTuk-ns(msn.sun dst,amount) == uint286(Error.NO_ERROR) (eontracts/CToken 174)
Reference: httpse/ /ot chub.comfery?ic/s1icher ki /Dotector Docunentetionddangerous strice

uses a dangerous strict equality:

uses a dangerous striet equality:

equality:

a dangerous strict equality:

R

ntrancy in CToken
External calls
- comptroller. bef rant() (cont: -s01#1571)
State variables written after the call(s):
notEntered = false (contracts/CToken.sel#1572)
educeReserves (uint256) (contracts/CToken.sol#1285-1293):

beforeNonReentrant (bool) (contracts/CToken.sol#1569-1573):

- error = accrueInterest() (contracts/CToken.sol#1266)
~ address (interestRateModel) .call{abi. sncodaWithSignature(checkpointIntarest (uint256), borrowRataMantissa)) (contracts/CToken. sol#73)
ntrant(false) (contracts/CToken.sol#1285)
- comptroller._beforeNonReentrant() (contzacts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
State variables written after the call(s):
- _reduceReservesFreshireduceAnount) (contracts/CToken.sol#1292)
- totalReserves = totalReservesNew (contracts/CToken.sol#1333)
ntrancy in CToken._ setAdminFee(uint256) (contracts/CToken.sol#1176-1184):
External calls
- error = accruelnterest() (contracts/CToken.sol#1177)
dress (interestRateModel) .call(abi.encodekithSignature (checkpointInt
- nonReentrant(false) (contracts/CToken.sol#1176)
_beforeNonReentrant() (contracts/CToken.sol#1571)
_afterNonReentrant() (contracts/CToken.sol#1582)

st(uint256),borrowRateMantissa)) (contracts/CToken.sol#473)

sa) Token. s01#1183)
- adminFeeMantissa = nlvrAdm)nF--Munt):i- (contracts/CToken. 501#1217)

- _setAdni sa) Token. s01#1183)
D Soraakantissa = newFusssaManticea (contracts/CToken.£01¢1227)
in CToken._setl (1 1 oken.s0l#1463-1471):

External calls:
- error = accrueInterest() (cuntracls/CTnk-n.snlﬂliéﬂ)
~ address (interestRateModel).call(abi.encodewithsignature (checkpointInterest(uint256),borrowRateMantissa)) (eontracts/CToken.sol#473)
s.trnt-znmut-unu.lrnsh(nmrnt-znmut-unu.l» (contracts/CToken. 501#1476)
dress (oldInterestRateModel).call(abi.encodewithSignature (resetinterestCheckpoints())) (contracts/CToken.sol#1506)

- address (newlnterestRateliodsl) .call(abi.encodewithSignature (checkpointInterest())) (contracts/CToken.sol#1509)
State variables written after the eall
- nl[nt-rntRut-MudllFrnh(nlw[nl-rntht-Mudll) (contracts/CToken. s0141470)
501#1500)
ntrancy in Croken _sltRl:-rv-F-ctar(u1nt155) Ccontracts/CToken. so1#1241-1749)
External calls
- error = accrueInterest() (contracts/CToken.sol#1242)
address (interestRateModel).call(abi.encodetithSignature (checkpointInterest(uint266) borrowRateMantissa)) (contracts/CToken.sol#473)
ntrant(false) (contracts/CToken.sol#1241)
- comptroller. beforeNonReentrant{) (contracts/CToken.sol#1571)

- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
State variables written after the call(s):
- _se rFresh( a) (cont -sol#

248)
- reserveFactorMantissa = newReserveFactorMantissa (cnntlacl:/fﬂnkun 501#1273)
ntraney in CToken._ withdrawAdminFees(uint256) (contracts/CToken.sol#1406-1412):
xternal call
- error = accrusInterest() (contracts/CToken.sol#1485)

- address (interestRateModel) .call{abi.encodenithSignature (checkpointInterest(uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
ntrant(false) (contracts/CToken.sol#1404)

- nonR,

- comptroller._beforeNonReentrant{) (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
State variables written after the call(s):

- _wi ( Token.sol#1411)

- totalAdminFees = totalAdminFeesNew (contracts/CToken.sol#1449)
ntrancy in CToken. withdrawFuseFees(uint256) (contracts/CToken.sol#1348-1356):
xternal call

- error = accrueInterest() (contracts/CToken.sol#1349)
~ address (interestRateModel).call(abi.encodewithsignature (checkpointInterest(uint256), borrowRateMantissa)) (eontracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.s0l1#1348)
~ comptroller._beforeNonReentrant() (eontracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
State variables written after the call(s):
- _withdrawFuseFeesFresh (withdrawAmount) (contracts/CToken.sol#1355)
- totalFuseFees = totalFuseFeesNew (contracts/CToken.sol#1391)
Reentrancy in CToken.borrowFresh(address,uint256) (contracts/CToken.sol4755-827):
xternal calls:
comptroller.borrowallowed(address(this), borrower, borrowAnount) (contracts/CToken.sole757)
comptroller.borzowithinLinits (address(this),vars.accountBorzomsNen) (contracts/CToken.sol#792)
State variables written after the call(s):
- accountBorrows[borrower].principal = vars.accountBorrowsNew (contracts/CToken.sol#815)
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= borrowIndex (contracts/CToken.sol#816)

- accountBorrows[borrower] . interestIndex
ntrancy in CToken.borrowInternal(uint256) (contracts/CToken.sol#733-741)
External calls:
- error = accrusInterest() (contracts/CToken.s01#734)
~ address(interestRateModel).call(abi.encodewithSignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)

- borrowFresh{msg.sender, borrowhmount) (contracts/CToken.solé7
comptroller.borrowAllowed(address (this),borrower, borrowAmount) (contracts/CToken.sol#757)

— allowed N
- allowed = comptroller.borrowsithinLimits(address(this), vars.accountBorrowsNew) (contracts/CToken.so1#792)

- false) ( +5014733)
beforeNonReentrant() (contracts/CToken.sol#1571)
ntrant() (contracts/CToken.sol#1582)

- comptroller. |

— comptroller. afterNanR
State variables written after the call(s):
- borrowFreshimsg.sender, borrowAmount) (contracts/CToken.sol#740)

- totalBorrows = vars.totalBorrowsNew (contracts/CToken.sol#817)

Reentrancy in CToken.liquidateBorronlnternal(address, uint25s,CTokenInterface) (contracts/CToken.sol#955-970):

External calls
< error = accrusnterest() (contracts/CToken.sol#956)
ncodekiithSignature (checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)

- address(interestRateModel).call(abi

rror = cTokenCollateral.accruelnterest() (contracts/CToken.sol#
,cTokenCollateral) (cnnluctschuk-n 5018969)
er, seizeTokens) (contracts/CToken.sol#1089)

-u ,borrower,
~ allowed = comptroller.seizeAllowed (address(this),seizerToken,liquida
- allowed = comptroller.zepayBorrowtLlowed (address this), payer, borzouer, Trepayaount) {contracts/CToken. sol#a
5),address(cTokenCollateral), liquid . ) ( +s01#983)

— allowed = comptroll d(
zeError = cToke nculll eral. xl)zl(llqu)nstn! borromer, seizeTokens) (contracts/CToken. :nlltln!é)

- nonReentrant (false) (contracts/CToken.sol#955)
beforeNonReentrant() (contracts/CToken.sol#1571)

~ comptroller.
— comptroller._afterNonReentrant() (contracts/CToken.sol#1582)

State variables written after the call(s):

- liqui orrower, cTokenCollateral) (contracts/CToken.sol#969)
— totalBorroms = vars.totalBorrowsNew (contracts/CToken.sol#935)

- liqui ,borrowe: ,cTokenCollateral) (contracts/CToken.sol#969)
- totalReserves = vars.totalReservesNew (contracts/CToken.sol#1132

ntrancy in CToken.nonReentrant(bosl) (contracts/CTeken.sol#1558-1662

External calls:

~ b Localonly) ( Token. s01#1559)
— comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)

- _af localonly) Token. sol#1561)

trant(}) (contracts/CToken.sol#1682)

- comptroller._afterNanR
State variables written after the call(s):
terNonReentrant(localonly) (contracts/CToken.sol#1561)
— _notEntered = true (contracts/CToken.sol#1581)
ntrancy in CToken.redeemFresh(address,uint26,uint266) (contracts/CToken.sol#632-726):

External calls
- allowed = comptroller.redeemAllowed (address(this), redeemer, vars.redeenTokens) (contracts/CToken.sol#672)
State variables written after the call(s):

- totalSupply = vars.totalSupplyNen (contracts/CToken.sol#715)
ntrancy in CToken.repayBorrowBehalfInternal(address,uint256) (contracts/CToken.sol#858-858) :

xternal calls
- error = accruelnterest() (contracts/CToken.sol#851)
ncodekiithSignature (checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.s0l4473)

- sddrass(intaastistehodel) .calllsbi
Token.s0l#857)

- allowed cnmpunu-z TepayBorrowAllowed (address(this),payer, borrower, repayAmount) (contracts/CToken.sol#880)

- false +501#850)
- cnmptrull-! beforeNonReentrant() (contracts/CToken.sol#1571)
omptroller ntrant() (contracts/CToken.sol#1582)
State varisbles written sfter the call(s):
= ) (contracts/CToken.s014857)

- totalBorrows = vars.totalBorrowsNew (contracts/CToken.sol#935
Reentrancy in CToken.repayBorrowInternal(uint256) (contracts/CToken.sol#836-842):

External calls
accrueInterest() (contracts/CToken.sol#835)
ncnle)thS)nnatu!-(ch- kpn)nt[nll!-st(ulnt?Eb) borrowRateMantissa)) (contracts/CToken.sol#473)

- error =
- sddrass(intarasthatabadal .call aki
- -0l
— allowed cnmpunu-z I-D!yﬂmrnwAllnuld(-dﬂrln[thu) payer, bu!xnnl! repayAmount) (contracts/CToken.s01#880)
- alse .50
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
— comptroller +501#1582)
State usrisbles written sfter the eallls):
- ) (cont: +501#841)

alBorrows = vars. tntllEuunusN-w (contracts/CToken. so1#935)

- tot:
https://github.com/crytic/slither/wiki/Detector-Documentationdreentrancy-vulnerabilities-1
dewithSignature (checkpointInterest{uint256), borrowRateMan

Reference

CToken. finishInterestAccrual (uint256, uint256,uint256, uint256) (contracts/CToken.sol#437-476) ignores return value by address(interestRateModel).call(al
setInterestRateModelFresh(InterestRateModel) (contracts/Cloken.sol#1479-1512) ignores return value by address(oldInterestRateModel).call(abi.encodeWithSignature (resetInterestCheckpoints())) (contracts/CTake:
setInterestRateModelFresh(InterestRateModel) (contracts/CToken.sol#1479-1512) ignores return value by addressinewInterestRateModel).call(abi.encodeWithSignature (checkpointInterest())) (contracts/CToken.sol#

CToken. _
CToken
Referenc:

CToken.seizeInternal (address, address, address,uint266) .vars (contracts/CToken.sol#1899) is a local variable never initialized
local variable never initialize

https://github.com/crytic/slither/wiki/Detector-Documentation#unchecked-low-level-calls

CToken.mintFresh(address,uint256).vars (contracts/CToken.sol#523) is a
CToken. borronFresh(address,uint256).vars (contracts/CToken.sol#774) is a local variable never initialized
CToken. redeemFresh(address,uint256,uint266) .vars (contracts/CToken.sol#635) is a local variable never initialized
CToken. repayBorrowFresh(address, address, uint256) .vars (contracts/CToken.sol#898) is a local variable never initialized
https://github.com/erytic/slither/wiki/Detector-Documentation#uninitialized-local-variables

or.Exp) . fraction {contracts/Exponential.sol#124) shadows:

Reference:

1.divScal uint256, 1NoE;
ponentialNoError. fraction(uint26,uint256) (contracts/ExponentialNoETror.sol#192-194) (function)

- Ex) .
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#local-variable-shadowing

Reentrancy in CToken.borromFresh(address,uint256) (contracts/CToken.sol#755-827):

External calls:

- allowed = comptroller.borrowAllowed (address(this),borrower,borrowAmount) (contracts/CToken.sol#757)

- allowed = comptroller.borrowWithinlimits(address(this),vars.accountBorronsNew) (contracts/CToken.sol#792)
State variables written after the call(s):

- totalBorrows = vars.totalBorromsNew (contracts/CToken.sol#81
Reentrancy in CToken.initialize(ComptrollerInterface,InterestRateModel,uint286, string, string, uints, uints6,uint256) (contracts/CToken.sol#34-75):

External calls:
—err = _setl, Fresh (i 1) ( CToken. s01#58)
= address(oldInterestRateModel).call(abi.encodewithsignature(resetInterestCheckpoints())) (contracts/CToken.sol#1506)
- address(newInterestRateModel).call(abi.encodeWithSignature{checkpointInterest())) (contracts/CToken.sol#1509)

State variables written after the call(
- _notEntered = true (contracts/CToken.sol#74)
- err = _setAdminFeeFresh(adninFeeMantissa_) (contracts/CToken.sol#70)

= adminFeeMantissa = newAdminFeeMantissa (contracts/CToken.sol#1217)
- decimals = decimals_ (contracts/CToken.sol#63)

- err = seuam)nFem:sn(aam)nFeemmusa ) (contracts/CToken.sol#70)
fi ssa ( CToken. s01#1227)

~ name = name.. (contracts/CToken. sal#61)
- err setReserveFactorFresh(reserveFactorMantissa_) (contracts/CToken.sol#6t
newReserveFactorMantissa (contracts/CToken.sol#1273)

=~ reserveFactorMantissa =
- symbol = symbol_ (contracts/CToken.sol#62)
Reentrancy in CToken.mintFresh(address,uint256) (contracts/CToken.sol#511-580)

External calls:
- allowed = comptroller.mintAllowed(address(this),minter, mintAmount) (contracts/CToken.sol#513)
State variables written after the call(s
- accountTokens[minter] = vars.accountTokensNew (contracts/CToken.sol#570)
- totalSupply = vars.totalSupplyNew (contracts/CToken.sol#
Reentrancy in GToken.redeenFresh(address,uint256,uint256) (contracts/CToken.sol#632-726)

xternal calls:
- allowed = comptroller. redeenAllowed (address(this), redeener,vars. redeenTokens) (contracts/CToken. sol#672)
State variables written after the call(s
ZaccountTokens[redeomer] = vars.accountTokenshew (contracts/CToken.sol#716)

address, address, uint266) (contracts/CToken.sol#878-945):

in CToken.
External calls:
- allowed = comptroller. rcnayEurruwAlluwcd(addrcss((h)s)rDayn,bmruwsr,lsnayﬂmuun() (contracts/CToken.s01#888)
State varisbles written after the e :
- accountBorroms[borrower].principal = vars.accountBorrowsNew (contracts/CToken.sol#933)
borrowIndex (contracts/CToken.sol#934)

- accountBorrows[borrowsr].intsrestIndex
- totalBorrows = vars.totalBorrowsNew (contracts/CToken.sol#935)
Reentrancy in CToken.seizeInternal(address,address,address,uint266) (contracts/CToken.sol#1087-1147)

External calls:
- allowed = comptroller.seizeAllowed(address(this),seizerToken, Liquidator, borrower, seizeTokens) (contracts/CToken.sol#1889)
State variables written after the call(s):
- accountTokens[borromer] = vars.borrowerTokensNew (contracts/CToken.sol#1134
- accountTokens[liquidator] = vars.liquidatorTokensNew (contracts/CToken.sol#1135)
- totalReserves = vars.totalReserveshew (contracts/CToken.sol#11:
- totalSupply = vars.totalSupplyNew {contracts/CToken.sol#1133
Reentrancy in CToken.transferTokens(address,address,address,uint256) (contracts/CToken.sol#93-154

External calls:

~ allowed = comptroller.transferAllowed(address(this),sre,dst, tokens) (contracts/CToken.sol#95)
State variables written after the call(s

- accountTokens[sre] = sreTokensNew (contracts/CToken.sol#138)

- accountTokens[dst] = dstTokensNew (contracts/CToken.sol#139)

- transferallowances(srcllsoender] = allowanceNew (contracts/CToken.sol#143)
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Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#reentrancy-vulnerabilities-2
Reentraney in CToken
xternal calls
- error = accrueInterest() (contracts/CToken.sol#1286)
- address{interestRateModel) .call(abi.encodeWithSignature(checkpointInterest{uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#1285)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentzant() (contracts/CToken.scl#1562)
Event emitted after the call(s):
- AccrueInterest(cashPrior, interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#470)
- error = accrueInterest() (contracts/CToken.sol#1286)
- Failure(uint256(err), uint256(info) ,8) (contracts/ErrorReporter.sol#226)
) CToken. sol#1292)
- Failure(aint286(err), uint256 (info),8) (contracts/ErrorReporter.sol226)
- fail(TokenErrozReporter. Exzor (scror), FailureInfo. REDUCE RESERVES. ACCRUE_INTEREST_FALLED) (contracts/CToken.sol#1269)
- total ) (contracts/CToken.sol#1338)
,uuuuwuuvasrush(uaucumnunt» (contracts/CToken.501#1292)
Reentraney in CToken._setAdminFee(uint256) (contracts/CToken.sol#1176-1184):
xternal calls
- error = accruelnterest() (contracts/CToken.sol#1177.
- address{interestRateModel) .call(abi.encodewithSignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant{false} (contracts/CToken.sol#1176
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/GToken.scl#1562)
Event emitted after the call(s):
- AccrueInterest(cashPrior, interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#470)
- error = accrusInterest() (contracts/CToken.sol#1177)
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
- fail(TokenErrorReporter.Exzor(error), FailureInfo, SET_ADMIN_FEE_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1180)
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
- _setAdninFeeFresh (newAdninFeeMantissa) (contracts/CToken.so1#1183)
~ NewAdninFee(oldAdminFeeMantissa, newAdninFeeMantissa) (contracts/CToken.sol#1220)
- setAdm)nFe:Fresh(n:nAdlunF:eMant)ssai (contracts/CToken. s01#1163)
- ssa, ssa) (contracts/CToken.so1#1230)
R eehdminFaeFrosh (newhdminF eeantissa) (conteacts/CToken. s01#1183)
Reentrancy in CEthabelegate. cotinplencntationincornal (adiross,bosl, bytes) (contracts/CEthsrbslegate. sol#ie-66):
rnal calls:
- _functionCall(address(this},abi.encodeWithSignature(_becomeImplementation (bytes),becomeInplementationData), Ibecome) (contracts/CEtherDelegate.sol#62)
- (suceess, returndata) = target.call(data) (contracts/CToken.sol#1597)
Event emitted after the callls):
~ NewImplementation(oldImplementation, implementation) (contracts/CEtherDelegate.sol#65)
Reentrancy in CToken._setInterestRateModel(InterestRateModel) (contracts/CToken.sol#1463-1471):
External calls
- error = accruelnterest() (contracts/CToken.sol#1464)
- address{interestRateModel) .call(abi.encodeWithSignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
Event emitted after the call(s):
- Failure(uint256(err), uint256(info) ,8) (contracts/ErrorReporter. sol#226)
~ fail(TokenErrorReporter.Error(error), FailureInfo.SET_INTEREST_RATE_MODEL_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1667)
Reentrancy in CToken._setInterestRateModel(InterestRateModel) (contracts/CToken.sol#1463-1471):
External calls
- error = accruelnterest() (contracts/CToken.sol#1464)
dress(interestRateModel) .call(abi.encodeithSignature (checkpointly nt256), ssa)) (contracts/CToken.sol#473)
- _setInterestRateModelFresh(newInterestRateModel) (contracts/Cloken.sol#1478)
- address{oldInterestRateModel).call(abi.encodeWithSignature (resetInterestCheckpoints())) (contracts/CToken.so1#1586)
- address(newInterestRateModel).call(abi.encodeWithSignature (checkpointInterest())) (contraets/CToken.sol#1569)
Event emitted after the callls):
- Failure(uint256(err), uint256(info), @) (contracts/ErrorReporter.sol#226)
- _sotinterastRatekodelFrosh (newInterestRatokodal) (contracts/CToken. sol#147a)
- NewMarketl, 1(oldI ( t5/CToken, s01#1503)
- _setInte!estRatekcdelF!esh(newInterestRat!Nude]i (cnnuacts/maken.snwum;
Reentrancy in CToken._ setReserveFactor(uint256) (contracts/GToken.sol#1241-1249):
xternal calls:
- error = accrueInterest() (contracts/CToken.sol#1242)
- address(interestRateModel) .call(abi.encodewithSignature (checkpointT nt256), ssa)) (contracts/CToken.sol#s73)
- nonReentrant(false) (contracts/CToken.sol#1261)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the callls):
- AcerusInterest (cashPrior, intersstaccunulated, borrowIndexhiw, totalBorrowshen) (contracts,/Cloken. sol#476)
r = accruelnterest() (contracts/CToken.sol#1242)
~ Failure(uint256(ere)  uint256 (info) .01 {contracts/ErrorRenorter . sol#22e)
ssa) ( ts/CToken.s01#1248)
- Fa)]uu(u)ntZSﬁ(eui uint256(info),8) (cuntxacts/EIru!R:Dnrte! s501#226)
ail(TokenErrorReporter.Error (ezror), FailureInfo.SET_RESERVE_FACTOR_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1245)
- ol orMantissa, orMantissa) (contracts/CToken.sol#1275
- sa) CToken.sol#1248)
Reentrancy in CTokins Wi tharawAdRLnF oos (Lint266) (CONtrecte/CTokon.s01A140I-1412):
xternal calls:
- error = accrueInterest() (contracts/CToken.sol#1485)
- address (interestRateModel) .call(abi.encodeWithSignature(checkpointInterest (uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(falss) (contracts/CToken.sole1404)
mptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s)
- AccrueInterest (cashPrior, interestAccunulated, borrowIndexNew, totalBorronshen) (contracts/CToken.sol#478)
~ error = accruelnterest() (contracts/CToken.sol#1685)
- Failure(uint256 (err),uint256(info),8) (contracts/ErrorReporter.sol#226)
withdrawhdminFeesFresh(withdrawAmount) (contracts/CToken.sel#1611)
~ Failure(uint256 (err) uint?56(infa) 0)  (cantracts/ErrorReporter. s01#226)
i1 (TokenErrorReporter.Error(error),FailureInfo.WITHDRAW_ADMIN_FEES_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1688)
withdrawFuseFees(uint256) (contracts/CToken.sol#1348-1356) :

reduceReserves(uint256) (contracts/CToken.sol#1285-1293):

Reentrancy in CToken
xternal calls
- error = accruelnterest() (contracts/CToken.sol#1349)
- address (interestRateModel) .call(abi.encodeWithSignature(checkpointInterest (uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
~ nonReentrant(false) (contracts/CToken.sol#1348)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- A:c!ueInte!es!(tashPunz interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#67a)
~ error = accrusInterest() (contracts/CToken.so1¢1349
- Falluz:(uln\ZSé(:xxD,uLn(Z’SE(lnqu @) (contracts/ExrorReporter.sol#226)
withdrawFuseFeesFresh (withdrawAmount) (contracts/CToken.sol#1355)
~ Failura(wint256(or) wint256(infa) 8] (cantracts/ErrorReportor a0 1#226)
~ fail(TokenErrorReporter.Error(error),FailureInfo.WITHDRAW_FUSE_FEES_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1352)
Reentrancy in CToken.borronBalanceCurrent{address) (contracts/CToken.sol#283-2913:
External calls:
- require(bool, string) (accruelnterest() == uint256(Error.NO_ERROR) accrue interest failed) (contracts/CToken.sol#289)
address (interestRateModel) .call(abi. encodeWithsi uint2sé), ) CToken. 501#473)
- nonReentrant(false) (contracts/CToken.solu288)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
~ AccrueInterest (cashPrior, interesthccunulated, borrowIndexNew, totalBorzowshen) (contracts/CToken.sol#t70)
~ require(bool, string) {accrueInterest () int256{Error.NO_ERROR) , accrue interest failed) (contracts/GToken.sol#289)
Roentraney in CToken.horsonFrobh (address, cinc286) (sontracts/CToken. so1478 ):
External calls:
— allowed = comptroller.borrowAllowed(address (this) borrouer, borrounount) (contracts/Clken.sol#757)
Event emitted after the call(s:
~ Failure (uint256 (err)  uint256(info) ) (contracts/ErrorReporter.sol#226)
- fail(Error.TOKEN_INSUFFICIENT_CASH,FailureInfo.BORROW_CASH_NOT_AVAILABLE) (contracts/CToken.sol#771)
- railuu(uimzsﬁ(eu».umtzss(mfnb.npaausauaz» (contracts/ErrorReporter . s01#235)
a110paque (Error.MATH_ERROR, FailureInfo.BORROW_NEW_ACCOUNT_BORROW_BALANCE_CALCULATION_FATLED, uint256 (vars.mathErr)) (contracts/CToken.sol#788)
- Failure(uint256(err), uint256(info) , opaqueError) (contractsErrorReporter.s01#235)
~ failOpaque (Error.MATH_ERROR, FailurelInfo.BORROW_ACCUMULATED_BALANCE_CALCULATION_FAILED,uint256(vars.mathErr)) (contracts/CToken.sol#783)
- Failure(uint256(err),uint256(info) ,opaqueError) (contracts/ErrorReporter.sol#235)
- failOpaque (Erzror.COMPTROLLER_REJECTION,FailureInfo.BORROW_COMPTROLLER_REJECTION, allowed) (contracts/CToken.sol#759)
- Failure(uint256 (err),uint266(info),8) (contracts/ErrorReporter.sol#226)
- fail(Error MARKET_NOT_FRESH, FailureInfo.BORROW_FRESHNESS_CHECK) (contracts/CToken.sal#764)
Reentrancy in CToken.borrowFresh(address,uint256) (contracts/CToken.sol4756-827):
xternal calls:
- allowed = comptroller.borrowAllowed(address (this),borrower, borrowAnount) (contracts/Cloken.sol#757)
- allowed = comptroller.borrowithinLimits(address(this),vars.accountBorrowshew) (contracts/CToken.sol#792)
Event emitted after the call(s):
- Borzou(borroner, borowAnount, vars. accountBorronsew, vars. totalgorrowsiew) (contracts/CToken. sol#s20)

- Failure(uint256(err},uint256(info) ) t: ter.sol#235)
- failopaque(Error. mw,swnw,nnuulnm.suwkuw,Nswjmn,snmncs,cncuunnn FATLED, uint256(vars.mathErr)) (contracts/CToken.sol#799)
- Failure(uint256(err},uint256(info) ) (contract ter.sol#235

)
~ failOpaque (Exror.COMPTROLLER_REJECTION, FailureInfo.BORROW_COMPTROLLER_REJECTION, allowed) (contracts/CToken.sol#794)
Reentrancy in CToken.borronInternal(uint266) (contracts/CToken.sol#733-741);
xternal calls:
- error = accrueInterest() (contracts/CToken.sol#734)
- address (interestRateModel).call(abi. encodeWithsi uint256), issa)) CToken. s01#473)
- nonReentrant(false) (contracts/CToken.sol#733)
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- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)

- comptroller._afterNonReentrant() (contracts/CToken.sel#1582)
Event emitted after the call(s):
- Accruelnterest(cashPrior, interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#478)

- error = accruelnterest() (contracts/CToken.sol#734)
- Failure(uint256(erx), uint266(info), @) (contracts/ErrorReporter.sol#226)

ail(TokenErrorReporter . Exror (error), FailureInfo.BORROW_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#737)
Reentrancy in CToken.borrowInternall{uint256) (contracts/CToken.sol#733-741):

xternal calls:
- error = accrueInterest() (contracts/CToken.so1#734)

- address(interestRateModel).calllabi.encodeWithSignature(checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
- buxruszesh(msu sender, borrowAnount) (contracts/CToken.sol#760

owed = comptroller.borrowAllowed(address(this),borromer, borrowAnount) (contracts/CToken.sol#757
lowed = comptroller.borrowsithinLinits(address(this),vars.accountBorrowsNew) (contracts/CToken.sol#792)

- nonReentrant(false) (contracts/CToken.sol#733)

~ comptroller. _beforeNonReentrant() (contracts/CToken.sel#1571)

- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- Borrow(borrower,borrowAmount, vars.accountBorrowsNew, vars. totalBorrowsNew) (contracts/CToken.sol#520)

- borrowFresh(msg.sender, borrowAnount) (contracts/CToken.sol#748)
- Failure(uint256(err), uintass(info), opagueError) (contracts/ErrorReporter.sol#23s)

- borrowFresh(msg. sender, borrowAnount) (contracts/CToken.sol#748
~ Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)

- borrowFresh(msg.sender, borrowAnount) (contracts/CToken.solu748)

in CToken. )¢ CToken. s0l#345-348) 3
External calls:
- require(bool, string) (accrueInterest() == uint25é(Error.NO_ERROR),accrue interest failed) (contracts/CToken.sol#346)
ss(interestRateModel).call(abi.encodewithSignature(cheekpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)

- nonReentrant(false) (contracts/CToken.sol#345)
comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
Aceruelnterest(cashPrior, interestAccunulated, borrowIndexNew, totalgorrowsNew) (contracts/CToken.sol#478)
- require(bool, string) (accrueInterest() t256(Error.NO_ERROR) , accrue interest failed) (contracts/CToken.sol#346)
Reentrancy in CToken.initialize(ComptrollerInterface,InterestRateModel,uint256,string, string, uint8, uint256,uint256) (contracts/CToken.sol#34-75):

xternal calls:
- err = _setly 1Fresh(i ) ‘Token.sol#58)
= address(oldInterestRateModel) .call(abi.encodeWithSignature(resetinterestCheckpoints())) (contracts/CToken.sol#1506)
- address(nenInterestRateModel) .call(abi.encodekithSignature(checkpointInterest()}) (contracts/CToken.sol#1589
Event emitted after the ecall(s):
Fa)luu(u)ntZSE(err) uint256(info),8) (cnnt!n:ts/E!!u!RtDurtex sol#226)
( ts/CToken. s01#66)
Fa)lu!e(u)ntlsé(:r!) Uineas(ince) 8) (contraces /ExrorReporter. snwzzls)
© = _setAdminFecFresh(adminFesMantissa_) (contracts/CToken.sol#70)
NowAdninFae(alaAdninFsaNant L5ea, nowhdminF eoantissa) (contracts/CToken.so1#1226)
setAdmlnFseFresh(admlnFeeManl)ssa ) (contracts/CToken. 501#78)

- err =
- 1, ssa) (contracts/CToken.sol#1230)
—err = setAdmlnF:eFresh(admlnFeeManl)ssn ) (contracts/CToken.sol470)
- ' ssa) (contracts/CToken.sol#1275)
shi rMantissa_) (contracts/CToken.sol#66
Reentrancy in CTaken: 1)qumausauawrmsh(anduss.aduuss,umtzsa CTokenInterface) (contracts/CToken.sol#981-1050):
External calls:
- allowed = comptroller.ligquidateBorrowAllowed(address(this), address(cTokenCollateral),liquidator, borrower, repayAmount) (contracts/CToken.sol#983)
Event omitted after the call(s):
- Failure(uint256(err), uint256(info),@) (contracts/ErrorReporter.sol#226)

fail(Erzor. INVALID_ACCOUNT_PAIR, FailureInfo.LIQUIDATE_LIQUIDATOR_IS_BORROWER),8) (contracts/CToken.sol#1000)
- Failure(uint256(err), uinta56(info),8) (contracts/ErrorReporter.sol#226)
(fail (Error.MARKET_NOT_FRESH, FailureInfo.LTQUIDATE_FRESHNESS_CHEGK),8) (contracts/CToken.sol#998)
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.solu226)
~ (fail(Error. INVALTD_CLOSE_AMOUNT_REQUESTED, FailureInfo.LTQUIDATE_CLOSE_AMOUNT_IS_ZERD),8) (contracts/CToken.sol#1605)
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
- (fail(Error.MARKET_NOT_FRESH, FailureInfo.LTQUIDATE_COLLATERAL_FRESHNESS_CHECK),8) (contracts/CToken.sol#995)
- Failure(uint256(erx), uint266(info), @) (contracts/ErrorReporter.sol#226)
~ (fail(Error.INVALID_CLOSE_AMOUNT_REQUESTED, FailureInfo.LIQUIDATE_CLOSE_AMOUNT_IS_UINT_MAX),8) (contracts/CToken.sol#1616)
- Failure(uint256{err), uint266(info), opagueError) (contracts/ErrorReporter.sol#235
- (failopaque(Error.COMPTROLLER REJECTION, FailureInfo.LIQUIDATE _COMPTROLLER_REJECTION,allowed),8) (contracts/CToken.solu98s)
Reentrancy in CToken.liquidateBorronFresh(address,address,uint256,CTokenInterface) (contracts/CToken.sol#981-1056)
xternal calls:
allowed = comptroller.liquidateBorrowAllowed (address(this), address(cTokenCollateral),liquidator, borrower, repayAnount) (contracts/CToken.sol#983)
- (repayBorronError, actualRepayAmount) = repayBorromFresh(liquidator,borrower, repayAnount) (contracts/CToken.sol#1015)
lowed = comptroller.repayBorrowAllowed (address(this),payer,borrower, repayAmount) (contracts/CToken.sol#888)
Event emitted after the call(s):
Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter.sol#226)
- 1(TokenErrorReporter.Error (repayBorrowError) ,FailureInfo.LIQUIDATE_REPAY_BORROW_FRESH_FAILED),8) (contracts/CToken.sol#1017)

ranuum‘mtzsszeu»,m‘nmss:;‘nfab,opaauczunr) (contracts/ErrorReporter.sol#235
yBorrowError, actualRepayAnount) = repayBorrowFresh(liquidator,borrower, repayAmount) (eontracts/CToken.sol#1015)

repa)
- Failure(uint256 (err) , uint356(info),0) {contracts/ExrorReporter -s0l4226)
actual liquidator, by ) tracts/CToken.sol#1015)
- nepayauum b ,vars.actual . vars. totalB {contracts/CToken. 3014938)
actual ) = Liguidator, b t5/CToken, s01#1015)
Reentrancy in CToken.liquidateBorrowresh(address,address,uint256,CTokenInterface) Ktuntncts/cTuken.snltﬂsl—lﬂEﬂ).
xternal calls:
- allowed = comptroller.liquidateBorrowAllowed(address(this),address(cTokenCollateral), liquidator,borrower, repayAmount) (contracts/CToken.sol#983)
= repayBorrowFresh(liquidator, borrower, repayAnount) (contracts/GToken.s0l#1815)

- (repayBorrowError,actualRepayAmount)
comptroller. repayBorrowAllowed (address (this), payer, borrower, repayAnount) (contracts/CToken.sol#888)

~ allowed
- seizeError = seizeInternal(address(this),liquidator,borromer,seizeTokens) (contracts/CToken.sol#1834
lowed = comptroller.seizeAllowed(address(this),seizerToken,liguidator,borrower,seizeTokens) (contracts/CToken.sol#1089)

Event emitted after the call(s):
- Failure(uint2ss (err), uint2se(info),
eizeError = seizelnternal(address(this),liquidator,borrower,seizeTokens) (contracts/CToken.sol#1034)

rauuu(umtzse(em uint256(infa),0) (contracts/ErrorReporter.sol#226)
izeInternal(address(this), Liquidator, borrower,seizeTokens) (contracts/CToken.sol#1034)
t vars. total CToken. sol#1148)

- seizeError = seizelnternal(address(this), liquidator,borrower,seizeTokens) (contracts/CToken.sol#1834)
Transfer (borrower, liguidator,vars.liquidatorSeizeTokens) (contracts/CToken.s0l1#1138)

- seizeError = seizeInternal(address(this),liquidator,borrower,seizeTokens) (contracts/CToken.sol#1834)
Transfer (borrower,address(this), vars.protocolSeizeTokens) (contracts/CToken.sol#1139

- Error = seizeInternal(address(this),liquidator,borrower,seizeTokens) (contracts/Cloken.sol#1634)
in CToken.liquidateBorrowFresh(address,address,uint256, CTokenInterface) (contracts/CToken.sol#981-1050):

(contract: 1#235)

Reentrancy
ernal calls:
- allowed = comptroller. JmmnateauxmmuwenAannzessAtms) address (cTokenCollateral), liquidator, borrower, repayAmount) (contracts/CToken.sol#983)
( Liquidator,borrower, repayAmount) (contracts/CToken.sol#1015)
- allowed = camptmnu.upayauzmmumenAmuuss(tms) payer,borrower, repayAmount) (contracts/CToken.sol#888)
seizeInternal(address(this), liquidator,borromer, seizeTokens) (contracts/CToken.sol#1834)

- seizeError =
- allowed = comptroller.seizeAllowed(address(this), seizerToken,liquidator,borrower,seizeTokens) (contracts/CToken.sol#1089)
- seizeError = cTokenCollateral.seize{liquidator,borrower, seizeTokens) (contracts/CToken.sol#1836)

Event emitted after the call(s):
- LiquidateBorrow(liguidator, borrower,actualRepayAnount, address{cTokenCollateral),seizeTokens) (contracts/CToken.sol#1843)
Reentrancy in CToken.liquidateBorrowInternal(address,uint256,CTokenInterface) (contracts/CToken.sol#955-970):
External calls:
~ error = accruslnterest() (contracts/CToken.sol#956)
- address (interestRateModel).call(abi.encodenithsignature (checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#a73)
- nonReentrant(false) (contracts/CToken.sol#955)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
_afterNonReentrant() (contracts/CToken.sol#1562)
vent emitted after the call(s):
Acc!ueIntuesl(cashPr)nr.)ntexsslAcculnulated borronTndexNew, totalBorrowsNew) (contracts/CToken.sol#478)
- error = aceruelnterest() (contracts/CToken.sol#956)
Failure (uint256 (ore),vint2s6(info) ) (sontracts /Errorfoportor  sol#226)
~ (fail(TokenErrorReporter.Error(error),FailureInfo.LIQUIDATE_ACCRUE_BORROW_INTEREST_FAILED),8) (contracts/CToken.sol#959)

in CToken.liquidateBorrowInternal(address,uint256,CTokenInterface) (contracts/CToken.so1#955-970):

Reentrancy
External ealls:
- error = accrueInterest() (contracts/CToken.sol#956)
- address(interestRateModel).call(abi.encodelithSignature (checkpointInterest(uint266), borzowRateMantissa)) (contracts/CToken.sol#473)
- error = cTokenCollateral.accruelnterest() (contracts/CToken.sol#962)
nonReentrant (false) (contracts/CToken.sol#955)
mptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- conptroller. afterNonReentrant() (contracts/CToken.sol#1582)
vent emitted after the call(s)
Failure(uint?56 (err),uint256(info),8) (contracts/ErrorReporter.sol#226)
~ (fail(TokenErrorReporter.Error(error),FailureInfo.LIQUIDATE_ACCRUE_COLLATERAL_INTEREST_FAILED),8) (contracts/CToken.sol#965)
Reentrancy in CToken.liauidateBorrowInternal(address,uint256,CTokenInterface) (contracts/CToken.sol#955-970):

External calls:
- error = accruelnterest() (contracts/CToken.sol#956)
- address(interestRateModel).call(abi.encodelithSignature (checkpointInterest(uint266), borzowRateMantissa)) (contracts/CToken.sol#473)
ror = cTokenCollateral.accruelnterest() (contracts/CToken.sol#962)
TiauidatoBorronfrosh(nsg. sonder, borrower  repayAount  cTokencallatoral) (contrasts/Cloken. sol#%69)
- allowed = comptroller.seizeAllowed(address(this), seizerToken,liquidator,borrower, seizeTokens) (contraets/CToken.sol#1089)
~ allowed = comptroller.repayBorrowAlLlowed (address this),payer,borrawer, repayAnount) {centracts/CToken. sol#888)
- allowed = comptroller.liquidateBorrowAllowed(address(this), address(cTokenCollateral), liquidator, borrower, repayAnount) (contracts/CToken.sol#983)
izeError = cTokenCollateral.seize(liquidator,borrower, seizeTokens) (contracts/CToken.sol#1836)
- nonReentrant(false) (contracts/CToken.sol#955)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
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Event emitted after the callls):
- Failure(uint256(err),uint256(info) ,opaqueError) (contracts/ErrorReporter.sol#23s)
- liquidateBorromFresh(msg.sender, borrower, repayAnount, cTokenCollateral) (contracts/CToken.sol#969)
- Failure(uint256(erz), uint25é(info) @) (contracts/ExrozReporter.sol#226)
- liquidateBorrowFresh(msg.sender, borrower, repayAmount, cTokenCollateral) (contracts/CToken.sol#969)
- LiquidateBorrow(liguidator,borrower, actualRepayAnount, address(cTokenCollateral),seizeTokens) (contracts/CToken.sol#1043)
quidateBorrowFresh(msg.sender, borrower, repayAmount, cnkenmnanm; (cuntracts/CTuken 501#969)
- RepayBorrow(payer, borrower, vars.actual (contracts/CToken. 501#938)
quidateBorronFresh(msg.sender, borrower, Fepayhmount, cTokonCollatersl) (contraces/Croken. solh96o)
- ReservesAdded (address(this), vars. ,vars. total (contracts/CToken.sol#1148)
~ LiquidateBorzonFrash(msg. sender, borzower, repayAmount, cTokenCollateral) (contracts/CToken.sol#949)
- Transfer(borrower, liquidator,vars.liquidatorSeizeTokens) (contracts/CToken.sol#1138)
- liquidateBorromFresh(msg.sender, borrower, repayAnount, cTokenCollateral) (contracts/CToken.sol#969)
- Transfer(borrower, address(this),vars.protocolSeizeTokens) (contracts/CToken.sol#1139
- liquidateBorromFresh(msg.sender, borrower, repayAnount, cTokenCollateral) (contracts/CToken.sol#969)
Reentrancy in CToken.mintFresh(address,uint256) (contracts/CToken.sol#511-580):
External calls:
- allowed = comptroller.mintAllowed(address(this),minter,nintAmount) (contracts/CTeken.sol#513)
Event emitted after the call(s):
- Failure(uint256(err), uint256(info) ,8) (contracts/ErrorReporter.sol#226)
(fail(Error.MARKET_NOT_FRESH,FailureInfo.MINT_FRESHNESS_CHECK),8) (contracts/CToken.sel#528)
- Failure(uint256(err), uint256(info) ,opaqueError) (contracts/ErrorReporter.sol#235
failOpaque(Error.COMPTROLLER_REJECTION, FailureInfo.MINT_COMPTROLLER_REJECTION,allowed),8) (contracts/CToken.sol#515)
- Failure(uint256(err), uint256(info) ,opaqueError) (contracts/ErrorReporter.sol#235)
- (failOpaque(Error.MATH_ERROR, FailureInfo MINT_EXCHANGE_RATE_READ_FAILED,uint256(vars.mathErr)),@) (contracts/CToken.sol#527)
- Mint(minter,vars.actualMintAmount,vars.mintTokens) (contracts/CToken.sol#573
- Transfer(address(this),minter,vars.mintTokens) (contracts/CToken.sol#574)
Reentraney in CToken.mintInternal(uint256) (contracts/CToken.sol#484—492)
External calls:
- error = accrueInterest() (contracts/CToken.sol#485)
- address{interestRateModel) .call(abi.encodewithSignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#484)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/GToken.scl#1562)
Event emitted after the callls):
- AccrueInterest(cashPrior, interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#470)
error = accrueInterest() (contracts/CToken.sol#45)
- Failure(uint256(err), uint256(info) ,8) (contracts/ErrorReporter .sol4#226)
- (fail(TokenErrorReporter.Exror (error), FailureInfo.MINT_ACCRUE_INTEREST_FAILED),@) (contracts/CToken.sol#488)
Reentrancy in CToken.mintInternal(uint256) (contracts/CToken.sol#48-452):
External calls:
- error = accruelnterest() (contracts/CToken.sol#485)
- address{interestRateModel) .call(abi.encodeWithSignature (checkpointInterest{uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- mintFresh(msg.sender,mintAmount) (contracts/CToken.sol#491)
owed = comptroller.mintAllowed(address(this) minter,mintAmount) (contracts/CToken.sol#513)
- comptroller.mintVerify(address(this),minter,vars.actualMintAmount, vazs.mintTokens) (contracts/CToken.sol#577)
- nonReentrant(false) (contracts/CToken.sol#48a)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the callls):
~ Failure(uint256(err), uint256(info) opaqueError) (contracts/ErrorReporter.sol#23s)
- mintFresh(nsg.sender, mintAmount) (contracts/CToken.sol#491)
- Failure(uint256(err), uint256(info) 8) (contracts/ErrorReporter.sol#226)
- mintFresh(msg.sender, mintAnount) (contracts/CToken.sol#491)
- Mint(minter, vars.actualMintAnount, )« Token.sol#573)
- mintFresh(msg.sender,mintAmount) (contracts/CToken.sol#4s:
- Transfer(address(this),minter,vars.mintTokens) (contracts/CToken.sol#574)
~ mintFresh(msg.sender,mintAmount) (contracts/CToken.sol#491)
Reentrancy in CToken.redeenFresh(address,uint256,uint256) (contracts/CToken.sol#632-726):
xternal calls:
- allowed = comptroller.redeemAllowed(address(this), redeemer, vars.redeenTokens) (contracts/CToken.sol#672)
Event emitted after the callls):
- Failure(uint256(err), uint266(info) opaqueError) (contracts/ErrorReporter.sol#23s)
- failOpaque (Error.COMPTROLLER_REJECTION, FailureInfo.REDEEM_COMPTROLLER_REJECTION,allowed) (contracts/CToken.sol#674)
- Failure(uint256(err), uint256(info) @) (contracts/ErrorReporter.sol#226)
— fail(Error.TOKEN_INSUFFICIENT_CASH, FailureInfo.REDEEM_TRANSFER_OUT_NOT_POSSTBLE) (contracts/CToken.sol#699)
- Failure(uint256(err), uint256(info) opaqueError) (contracts/ErrorReporter.sol#235
- failoOpaque (Error.MATH_ERROR, FailureInfo.REDEEM_NEW_TOTAL_SUPPLY_CALCULATION_FAILED,uint256(vars.mathErr)) (contracts/CToken.sol#689)
- ruluumnmssmz) uint256(info), @) (contracts/ErrorReporter.sol#226)
i1(Error.MARKET_NOT_FRESH, FailureInfo.REDEEM_FRESHNESS_CHECK) (contracts/CToken.sol#679)
- rmluu(mntzssmz),umtzsﬁ(mfa),apaaue[nm (contracts/ErrorReporter.sol#235)
110paque (Exror .MATH_ERROR, FailureInfo.REDEEM_NEW_ACCOUNT_BALANCE_CALCULATION_FAILED,uint256(vars.mathErr)) (eontracts/CToken.sol#694)

- Redeen(redeemer,vars. redeemAmount, vars . redeenTokens) (contracts/CToken.sol#728)
- Transfer(redeemer, address(this),vars.redeenTokens) (contracts/CToken.sol#719)
Reentraney in CToken.redeemInternal(uint256) (centracts/CToken.sol#588-596):
External calls:
- error = accruelnterest() (contracts/CToken.sol#589)
- address{interestRateModel) .call(abi.encodewithSignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#588)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/GToken.scl#1562)
Event emitted after the callls):
- AccrueInterest(cashPrior, interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#470)
- error = accruelnterest() (contracts/CToken.sol#589)
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
- fail(TokenErrorReporter.Exzor(error), FailureInfo. REDEEM_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#592)
Reentrancy in CToken.redeemInternal(uint256) (contracts/CToken.sol#588-596):
xternal calls:
- error = accruelnterest() (contracts/CToken.sol#589)
- address{interestRateModel) .call(abi.encodeWithSignature(checkpointInterest{uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- redeenFresh(msg.sender, redeenTokens,8) (contracts/CToken.sel#595)
- allowed = comptroller.redeemAlloned{address(this), redeemer, vars. redeenTokens) (contracts/CToken.sol#672)
omptroller.redeemVerify(address(this), redeemer, vars.redeemAmount,vazs.redeenTokens) (contracts/CToken.sol#723)
- nonReentrant(false) (contracts/CToken.sol#588)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.scl#1582)
Event emitted after the callls):
~ Failure(uint266(err), uint26(info) opaqueError) (contracts/ErrorReporter.sol#23s)
- redeenFresh(msg. sender, redeenTokens,8) (contracts/CToken. 01459
- Failure(uint256(err),uint256(infe) @) (contracts/ErrorReporter.sol#226)
- redeemFresh(msg.sender, redeenTokens,8) (contracts/CToken.sol#595)
- Redeen(redeemer, vars. redeemAnount, vars.redeenTokens) (contracts/CToken.sol#720)
- redeemFresh(msg.sender, redeenTokens,8) (contracts/CToken.sol#595)
- Transfer(redeemer, address(this),vars.redeenTokens) (contracts/CToken.sol#719)
~ redeemFresh(msg.sender, redeemTokens,8) (contracts/CToken.sol#595)
Reentrancy in CToken.redeenUnderlyingInternal(uint256) (contracts/CToken.sol#684-612):
xternal calls:
- error = accrueInterest() (contracts/CToken.sol#685)
- address{interestRateModel) .call(abi.encodewithSignature (checkpointI
- nonReentrant(false) (contracts/CToken.sol#684)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.scl#1582)
Event emitted after the callls):
- AcerusInterest (cashPrior, intersstAccunulated, borrowIndexiew, totalBorroushon) (contracts,/Cloken. sol#476)
error = accruelnterest() (contracts/CToken.sol4605)
- Failure(uintZ5é(ers), uint266(infal ,8) (contracts/ErrorReporter. scl#226)
- fail(TokenErrorReporter.Error(error}, FailureInfo.REDEEM_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#608)
Reentrancy in CToken.redeenUnderlyingInternal(uint256) (contracts/GToken.s0l#684-612
External calls:
- error = accrueInterest() (contracts/CToken.sol#605)
~ addzess(interesthataodsl) . call (sbi. :n:udew:U\Slgnaluze(:he:kpnu\tl nt256),
- .6, ) (contracts/CToken.s0l#611)
- allowed = cmpnaller redeemAllowed(address(this), redeemer, vazs. redeenTokens) (contracts/CToken.sol#672)
- comptroller.redeenVerify(address(this), redeemer, vars.redeenAmount, vars. redeenTokens) (contracts/CToken.sole723)
- nummntmnt(falm (ontracts/CToken. s0l#604)
ompexollor beforeNonReentrant() (contracts/CToken.sol#1571)
ptroller. afterNonReentrant () (contracts/GToken.sol#1562)
Event em:\tuu after the call(s):
- Failure(uintz56(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
CToken. sol#611)

nt256), ssa)) (contracts/CToken.sol#473)

ssa)) (contracts/CToken.sol#473)

0,
- Failure(uint286(err), uint256 (info)  opaqueError) (contracts/ErrorAeporter.sol423s)
g.sender, 8, ) (contracts/CToken.sol#611)

- Red!em(!edeeme! vars. !edeelmmuunt vars.redeemTokens) (contracts/CToken.sol#728)
g.sender, 8, ) (contracts/CToken.sol#611)

- Tzansfe!(uﬂume! addross (this), vare.rodeenTokens) (contracts/CToken.soL#719)
g-sender, 0, ) (contracts/CToken. sol#611)

in CTeken. Internal(address,uint266) (contracts/CToken.sol#850-858):

External calls:
- error = accruelnterest() (contracts/CToken.sol#851)

- address(interestRateModel) .call(abi.encodewithSignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#673)
- nonReentrant(false) (contracts/CToken.sol#850)

~ comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)

- comptroller._afterNonReentrant() (contracts/CToken.scl#1562)

Event emitted after the call(s):
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— AccrueInterest(cashPrior,interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#478)
— error = accruelnterest() (contracts/CToken.sol#851)

- Failure(uint2s6(err),uint2s6(info),8) (contracts/ErrorReporter.sols226)
~ (fail(TokenErrorReporter.Exror{error),Failurelnfo.REPAY_BEHALF_ACCRUE_INTEREST_FAILED),@) (contracts/CToken.sol#854)

Reentrancy in CToken.repayBorrowBehalfInternal(address,uint256) (contracts/CToken.sol#B5@-B58):

External calls:

— error = accrueInterest() (contracts/CToken.sol#851)

- addzess (interestRateNodel) .call(abi . encodewithSignature (checkpointInterest(uintz5e) , borronRateMantissa)) (contracts/CToken.s0l4473)
wborrower, CToken.sol#857)

comptroller. upayaamm1ma<aamssxms;,payu,nnmnu,upaynmum (contracts/CToken. sol#886)

- allowed =
~ nonReentrant (false) (contracts/CToken.sol#858)
troller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sol#1562)
Event emitted after the call(s):
— Failure(uint256(err) uint256(info) @) (contracts/ErrorReporter.sol#226)
- zepayBorrowFresh(msg. sender, borzower, repayAnount) (contzacts/CToken.sol#857)
- Failure(uint256(err) uint256(info) ,opaqueError) (contracts/ErrorReporter.sol#23s)
- IeDaYBn!runFresh(lﬂsg semm.muamr,uuaymuunt» (cnnlxacls/(ﬂuken snwssn
~ RepayBorrom( vars.accounts -totall (contracts/CToken. s01#938)
- eDnvEu!ruwFreshhﬂsg send:r hc!xuwer Tepsykmount) (cantracts/CTaken. s014857)
address, uint256) (contracts/CToken.sol#B78-945):

in CToks
External calls:
— allowed = comptroller.repayBorrowAllowed(address(this),payer,borrower,repayAnount) (contracts/CToken.sol#880)
Event emitted after the call(s):
— Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter.sol#226
~ (Fail(Error.MARKET_NOT_FRESH, FailureInfo.REPAY_BORROW_FRESHNESS_CHECK),) (contracts/CToken.sol#887)

- Failure(uint256 (err) ,uint256(info) ,opaqueError) (contracts/ErrorReporter.sol#235
'ailOpague (Exror.COMPTROLLER_REJECTION, FailureInfo.REPAY_BORROW_COMPTROLLER_REJECTION,allowed),@) (contracts/CToken.sol#882)
- Failure(uint256 (err) ,uint256(info) ,opaqueError) (contracts/ErrorReporter.sol#23:

(fa)lﬂnﬂﬂun(E!!nr MATH. ERRGR Fa)lulsInfn.R[P!V _BORROW_ACCUMULATED_BALANCE. DA[DU[ATIGN |_FAILED,uint256(vars.mathErr)),8) (contracts/CToken.sol#898)

(contracts/CToken.sol#938)

epayzurruw( counts ,vars. tot
Reentrancy in CToken. Ituayﬂuxruwlnternal(u)ntZSE) (contracts/CToken. 501#834-842) :
xternal calls
— error = accrueInterest() (contracts/CToken.sol#835)
dress (interestRateModel).call(abi.encodeWithSignature (checkpointInterest(uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#83s)
ptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- AccrueInterest{cashPrior,interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#470)
- error = accruelnterest() (contracts/CToken.sol#835)
- FnLlur:(uLn(ZSE(:zz),uln(256(1nfu) @) (contracts/ErrorReporter.sol#226)
ail(TokenErrorReporter.Exror(error),FailureInfo. REPAY_BORROW_ACCRUE_INTEREST_FAILED) @) (contracts/CToken.sol#838)
Reontrancy in CToken.ropayBorrowInternal (uint256) (contracts/CTaken.sol#834-842):

xternal ealls
— error = accrueInterest() (contracts/CToken.sol#835)
- addzass (intarestRetoModal) .call (abi.ancadsMithSignature (cheskpaint Intarest (uint256), borranftataMatisza)) (contracts/CTaken.sol8:73)
(contracts/CToken-sol#84:

- repayBor
- allowed = cumnlmllu upayBazmnAllamu:aduuss(tms).nayu,bnrmnu,mpaumunn (contracts/CToken. 501#880)

~ nonReentrant(false) (contracts/CToken.sol#834)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (eontracts/CToken.sol#1582)

Event emitted after the call(s):

- FnLlur:(uLn(ZSE(:zz),uln(256(1nfu)

-50L#236)

(contracts/CToken. so1#841)

- Fallure(ulnt?Sb(eu),u)nl?Sé()nfu) ) (cuntracts/[rm!ﬁenarler.sulll?lé)
) (contracts/CToken.sol#841)
11

- repayBor 9.
(contracts/CToken. s01#938)

- Rwaysaum b X t vars.accountB ,vars. tot
tracts/CToken. s01#B41)
Reentrancy in CToken.seize(address,address, u)ntZEﬁ) Amntucts/crunn 50141661-1063) :
External calls:
- seizeInternal(msg.sender,liquidator, borrower, seizeTokens) (contracts/CToken.sol#1062)
owed = comptroller.seizeAllowed (address(this),seizerToken, liquidator,borrower, seizeTokens) (contracts/CToken.sol#1689)
— nenReentrant(true} (contracts/CToken.sol#1061)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToKen.sol#1582)
Event emitted after the call(s):
— Failure(uint256(err),uint256(info) opaqueError) (contracts/ErrorReporter.sol#235)
1(msg.sender, liquidator, borrower, seizeTokens) (contracts/CToken.sol#1062)

- seizeInterna
- Failure(uint256(err),uint256(info) @) (contracts/ErrorReporter.sol#226)
- seizeInternal(msg.sender, liquidator, borrower, seizeTokens) (contracts/CToken.sol#186:
- Reservesadded(address(this),vars.protocolSeizeAnount, vars. totalReservesNew) (contracts/CToken.sol#1148)

- seizeInternal(msg.sender,liquidator,borrower, seizeTokens) (contracts/CToken.sol#1062)
- Transfer (borromer, liquidator,vars.liguidatorSeizeTokens) (contracts/CToken.sol#1138
zeInternal(msg.sender, liquidator, borrower, seizeTokens) (eontracts/CToken.sol#1062)
- Transfer (borromer, address(this), vars.protocolSeizeTokens) (contracts/CToken.sol#113
zeInternal(msg.sender, liquidator, borrower, seizeTokens) (eontracts/CToken.sol#1062)
Reentrancy in CToken.seizeInternal(address,address,address,uint256) (contracts/CToken.sol#1687-1147)

xternal calls:
- allowed = comptroller.seizeAllowed(address(this), seizerToken,1iquidator, borrower, seizeTokens) (contracts/CToken.sol#1089)
Event emitted after the call(s):
~ Failure(uint286(err),uint266(info) @) (contracts/ErrorReporter.soli226)
ail(Error. INVALID_ACCOUNT_PAIR, FailureInfo.LIQUIDATE_SEIZE_LIQUIDATOR_IS_BORROWER) (contracts/CToken.sol#1896)
~ Failure(uint286(err),uint266(info), opagueErzor) (contracts/ErrorRoporter.sols23

e 0panus (Ervar . CONPTROLLER, REJECTION, FailureInfo. LIQUIDATE_SEIZE_COVPTROLLER REJEOTION, allowed) (contracts/CToken.sol#1091)

- Failure(uint256(err), uint256(info), ter.
2110paque(Exror . MATH_ ERROR, FailureInfo. LIQUIDATE_SEIZE_BALANCE_INCREMENT_FAILED, uint256(vars.mathErr)) (contracts/CToken. sol#1124)

- Failure{uint256(err), uint256tinfo),
- failopaque(Error.MATH_ERROR, nuuumfu.uuumns_ssns_uuucs_nscwznsw_nnsu,umtzsé(uu.mmsm; (contracts/CToken. s01#1168)
a)

- ReservosAdded (addresstthis), vars.protocolSeizeAnount, vars. totalReservesiion) (contracts/CToken. sol#11
- Transfer(borrower, 1iquidator,vars. liquidatorseizeTokens) (contracts/CToken.sol#1138)

- Transfer (borrower, address(this), vars.protocolSeizeTokens) (contracts/CToken.sol#1139)

Reentrancy in CToken.totalBorrowsCurrent() (contracts/CToken.sol#278-281):

External calls:
- require(bool, string) (acerueInterest() == uint25é(Error.NO_ERROR),acczue interest failed) (contracts/CToken.sol#279)
- address (interestRateModel).call(abi.encodewithsignature(checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)

- nonReentrant (false) (contracts/CToken.sol#278)
omptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1562)
Event emitted after the call(s):
- AccrueInterest(cashPrior, interestaccumulated, borrowIndexhew, totalBorronsNen) (contracts/CToken.solsa7e)
- zequire(bool, string) {accruelnterest( uint256(Erroz. NO_ERROR) ,accrue interest failed) (contracts/CToken.sol#279)
Reentrancy in CToken.transfer(address,uint266) (contracts/CToken.sol#162-164):
External calls:
~ transferTokens(msg.sender,msg. sendex, dst, amount) nt256(Error .NO_ERROR) (contracts/CToken.sol#183)
~ allowed = comptroller.transferAllomed(address(this), src,dst, tokens) (contracts/CToken.sol#95)
- nenReentrant(false) (contracts/CToken.sol#162)
- comptroller._ beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sol#1562)

Event emitted after the call(s):
- Failure(uint256(err), uint256(info), opaqueError) (contracts/ErrorReporter.sol#235)
~ transforTokens (msg.sender, msg.sender dst, amount) == uint266(Error.ND_ERROR) (eontracts/CToken.sol#163)

~ Failureluint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
- transferTokens (msg.sender, msg. sender, dst, amount) == uint256(Error.NO_ERROR) (eontracts/CToken.sol#163)

- Transfer(src,dst, tokens) (contracts/CToken.sol#147)
- transferTokens(msg.sender,msg.sender,dst, amount) == Uint256(Error.NO_ERROR) (contracts/CToken.sol#163)
5):

Reentrancy in CToken. trans ferf ron(address, address, uint256) (contracts/CToken.sol6173-

External calls
transforTokens(msg. sender, src, dst, amount) == uint256(Error.NO_ERROR) (contracts/CToken.sol#174)
- allowed = comptroller.transferAllowed(address(this),src,dst, tokens) (contracts/CToken.sol#95)
- nonReentrant(false) (contracts/CToken.sol#173)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
— comptroller. afterNonReentrant() (centracts/CTeken.sol#1se2)
Event emitted after the call(s):
- Failureluint256(err), uint256(info),
transferTokens (msg. sender, sre, dst, amount
- Failureluint256(err), uint286(info),8) (cnntxacls/E!rn!RﬂDnrtex s01#226)
- transferTokens (msg.sender, src, dst, amount) 56(Error.NO_ERROR) (contracts/CToken.sol#174)
- Transfer(src,dst, tokens) {contracts/CToken.sol#147)
- transferTokens (msg.sender, sre,dst, amount) == Uint256(Error.NO_ERROR) (contracts/CToken.sol#174)
Reentrancy in CToken.transferTokens(address,address,address,uint256) (contracts/CToken.sol#93-154):

(contract: ter.sol#235)
int256(Error .NO_ERROR) (contracts/CToken.sol#174)

xternal calls:
- allowed = comptroller.transferAllowed(address(this),src,dst, tokens) (contracts/CToken.sol#95)
Event emitted after the call(s):
~ Failure(uint256(err),uint256(infe), 8) (eontracts/ErrorReporter.sol#226)
- fail(Error.BAD_INPUT,FailureInfo. TRANSFER_NOT_ALLOWED) (contracts/CToken.sol#102)
- Failure(uint256(err), uint256(info), i t 35
- failopaque(Error.COMPTROLLER_REJECTION, FailureInfo. TRANSFER_COMPTROLLER_REJECTION,allowed) (contracts/CToken.sol#97)
- FnLluz:{uLn(ZSE(vn),ulnt256hnfw) @) (contracts/ErrorReporter.sol#226)
1(Exror.MATH_ERROR, FailureInfo. TRANSFER_NOT_ALLOWED) (contracts/CToken.sol#121)
- Fallu!e(ulnl?Sé(su),u)ntﬂSE()nfu) 8) (contracts/ExrorReporter.sol#226)
i1(Erzor.MATH_ERROR, FailureInfo.TRANSFER_NOT_ENOUGH) (contracts/CToken.sol#126)
- rnuuu(umussmn uint256(info),8) (contracts/ErrorReporter.solé226)

2i1(Error.MATH_ERROR, FailureInfo. TRANSFER_TOO_MUCH) (contracts/CToken.sol#131)
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- Transfer(src,dst, tokens) (contracts/CToken.sol#147)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3

CToken._functionCall(address, bytes,string) (contracts/CToken.sol#1596-1615) uses assembly
— INLINE ASM (contracts/CToken.sol#1685-1688)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage

CToken.doTransferIn(address,uint256) (contracts/CToken.sol#1543) is never used and should be removed
CToken.doTransferOut(address, uint256) (contracts/CToken.sol#1550) is never used and should be removed

CToken.getCashPrior() (contracts/CToken.sol#1537) is never used and should be removed

ComptrollerErrorReporter. fail(ComptrollerExrorReporter. Exror, ComptrollerErrorReporter.FailureInfo) (contracts/ErrorReporter.sol#69-73) is never used and should be remov
ConptrollerErrorReporter. failOpague (ComptrollerErrorReporter.Error, ConptrollerErrorReporter.FailureInfo, uint256) (contracts/ErrorReporter.sol#78-82) is never used and should be removed
Exponential.addExp(ExponentialNoError. Exp, ExponentiallNoError . Exp) (contracts/Exponential.sol#37-41) is never used and should be remove

Exponential.divExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#189-182) is never used and should be removed

Exponential.divScalar (ExponentialNoError.Exp, uint256) (contracts/Exponential.sol#91-98) is never used and should be remove

Exponential.mulExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#135-155) is never used and should be
Exponential.mulExp(uint256,uint?56) (contracts/Exponential.sol#168-162) is never used and should be remove
Exponential.mulExp3(ExponentialNoErroz.Exp, ExponentialNoErroz. Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#167-173) is never used and should be removed
Exponential.mulScalarTruncateAddUInt(ExponentialNoError.Exp,uint266, uint256) (contracts/Exponential.sol#79-86) is never used and should be removed

Exponential. subExp (ExponentialNoError. Exp, ExponentialNoError .Exp) (contracts/Exponential.sol#46-58) is never used and should be remove
ExponentialNoError.add_(ExponentialNoError.Double,ExponentialNoError.Double) (contracts/ExponentialNoError.so1#91-93) is never used and should be removed
ExponentialNoError.add_(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#87-89) is never used and should be removed
ExponentialNoExrror.div_(ExponentialNoError.Double,ExponentialNoError.Double) (contracts/ExponentialNoError.sol#171-173) is never used and should be removed
ExponentialNoError.div_(ExponentialNoError.Double,uint256) (contracts/ExponentialNoError.sol#176-177) is never used and should be remov
ExponentialNoError.div_(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#159-161) is never used and should be removed
ExponentialNoError.div_(ExponentialNoError.Exp,uint256) (contracts/ExponentialNoError.sol#163-165) is never used and should be removed
ExponentialNoError.div_(uint256,ExponentialNoError.Double) (contracts/ExponentialNoError.sol#179-181)
ExponentialNoError.div_(uint256,ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#167-169) is
ExponentialNoError.div_(uint256,uint256) (contracts/ExponentialNoError.sol#183-185) is never used and
ExponentialNoError.div_(uint256,uint256,string) (contracts/ExponentialNoError.sol#187-198) is never used and should be removed
ExponentialNoError. fraction(uint266, uint256) (contracts/ExponentialNoError.sel#192-194) is never used and should be removed
ExponentialNoError.greaterThanExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#66-68) is never used and should be removed
ExponentialNoError.isZeroExp(ExponentialNoError.Exp) (contracts/ExponentialNoError.sl#73-75) is never used and should be removed

ExponentialNoError. lessThanExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#52-54) is never used and should be removed
ExponentialNoError. lessThan0rEqualExp (ExponentialNoError. Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#59-61) is never used and should be removed
ExponentialNoError.mul_(ExponentialNoError.Double,ExpenentialNoError.Double) (contracts/ExponentialNoError.sol#134-136) is never used and should be removed
ExponentialNoError.mul_(ExponentialNoError.Double,uint256) (contracts/ExponentialNoError.sol#138-148) is never used and should be removed
ExponentialNoError.mul_(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#122-124) is never used and should be removed
ExponentialNoError.mul_(uint256,ExponentialNoError.Double) (contracts/ExponentialNoError.sol#142-164) is never used and should be remov
ExponentialNoError.safe224(uint256, string) (contracts/ExponentialNoError.sol#77-88) is never used and should be removed
ExponentialNoError.safed2(uint256, string) (contracts/ExponentialNoError.sol#82-85) is never used and should be removed
ExponentialNoError.sub_(ExponentialNoError.Double, ExponentialNoError.Double) (contracts/ExponentialNoError.sol#169-111) is never used and should be removed
ExponentialNoError . sub_{ExponentialNoError. Ew.Ewnnent)alNuErmr Exp) (contracts/ExponentialNoError.sol#105-187) is never used and should be removi

ghts() (contracts/Comptr 501#36-38) is never used and should be removed

https://github. cnm/crvtlr:/slithe!/w)kl/ﬂ!tettu! Documentation#dead-code

emoved

is never used and should be removed
never used and should be removed
should be removed

Unitzoll
Reference:
Low Juval el in Craken. finishInterestAccrual (uint256,uint266,uint256, uint256) (contracts/CToken.sol#437-476):
dress(interestRateModel).call(abi. en:udﬂhthS)unntux:(checkpu)ntInterest(u)ntZSE) borrowRateMantissa)) (contracts/CToken.sol#473)

Low level call in CToken._: Fresh( « CToken.sol#1479-1512)

- mus(amlnnusmam«um;.can(am.encuumms;gmmmusnrnteu;mneckpmn:s(m (contracts/CToken. s01#1566)

- address(newInterestRateModel) .call(abi.encodeWithSignature(checkpointInterest())) (contracts/GToken.sol#1569)
Low level eall in CToken._functionCall(address,bytes,string) (contracts/CToken.sol#1596-1615):

- (success, returndata) = target.call(data) (contracts/CToken.sol#1597)
Refezence: https://github.com/crytic/slither/wiki/Detector-Documentation#lon-level-calls

Function CEtherDelegate._beconsInalenentation(bytes) (contracts/CEtherDelegate.sol#20-30) is nat in mixedCa
Function CEtherDelegate._setImpl bool, bytes) (contract: oEthorDalagata. sol47i 89) is not in mixedCase
Function CEtherDelegate. prepare() (cnntxacts/citheruelegate 501#86-91) is not in mixedCa:

Function CToken. setAdninFae (1in€286) (contracts/Cloken.aol#176-1180) is not in mixedCase

Function CToken._setReserveFactor(uint256) (contracts/CToken.sol#1241-1249) is not in mixedCase

Function CToken. reduceReserves(uint256) (contracts/CToken.sol#1285-1293) is not in mixedCase

Function CToken. withdzawFuseFess(uint266) (contracts/CToken.sol#1348-1366) is not in mixedCase
_withdrawAdninFees(uinta56) (contracts/CToken.sol#1484-1412) is not in mixedCase

setInterestRateModel (InterestRateModel) (contracts/CToken.sol#1463-1471) is not in mixedCase
_setNameAndsymbol(string, string) (eontracts/CToken.sol#1621-1528) is not in mixedCase

Parameter CToken._setNameAndSynbol(string, string). name (contracts/CToken.sol#1521) is not in mixedCase

Parameter CToken._setNameAndSymbol(string, string)._symbol (centracts/CToken.sol#1521) is not in mixedCase

Constant CTokenAdminStorage.fuseAdnin (contracts/CTokenInterfaces.sol#12) is not in UPPER_CASE_WITH_UNDERSCORES

Variable CTokenStorage._notEntered (cnnuacts/n'rakenlntufaus.sal«u) is not in mixedCase
‘TokenInterf: 1#39) is not in UPPER_CASE_WITH_UNDERSCORES

Constant C
Constant C orPl issa (contracts/CTokenInterfaces.sol#4) is not in UPPER_CASE_WITH_UNDERSCORES
Variable C i (contracts/CTokenInterfaces.sol#49) is not in mixedCase

is not in UPPER_CASE_WITH_UNDERSCORES

Constant CTokenInterface.isCToken (contracts/CTokenInterfaces.sol#151)
is not in UPPER_CASE_WITH_UNDERSCORES

Constant CTokenInterface.isCEther (contracts/CTokenInterfaces.sol#156)
Constant CEtherInterface.isCEther (contracts/CTokenInterfaces.sol#297) is not in UPPER_CASE_WITH_UNDERSCORES
Function CDelegateInterface._setInplementationSafe(address,bool,bytes) (contracts/CTokenInterfaces.sol#319) is not in mixedCase
Function CDelegateInterface. becomeImplementation(bytes) (contracts/CTokenInterfaces.sol#326) is not in mixedCase

Function CDelegateInterface. prepare() (contracts/CTokenInterfaces.sol#332) is not in mixedCase

Function ComptrollerInterface. beforeNonReentrant() (contracts/ComptrollerInterface.scl#76) is not in mixedCase

Constant UnitrollerAdninStorage. fuseAdnin (contracts/ComptrollerStorage.sol#11) is not in UPPER_CASE_WITH_UNDERSCORES
Variable ComptrollerVaStorage. mintGuardianPaused (contracts/Comptrollerstorage.sol#145) is not in mixedCase

Variable ComptrollerV2Storage. borrowGuardianPaused (cunl!acts/camntrullexstuxage 501#146) is not in mlxedl}ase

Variable Comptroll 11 172) is not in mixedCa

Variable Comptrollervastorage. notEnteredInitialized Ktuntzacts/cumnt!nllezstnran!.50151175) 1 e i mixedca

Funetion ExponentielNoError il SealarTruncats(ExponentialioEreer Exp,uint256) (santracts/Exponantialiobrror. sol#36-39) is not in mixedCase

Function ExpenentialNoError.mul_ScalarTruncateAddUInt (ExponentialNoError.Exp,uint286,uint256) (contracts/ExponentialNoError.sol#4é—47) is not in mixedCase
Constant ExponentialNoError.expScale (contracts/ExponentialNoError.sol#11) is not in UPPER_GASE_WITH_UNDERSCORES

Constant ExponentialNoError.doubleScale (contracts/ExponentialNeError.sol#12) is not in UPPER_CASE_WITH_UNDERSCORES

Constant ExponentialNoError.halfExpScale (contracts/ExponentialNoError.sol#13) is not in UPPER_CASE_WITH_UNDERSCORES

Constant ExpanentialNGE. (contract NoError.sol#14) is not in UPPER_CASE_WITH_UNDERSCORES

Constant InterestRateModel.isInterestRateModel (contracts/InterestRateModel.sol#9) is not in UPPER_CASE_WITH_UNDERSCORES

Constant PriceOracle.isPrice0racle (contracts/PriceOracle.sol#7) is not in UPPER_GASE_WITH_UNDERSCORES

Reference: https://github.com/crytic/slither/wiki/Detector-Documentationgeonformance-to-solidity-naming-conventions

Redundant expression "data (contracts/CEtherDelegate.sol#22)" inCEtherDelegate (contracts/CEtherDelegate.sol#1e-92)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationsredundant-statements

Variable CToken.seize(address, address,uint256).seizeTokens (contracts/CToken.sol#1861) is too similar to en.seizelnternal (address,address, address,uint256) .seizerToken (contracts/CToken.sol#1687)

Variable CToken.liquidateBorrowFresh(address,address,uint256,CTokenInterface) . seizeTokens (contracts/CToken.sol#1625) is too similar to CToken.seizeInternal(address,address,address,uint256).seizerToken (contracts/C
Varisble CTokenInterface.seize(addross, sddress, uint2ss).seizeTokens (contracts/CTokenInterfaces.sol#26z) is too similer to CToken.seizeInternal(sddress, sddress, address,uint25e).seizeroken (contracts/Cloken.sol#108
variable CTok izeInternal(address, add dd uint256) .seizeTokens (contracts/CToken.sol#1087) is too similar to CToken.seizeInternal(address,address,address,uint256).seizerToken (contracts/CToken.sol#1087)
Reference: https://github.com/crytic/slither/miki

#var: oo-similar

GlokenStorage.__pendinaAdnin (contracts/CTokenlnterfaces. sol#49) is nevr used in CEtherDelegste (contracts/CEtherDelegate.sol#10-92)
Comptrollervist (eontracts/Comptrollerst 501#70) is never used in ComptrollerV3storage (contracts/ComptrellerSterage.sel#153-176)
ComptrollerVastarage. bortoners (cantracts/Conptrallorstorage. sol#121) is mover ueed in Compirollervastarage Acuntucts/mmpuau"smzaue 501#153-176)

Comptroller! ComptrollerSt 1#117) is never used in Comptro tract: 50L#163-176)
ConptrollerVastorage.whitalistIndexes (contracts/ComptrollerStorage.sol#137) is never used in ComptrollervaStorage (contracts/ComptrollorStarage.sol#153-176)
GomptrollerVastorage. notEntered (contrasts/ComptrollerStorage.sol#172) is never used in ComptrollerVaStorage (contracts/ComptrollesStorage . sol#153-176)
Comptrollervast Initialized ts/ConptrollerSt, 175) is never used in ComptrollerviStorage (contracts/ComptrollerStorage.sol#153-176)

Reference: httus'//nithub.cum/trytlc/sl)thex/w)kl/netettu! bocunentationdunused stats-varisble

CErczestorage.underlying (contracts/CTokenInterfaces.sol#276) should be constant
CTokenStorage. __pendingAdmin (contracts/CTokenInterfaces.sol#49) should be constant
ComptrollerViStorage.closeFactorMantissa (contracts/ComptrollerStorage.sol#6a) should be constant
ComptrollerViStorage.liquidationIncentiveMantissa (contracts/ComptrollerStorage.sol#65) should be constant
ComptrollerVist Comptrollerst 501#70) should be constant
Comptrollervastorage. borrowGuardianPaused (contracts/ComptrollerStorage.sol#166) should be constant
ComptrollerV2Storage. mintGuardianPaused (contracts/ComptrollerStorage.sol#145) should be constant
Comptrollervastorage.enforcohhitelist (contracts/ComptrollerStorage.sol#128) should be constant
ComptrollerV2Storage . pausebuardian (contracts/ComptrollerStorage.sol#144) should be constant
ComptrollerV2Storage. seizebuardianPaused (contracts/ComptrollerStorage.sol#148) should be constant
Comptrollervastorage. transferGuardianPaused (contracts/ComptrollerStorage.sol#147) should be constant
ComptrollerVaStorage._notEntered (contracts/ComptrollerStorage.sol#172) should be constant
Comptrollervastorage. notEnteredInitialized (contracts/ComptrollerStorage.sol#17E) should be constant
ComptrollerVastorage . autolnplementation (contracts/ConptrollerStorage.s0l#157) should be constant
ptrollerst 501#168) should be constant

Comptrollervast
UnitrollerAdminStorage.admin (tuntracts/cumnt!ullexstnrage.snltﬂ&i Chould ba constant
UnitrollezAdminStorage. « ComptrollerSt: 501#31) should be constant

UnitrollerAdninStorage.comptrollerimplementation (contracts/ComptrollerStorage.sol#43) should be constant
UnitrollerAdninStorage. fuseAdninHasRights (contracts/ComptrollerStorage.sol#26) should be constant
UnitrollerAdminStorage.pendingAdmin (contracts/ComptrollerStorage.sol#21) should be constant
UnitrollerAdninStorage. pendingComptrollerInplementation (contracts/ComptrollerStorage.solé4s) should be constant
Reference: https://github.com/crytic/slither/wiki abl 1

1n)t1a111c(EnlﬂullallsrlntelfacﬂyIntelsslﬁaln“udsl.st!)ng-stnngyulntZSﬁ uint256) should be declared exter b
or.initialize(ComptrallorInterface, InterestRateModol, s tring, string, uint256, uint256) (contracts/CEther.sol419-29)
s:tInte!:stRat:Mad:l[InteItisal:Mudtl) should be declared external:
— CToken._setlr L(.
- CTokenInterface._
Reference: https://github.com/crytic/slither/wiki,

) C CToken.sol#1463-1471)
setInterestRateModel(InterestRateModel) (contracts/CTokenInterfaces.sol#269)
ion#public—functis 1 ternal
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ChainlinkPriceOracleV2.sol

[Rﬂlﬂupgrfmcab]b __g3p (node_modules/ ‘token/ERC20/E le.s0l#312) shadows:
- ContextUpgradeable

Lin/ 1
{node_modules/Gopenzeppelin/contracts-upgradeable/utils/ContextUpgradeable. sol#31)
Reference: https://github.com/crytic/slither/wiki abl.

ChainlinkPriceOracleV2.constructor(address,bool).

_admin (contracts/oracles/ChainlinkPrice0racleV2.s0l#67) lacks a zero-check on
admin = _admin (contracts/oracles/ChainlinkPriceOracleV2.sc:

ChainlinkPriceOraclev2. changeAdnin(address) .newAdnin (contracts/oracles/ChainlinkPriceOracleV2.501475) lacks a zera-check on

— admin =

newhdnin {contracts/oraelos/ChainlinkPriceoraclov2. so
Reference: https://github.con/crytic/slither/wiki/Detect -zero- lidation
Addressupgradeable. isContract (address) (node_modu linfcontract Le/util le.501#26-35) uses assembly
INLINE ASM (node_ in utils/) le.s01#33)
Addressupgradeable. verifyCallResult(bool, bytes, stllngi (node. in/cont: lefutils/) le.s0l#147-164) uses assembly
INLINE ASM (node_ Le/utils/! le.s01#156-159)
Refazence: hetps://github. sonLryeic) sl tner/wiki/Dutoctos Dacunentation¥as enbly-usoge
pifferent versions of Solidity is use
- Version used: 12', '>8.4.24<0.8.8', '>=0.6.09<0.8.8', '>=0.6.2<0.8.0']
- »=0.6.08<6.8.0 (nude nodules in/cont: 1e/math/Saf eMa 01#3)
4<0.8.8 (node_modu linfeontract le/proxy/Initializable. suwu
~ 520.6.8<0.8.0 (node_nodules in/cont: e/ token/ERC20/ le.s0l#3)
- >=0.6.8<0.8.0 (node_modules in/cont: 1o/token/ERC20/T 01#3)
- »=0.6.2<6.8.0 (node_modules. in/cont: le/utils/ le.s01#3)
- »-0.6.0<0.8.9 (node_modules in/ le/utils le.sol#3)
- 8.6.12 (cantucts/extuna]/:halnhnk/ﬁuglegatu!VSIntufnce sol#2)
- 0.6 external/compound/!
- 8.6.12 (contracts/external/compound/CToken. sol
- 8.6.12 (contracts/external/conpound/Price0racle.sol#2)
- 8.6.12 (contracts/oracles/BasePriceOracle.so
- 8.6.12 (contracts/oracles/ChainlinkPricedraclev2.sol#2)
Reference: https://github.con/crytic/slither/wiki on#diff prag
AddressUpgradeable._verifyCallResult(bool,bytes, string) {node n/ le/utils Le.s50l#147-164) is never used and should be removed
AddressUpgradeable. functionCall(address, bytes) (node_modul Lin/contract util su]m-su is never used and should be removed
AddressUpgradeable. functionCall{address, bytes,string) (node_modul 1in/contract. util 89-91) is never used and should be removed
AddressUpgradeable. functionCallWithvalue (address, bytes,uint256) (node_modul, linfcontract. 1e/util ©.501#104-106) is never used and should be removed
AddressUpgradeable. functionCalliithValue (address, bytes, uint256, string) (node_modul linfcontract Le/util €.501#114-121) is never used and should be removed
le. 11 (add: bytes) (node_modu SH Le/util 1e.501#129-131) is never used and should be remove:
AddressUpgradeable. functionstaticCall(address, bytes, string) (node_modu infcontract. Le/utils/) .501#139-145) is never used and should be removed
AddressUpgradeable. isContzact (address) (node s 1i Le/util Le.201426-36) is never used and should be renoved
AddressUpgradeable. sendvalue(address, uint256) (node_modu linfcontract Le/util ©.501#53-59) is never used and should be removed
ContextUpgradeable.__Context_init() (node_modul lin/contract Le/utils/Con e.501#17- m is never used and should be removed
ContextUpgradeable.__Context_init_unchained() (node_modu linfeontract le/utils, le.501#21-22) is never used and should be removed
ContextUpgradeable. nsgbata() (node_modules Lin/contract: le/utils ontextlUpgradeable . sold27 30) is never used and should be remove
ERC20Upgradeable.__ERC26_init(string,string) (node_module n 1a/token/ERC20/! is never used and should be removed
ERC20Upgradeable._ERC20_init-unchained (string, string) (node_modules Lin/contract: i ‘token/ERC20/ 0l#61-65) is never used and should be removed
ERC20Upgradeable. _burn (address, uint266) (node_modul token, le.50l#255-263) is never used and should be removed
ERC26Upgradeable._mint(address,uint256) (node_modul, 1in/contract. token le.s01#234-242) is never used and should be removed
ERC28Upgradeable._setupDecinals(uint8) (node_modu lin/contract. le / ©.501#293-295) is never used and should be removed
Initializable._isConstructor() (node_modules/@openzeppelin/contracts—upgradeable/proxy/Initializable.sol#52-56) is never used and should be remove
SafeMathUpgradeable. div(uint256,uint256, string) (node_modules. Lin/contract: 1e/math/SafeMa ©.501#198-193) is never used and should be remov
SafeMathUpgradeable.mod (uint256,uint256) (node_module: Lin/ 1a/math 1o.501#152-165) is never used and should be rems
SafeMathUpgradeable.nod (uint256,uint256, string) (node_modules. Lin/contract: 1e/math/SafeMa €.501#218-213) is never used and should be remov
SafeMathUpgzadeable. sub(Uint256,uint256) (nede_modules Lin/ cts— 1e/math, le.501#101-104) is never used and should be removed
safeMathUpgradeable. tryAdd(uint256,uint256) (node_madules 1in/contract: mat le.s0l#24-28) is never used and should be removed
SafeMathUpgradeable. tryDiv(uint256,uint256) (node_modules Lin/contract: mat 1e.501#60-63) is never used and should be removed
SafeMathUpgradeable. tryMod (uint256,uint256) (node_modules 1in/contract: mat 1le.501#70-73) is never used and should be removed
SafeMathUpgradeable. tryMul (uint256,uint256) (node_modules 1in/contract: mat 1le.501#45-53) is never used and should be removed
SafeMathUpgradeable . trySub(uint256,uint256) (nods_module: 1in, 1o.501#36-38) is
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#dead-cade

never used and should be removed
Pragma version:

.6.8<0.8.9 (node._

in/cont: 1e/math/SateMa le.sol#3) is too cumplu
.4.24<0.8.8 (node_modules/Bopenzeppelin/contracts— upundeanle/pmw/lmnahzable.salm» is too comp
.6.8<0.8.0 (node

X token /ER o50143) 15 too conplox
.6.0<0.8.0 (node_ in/cont: I tukenfEN:Zﬂ/Y s501#3) is too complex
.6.2<0.8.0 (mm in/eont: le/utils/) le.s0l#3) is too complex
.6.0<0.5.0 in/cont: Le/utils/Contex le.501#3) is too complex
Rafarance: hetps://aiehib.con)orytic/slithes/miks i Lidity
Low level call in AddressUpgradeable.sendvalue(address,uint256) (node_medul 1i Le/util +501#53-59)
- (suceess) = recipient.call{value: amount}() (node_modul Lin/contract. util s01457)
Low level call in Addressupgradeable.functionCallwithValus (address,bytes,uint2se, string) (nods_modu 1 Le/util Le.501#114-121):
- (success, returndata) < target.call{value: value} (data) (nodo_modul in/contract e/util s01#119)
Low level call in f bytes,string) (node
- (success,returndata) =

_ n/ util Le.501#139-145) ¢
ta!g!t staticcall(data) (node_ Jn/cnntxa:t Le/utils/) Le.501#143)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-level-cal

Function ERC28Upgradeable.__ERC20_init(string,string) (node_modul

lin/contract le/t / 501#56-59) is not in mixedCase
Function ERC20Upgradeable._ ERC20_init_unchained(string, string) (node n Le/token/ERC20/ le.s0l#61-65) is not in mixedCase
Variable ERC2@Upgradeable.__gap (node_modules infcon Le/taken/ERC28/ le.s0l#312) is not in mixedCase
Function ContexiUpgradesbis . Context init() (node modules Lin/contracts- le/utils le.50l#17-19) is not in mixedCas:
Function Contextupgradsals. _Context_init.unchained() (nads.modules. lin/contract: utils/Contex le.s0l#21-22) is not in mixedCase
Variable ContextUpgradeable (node_nodules n/contract

ut tex le.501#31) is not in mixedGase
Reference: https://github. cum/czytlc/sl)the!/w)kl/Detectu! Documentation#confornance-to-solidity-naming-conventions
Redundant expression "this (node_modules. utils, le (node_modul, e/utils,
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#redundant-statements
ERC20Upgradeable.__gap (node_madul contr: le.s0l#312) is never used in
Reference: https anlhub.cam/crytlc/sl)thu/w)kl/ﬂetectu! Docimentationfunesd-statevariabis

le.s01#28)" i

sol#16—

le (node_ infcontract. Le/token/ERC20/ERC28UD
name() should be declared external:
~ ERC20Upgradeable.name() (node_modules token,
symbol() should be declared external:
- ERC2eUpgradeable.symbol() {node_modu: Le/token/ERC20/
decimals() should be declared external:
- ERC26Upgradeable.decimals() (node_modules Lin/contracts-, e/ token/ERC20,
totalsupply() should be declared external:
ERC20Upgradeable. totalSupply() (node_modules, 1in/contract: token.
balanceOf (address) should be declared external:
C26Upgradeable. balance0f (address) (node_modules.
uansfu(aunuss uint256) should be declared extern
- Upgradeable. transfer (address, uint266) (node_modules infcontracts— le/token/ERC20/
allanance(address,address) should be declared externa
26Upgradeable. allouance(address, address) (nods_modul linfeontract
anumve:aduuss,umzsm should be declared external:
Upgradeable.approve (address,uint256) (node_modules. Lin/contract: e/ token/ERC20,
uansfurmmauuuss eddzess, uink256) should be declared extex

le.s01470-72)

e.501#78-80)

le.sol#95-97)

le.s0l#102-104)

in/contracts—i 1e/token/ERC26/

le.s01#189-111)

le.s01#121-124)

Lo/t /i 501#129-131)

le.0l#148-143)

address, uint2se) (node modul 1in,
)ntzeasealluwanc!(add!:ss uint256) should be declared extern:

&/ token/ER( le.s0l#158-162)
— ERC28Upgradeable. increaseAllowance (address, uint256) (node_modul 1
decreaseAllowance(address,uint266) should be declared external:

- ERC26Upgradeable.decreaseAllowance (address, uint256) (node_modul
Reference:

token, le.s0l#176-179)

1in/contract: toker
Necps 7/ ehub.con/cryt L6/ sither /Wiki/Detor or DocunentationtpubLic. funerion. that-could- b doclorod-oxtarnal

le.s01#195-198)
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CTokenInterfaces sol

UnitrollerAdninStorage.admin (co
- UnitrollerAdninstorage. ha
Reference: hi

Comptroller
~Documentationfuninitialized-s

ate-variables

E[Dzamnnsunu.mint.m:. (contracts/EIP28NonStandardInterface.s0148-78) has incorrect ERC28 function interfac:
Interface ( E: Interface.sol#8-70) has incorrect ERC20 function interfac

1P28NonStandardInterfac
1P28NonStandardInterface. transferFrom(ad,

hatatonca: https://github.com/crytic/slither/wiki/Detector-Docunentation#incorrect—ercze-interface

CToken.acerueInterest() (contracts/CToken.sol#411-432) uses a dangerous striet equality:
- accrualBlockNumber == currentBlockNumber (contracts/CToken.sol#416)
CToken.accrueInterest() (contracts/CToken.sol#411-432) uses a dangerous strict equality:
— require(bool, string) (mathErr == MathError.NO_ERROR, could not calculate block delta) (contracts/CToken.sel#i29)
CTokon. balanceOfUnderlying (address) (contracts/Croken. 2016217 222) Uses a dangerous striet squslity:
—~ require(bosl, string) (mErr == MathError.NO_ERROR,balance could not be calculated) (contracts/CToken.sol#228)
CToken. borronbaiancestered (addrese) (contraces/Croken. sol#208-392) uses a dangerous strict squslity:
 require(bool, string) (exr == MathError.N0_ERROR, borrowBalanceStored: borromBalanceStoredInternal failed) (contracts/CToken.sol#308)
CarofulMath.4LUTNE (Wi (256, 0int256) (contzacts/CarefulNath. sol041 47) uses 4 dangerous sCrict eaulity:
@ (contracts/CarefulMath.sol#42)
CToken. exchangeRateStored() (contracts/CToken.sol#355-359) uses a dangerous strict equality:
- require(bool, string) (err == MathError.No_ERROR, Internal failed) (contracts/CToken.sol#357)
axchangeRateStoredInternal () (contracts/CToken.sol#366-396) uses a dangerous strict equality:
_totalSupply == @ (contracts/CToken.sol#368)
CToken.initialize(ComptrollerInterface, InterestRateModel, uint256,string, string, uints, uint256,uint256) (contracts/CToken.sol#34-75) uses a dangerous strict equality:
- require(bool, string) (accrualBlockNumber == @ && borrowIndex == @,initalized-only-once) (contracts/CTaken.sol#43)
CToken. initialize(ComptrollerInterface, InterestRateModel, uint256,string, string, uints, uint2s6,uint266) (contracts/CToken.sol#34-75) uses a dangerous strict equality:
~ require(bool, string) (exr == uint256 (Error.NO_ERROR), setting irm failed) (contracts/CToken.sol#5%)
CToken. initiali 1lerInterface, I 1,uint256,string, string, uints, uint266, uint256) (contracts/CToken.sol#34-75) uses a dangereus strict squality
requira (bool, string) (exr — uintzss Error.o. ERROR), setting reserve factor failed) (contracts/CToken.sol#67)
CToken. initials terface, I 1, uint256,string, string, uint8, uint256, uint266) (contracts/CToken.sol#34-75) uses a dangerous strict equality:
require(bool, :t!)ngb(nxr Uint256 (Error.NO_ERROR), setting admin foe failed) (contracts/CToken.sol#71)
CToken. liquidateBorzowFresh(address, address, uint256, CTokenInterface) (contracts/CToken.sol4981-1050) uses a dangsrous strict squality
quire (bool, string) (amountSeizeError == Uint266(Error.NO_ERROR), LIQUIDATE_COMPTROLLER_CALCULATE_AMOUNT_SEIZE_FAILED) (contracts/CToken.sol#1026)
cToken. liquidateBorrowFresh(address, address, uint256,CTokenInterface) (contracts/CToken.sols981-1850) uses a dangerous strict equality:
~ require(bool, string) (seizefrror int256 (Error.NO_ERROR} , token seizure failed) (contracts/CToken.sol#1048)
CToken.mintFresh(address, uint266) (contracts/CToken.sol#511-580) uses a dangerous strict equality:
- require(bool, string) (vars.mathErr == MathError.NO_ERROR, MINT_EXCHANGE_CALCULATION_FAILED) (contracts/CToken.sol#557)
L.mul alNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.solf135-155) uses a dangerous strict equality:
~ assert(bool)(err? == MathError.No_ERROR) (contracts/Exponential.sol#152)
GarefulNath. mulUInt (uint25, uint256) (contracts/CarefulMath.sol#24-36) uses a dangerous strict equality:
@ (contracts/CarefulMath.sol#25)
Elpnnlnt)ulNuEr!nr mul_(uint256,uint256, string) (contracts/ExponentialNoError.sol#15e-157) uses a dangerous strict equality:
@ || b == @ (contracts/ExponentialNoExror.sol#151.
ExponentiaiNaError-mul_ (Winta56, uint256, 4tring) (contractssExponentisINoEEFOr.sol#150-157) usos a dangerous strict equality:
~ require(bool, string) (c / a == b,errorMessage) (contracts/ExponentialNoError.sol#155)
cToken. dd da uint2s6) ( ‘Token.sol#878-945) uses a dangerous strict squality
- require(bool, string) (vars.mathErr == MathError.NO_ERROR,REPAY_BORROW_NEW_ACCOUNT_BORROW_BALANCE CALCULATION_FAILED) (contracts/CToken.sol#927)
CToken. repayBorrouFresh (address,address, uint256) (contracts/CToken.sol#878-945) uses a dangerous strict equality:
— require(bool, string) (vars.mathErr == MathError.NO_ERROR, REPAY_BORROW_NEW_TOTAL_BALANCE_CALCULATION_FAILED) (contracts/CToken.sol#930)
CToken. seizeInternal(address, address, address,uint258) (contracts/CToken-sol#1887-1147) uses a dangerous strict equality:
- require(bool, string) (vars.mathErr == MathError.NO_ERROR, exchange rate math error) (contracts/CToken.sol#1115)
CToken. transfer(address, uint266) (contracts/CToken.sol#162-164) uses a dangerous strict equality:
— transferTokens(msg.sender,msg. sender, dst, amount) nt256 (Error .NO_ERROR) (contracts/CToken.sol#163)
CToken. transferFrom(address, address,uint256) (contracts/CToken.sol#173-175) uses a dangerous strict equalit
— transferTokens(msg.sender, src,dst, anount) == uint256(Error .NO_ERROR) (contracts/CToken.sol#174)
Reference: https://github.com/crytic/slither/wiki/! ct-equalities

ntrancy in CToken._ beforeNonReentrant(bool) (contracts/CToken.sol#1569-1573):
xternal calls.
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
State variables written after the call(s):
_notEntered = false (contracts/CToken.sol#1572)
Reentrancy in CToken. reduceReserves(uint256) (contracts/CToken.sol#1285-1293):
External calls:
- error = accrueInterest() (contracts/CToken.sol#1286)
dress(interestRateModel).call(abi.encodewithSignature(checkpointInts
- nonReentrant(false) (centracts/CToken.sol#1285)
- comptroller._ beforeNonReentrant () (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant{) (contracts/CToken.sol#1582)
State variables written after the call(s):
- _reduceReservesFresh(reduceAmount) (contracts/CToken.sol#1292)
~ totalReserves = totalReservesNew (contracts/CToken.sol#1333)

st (uint256), borrowRateMantissa)) (contracts/CToken.sol#473)

ntrancy in CToken
xternal calls
- error = accruelnterest() (contracts/CToken.sol#1177)
- address (interestRateModel).call(abi.encodewithsignature(checkpointInterest (uint266),borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#1176)
~ comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
comptroller. afterNonReentrant() (contracts/CToken.so1#1582)
State variables written after the call(s):
- _setAdninFeeFresh(newAdminFeeMantissa) (contracts/CToken.sol#1183)
- adminFeeMantissa = newAdminFeeMantissa (contracts/CToken.sol#1217)
- _setAdninFeeFresh (newAduinFeeMantissa) (:untzscts/CTuk-n s01#1183)
- Token.sol#1227)
Reentrancy in CToken. setInteres tRatoNodsl (Tntores thatoNodel) (ontracts/CToken.sol#1663-1671):
xternal calls:
- error = accruelnterest() (contracts/CToken.sol#1664)
- address(interestRateModel).call(abi. encodeWithSignature(sheckpointInt
- _setm) 1Fresh( 1 Token.s01#1470)
- address (oldInteresthateNodsl).call (shi. encodeirithsignatura(zesstintorestCheckpointa())) (contracts/CTokens0l#1506)
- address( 1).call(abi,enc ntInterest())) (contracts/CToken.sol#1509)
State variables written after the call(s):
- _setl 1Fresh(;

setAdminFee({uint256) (contracts/CToken.sol#1176-1184):

st(uint256),borronRateMantissa)) (contracts/CToken.sol#473)

1) ( Token.sol#1470)
- interestRateModel = newInterestRateModel (contracts/CToken.sol#1509)
ntrancy in CToken._ setReserveFactor (uint256) (contracts/CToken.sol#1241-1249):
External ealls:
accrueInterest() (contracts/CToken.sol#1242)
~ address(interestRateModal).call(abi.encodeWithSignature(chackpointIntazast (uint256),borrawRateMantissa)) (eontracts/CToken.sol#473)
ntrant(false) (contracts/CToken.sol#1241)
~ comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
Stats variskles weitten after the call(s):
stRaservaFactorFrash (newlesaryeFactorkantissa) (contracts/CToken.sol#12e8)
antissa orMantissa (contracts/CToken.sol#1273)
ntrancy in CToken..wi thazowAdninFans (Uint26) (contracts/CTaken-so1#Laoi 1412)
External calls
- error = accrusInterest() (contracts/CToken.sol#1485)
- address(interestRateModel).call(abi.encodewithsignature(checkpointInterest (uint256), borrowRateMantissa)) (contracts/CToken.so1#473)
ntrant(false) (contracts/CToken.sole1404)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
~ comptroller._afterNonReentrant() (contracts/CToken.sol#1562)
State variables written after the call(s):
- _withdrawAdminFeesFresh{withdrawAnount) (contracts/CToken.sol#1411)
- totalAdminFees = totalAdminFeesNew (contracts/CToken.sol#1649)
ntrancy in CToken. withdrawFuseFees(uint256) (contracts/CToken.sol#1348-1356):
xtornal calls
~ error = accruelnterest() (contracts/CToken.sol#1349)
- address (interestRateModel).call(abi.encodeWithSignature(checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
ntrant(false) (contracts/CToken.sol#1348)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
State variables written after the call(s):
— _withdrawFuseF oesFresh (withdrawAmount) (contracts/CToken. sol#1355)
- totalFuseFees = totalFuseFeesNew (contracts/CToken.sol#1391)

- error

- nonk,

in CToken. dds nt256) ( Token . s01#755-827) :
External calls:
- allowed = comptroller.borrowAllowed(address(this), borzower, borrowAmount) (contracts/CToken.sol#757)

- allowed = comptroller.borrowsithinLimits(address(this),vars.accountBorrowsNew) (contracts/CToken.sol4792)
State variables written after the call(s):
- aceountBorrows[borrower].principal = vars.aceountBorrowsNew (contracts/CToken.sol#815)
- accountBorrows[borrower].interestIndex = borrowIndex (contracts/CToken.sol#816)
ntrancy in CToken.borrowInternal(uint256) (contracts/CToken.sol#733-741):
External calls:
- error = accruelnterest() (contracts/CToken.sol#734)
- address(interestRateModel).call ncodewi thsignature(checkpointInterest (uint256), borrowRateMantissa)) (contracts/CToken.sol8473)
- g.sender, ) Token. s01#748)
comptroller.borrowAllowed (address(this),borrower,borrowAnount) (contracts/CToken.sole757)
med = comptroller.borrowiithinLinits(address(this),vars.accountBorromshen) (contracts/CToken.sol#792)
- nonReentrant(false) (contracts/CToken.sol#733)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (eontracts/CToken.sol#1582)
State variables written after the call(s):
- 9.sender, ) ‘Token. 501#748)
- totalBorrows = vars.totalBorrowsNew (contracts/CToken.sol#g17)

+transfar{addrass uint86) (cnnt!-r:l5/EIFMMunstundud[ntuf.c- s01834)

Interfac
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(contracts/CToken. 501#955-970) <

Reentrancy in CToken.liquidateBorrowInternal(address,uint256,CTokenInter fac
xternal cal
- error = accrueInterest() (contracts/CToken.sol#956)
- address(interestRateModel).call(abi.encodemith uint256)
- exror = cTokencollateral.accrueInterest() (contracts/CToken. mum )
- liqui cTokenCollateral) (contracts/CToken.sol#969)
:unptlnll-r llqu)rlst-!mzmmllnnln(snnznx(thui address(cTokenCollateral), liquidator, borrower, repayAmount) (contracts/CToken.sol#983)
zerToken, Liquidator, borromer, seizeTokens) {contracts/CToken.sol#1089)
¥, borrower, repayAnount) (contracts/CToken.sol#888)
zeTokens) (contracts/CToken.sol#1636)

ssa)) ( Token. sol#473)

comptroller.seizeAllowed (address(this), sei:
- allowed = comptroller.repayBorrowAllowed (address(this), pa
i = cTokenCollateral.seize(liquidator, borraner, s

- seizeError =
- nonReentrant(false) (contracts/CToken.sol#955)

- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)

- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
State variables written after the call(s):
- liguidat .sender, borrower ,cTokenCollateral) (contracts/CToken.sol#969)

- = vars.total ( Token. s01#935)

,cTokenCollateral) (contracts/CToken.sol#969)

- lauidary .sender, borrower
= ta; ‘Token.s01#1132)
Reentrancy in CToken.nonReentrant(bool) (contracts/CToken.sol#1568-1562):
External calls

beforeNenReentrant(localonly) (contracts/CToken.sol#1559

- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
= localonly) Token. sol#1561)

- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
State variables written after the callls):
rant (localonly) (contracts/CToken.sol#1561)

- _notEntered = true (contracts/GToken.sol#1581

Reentrancy in CToken.redeenFresh(address,uint256,uint256) (contracts/CToken.sol#632-726):

External calls:
- allowed = comptroller.redeemAllowed(address(this), redeemer, deenTokens) Tok 1#672)
State variables written after the call(s):

- totalSupply = vars.totalSupplyNew (contracts/CToken.sol#715)
Reentrancy in CToken.repayBorrowsehalfInternal(address,uint256) (contracts/CToken.sol#850-858):

External call
- error = accrueInterest() (cnnn.:!s/cTnkln s01#851)
- address(interestRateModel) .cal codenithsignature (checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
- der, borrower, ‘Token.sol#857)
comptroller.repayBorrowAllowed (address (this),payer,borrower, repayAnount) (contracts/CToken.sol#888)

- allowed
- nonReentrant(false) (contracts/CToken.s0l#858)

- comptroller._beforeNonReentrant() (contracts/CToken.sol#1671)

- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)

State variables written after the call(s):

- repayBorrow: d kmnmn.r. ) (contracts/CTok 1#857)

. Token. 501#935)
Reentrancy in CToken. zlplyEnz!nuIntllnll(ulnt256i (contracts/CToken.sl#836-842)

External calls:
- error = accruelnterest() (contracts/CToken.sol#835)
- sddrasslintarasthntebodal) .call (sbi.ancadabithsignature (cha kpmnt[ntu.n(umtzsm borrowRateMantissa)) (contracts/CToken.sol#473)
- Token. sol#8:
Lowed :nnptlnll-r npayummmllnmn(.nnuntthu) payer, kmmmr repayAmount) (contracts/CToken.sol#888)
- nonReentrant(false) (contracts/CToken.so0l#834)
beforeNonReentrant() (contracts/CToken.sol#1571)

~ comptroller
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Stats uarissles written after the callls):
) (contracts/CToken.sol#841)

- repayBorrowr: f
ara. totar Token. 501#935)

Reference: https://github.comfcrytic/slither/wiki/Detector-Documentationsreentrancy-vulnerabilities-

CToken. finishInterestAccrual (uint256,uint266, uint256, uint256) (contracts/CToken.so1#437-476) ignores return value by address(interestRateModel).call(abi.encodeWithSignature (checkpointInte

nt[nt-z-stR-t-Mnd-lFush(Inl-rntRut-Mnd-l) (cnnluctleTnk-n .nuiuq 1512) ignores return value by address(oldInterestRateModel).call(abi.encodeWithSignature (resetInterestCheckpoints())) (contracts/CToke
#1479-1512) ignores return value by address(newInterestRateModel).call(abi.encodeWithSignature(checkpointInterest())) (contracts/CToken.sol#

£(uint286) , borrowRateMan

CToken
CToken. _setI; n(
Reference: https://github.. cnmlcrytlr:lsl)thn/ulklfD-tlctul—Dm:umlntstmrvlfum:hlckln—lnw—lwll—tlll:

ble never initialized

CToken. BorrowFresh(address,address,uint256).vars (contracts/CToken.sol#899) is a local
CToken.mintFresh(address,uint266).vars {contracts/CToken.s01#523) is a local variable never initialized
CToken.seizeInternal(address, address,address,uint256).vars (contracts/CToken.sol#1099) is a local variable never init
CToken. borrowFresh(address, uint256).vars (contracts/CToken.sol#774) is a local variable never initialized
mFresh(address, uint266,uint266).vars (contracts/CToken.sol#635) is a local variable never initialized
https://github.con/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables

CToken. re
Reference

Exponential.divScalarByExpTruncate (uint25e, ExponentialNoError .Exp) . fraction (contracts/Exponential.sol#i2e) shadows:
onentialNoError.fraction(uint25é,uint266) (contracts/ExponentialNoError.sol#192-194) (function)
ion#local-variabl i

Reference: https://github.com/crytic/slither/wiki/Detect

CToken. 1rv)()al)ze(Cump(ru])ezln(exface InterestRateModel,uint256, string, string, uint8,uint256,uint256) (contracts/CToken.sol#3¢-75) should emit an event for
- initial issa = initia issa_ (contracts/CToken.sol#46
Reterence: hitps://github-com/crytie/s1ither /wiki/Dates tor Docunentationsmiseing-svents arithnetic

CToken. s0l#756-827) ¢

in CToken. ,uint256) (
External calls:

comptroller.borrowallowed(address(this), borrower, borrowAmount) (contracts/CToken.sol#757)
comptroller.borrownithinLinits (address(this), vars.accountBorrowsNew) (contracts/CToken.sol#792)

State variables written after the call(s):
- totalBorrows = vars.totalBorrowsNew (contracts/CToken.sol#817)
Reentrancy in CToken.initialize(ComptrollerInterface, InterestRateModel,uint?56, string, string,uint8, uint?56,uint256) (contracts/CToken.so1#34-75)
External calls:
- _setInterestRateModelFresh(interestRateModel ) (contracts/CToken.sol#58)
- address{oldInterestRateModel) .call(abi.encodehithSignature(resetInterestCheckpoints())) (contracts/CToken.sol#1506)
- address(newInterestRateModel) .call(abi.encodeWithsignature(checkpointinterest())) (contracts/CToken.sol#1589)

State variables written after the call(s):

- _notEntered = true (contracts/CToken.sol#74)

s:tAdm)nFe:F!:shKﬂdmlnFeeMan()ssa ) {contracts/CToken.s0l478)
ssa = newAdmi ( CToken. sol#1217}

- decimals = decimals_ (contracts/CToken.sol#63)
setAdminFecFresh(adminFeeMantissa_) (contracts/CToken.sol#78)

- err

- err
— fuseFeeMantissa = newFuseFeeMantissa (contracts/CToken.sol#1227)

— name name_ (contracts/CToken.sol#61)

~err - issa_) oken.sol#66
= i orMantissa (contracts/CToken. sol#1273)

- symbol = symbol_ (contracts/CToken.sol#62)
Reentrancy in CToken.mintFresh(address,uint256) (contracts/CToken.sol#511-580):

External calls:

- allowed = comptroller.mintAllowed(address(this),minter,mintAnount) (contraets/CToken.sol#513)

State variables written after the call(s):

- accountTokens(minter] = vars.accountTokensNew (contracts/CToken.sol#578)

- totalSupply = vars.totalSupplyNew (contracts/CToken.sol#569

in CToken. ,uint256,uint256) (contracts/CToken.sol#632-726):

External calls:
- allowed = comptroller.redeemAllowed(address(this), redeemer, vars.redeenTokens) (contracts/CToken.sol#672)

State varisbles written after the call(s):

- accountTokens[redeemer] = vars.accountTokensNen (contracts/CToken.sol4716)
in CToken. address, address,uint256) (contracts/CToken.sol#878-945):
External calls:
- allowed = comptroller.repayBorrowllowed (address(this), payer,borrower, repayAmount) (contracts/CToken.sol#888)

State variables written after the call(s):
- accountBorrows[borrower].principal = vars.accountBorrowshew (contracts/CToken.sol#933)
- aceountBorrows[borrower].interestindex = borrowlndex (contracts/CToken.sol#9:
- totalborrows = vars. totalBorrawsiaw (zamtracts/Croken.salesas)

,address,uint256) (contracts/CToken.sol#1087-1147):

in CToken.seizelInt
External calls:
- allowed = comptroller.seizeAllowed(address(this),seizerToken,liquidator, borromer,seizeTokens) (contracts/CToken.sol#1089)

State variables written after the call
- accountTokens[borrower] = vars.borrowerTokensNew (contracts/CToken.sol#1134)
- accountTokens[liquidator] = vars.liquidatorTokensNew (contracts/CToken.sol#1135)
- totalReserves = vars.totalReservesNew (contracts/CToken.sol#11
- totalSupply = vazs.totalSupplyNen (contracts/CToken.sol#1133)
Reentrancy in CToken.transferTokens(address,address,address,uint256) (contracts/CToken.sol#93-154):

External calls:
~ allowed = comptroller.transferAllowed(address(this),sre,dst, tokens) (contracts/CToken.sol#95)
State variables written after the call(s):
- aceountTokens[sre] = sreTokensNew (contracts/CToken.sol#138)
- accountTokens[dst] = dstTokensNew (contracts/CToken.sol#139)
transferAllowances(src][spender] = allowanceNew (contracts/CToken.sol#143)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2

(uint266) ( CToken.sol#1285-1293) :

in CToken
External calls

- error = accruelnterest() (contracts/CToken.sol#1286)
- address(interestRateModel).call(abi.encodewithsignature(checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)

- nonReentrant(false) (contracts/CToken.sol#1285)
~ comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)

Event emitted after the call(s):
- AccrueInterest(cashPrior, interestaccunulated, borrowIndexhew, totalBorronsNew) (contracts/CToken.sol#78)
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accrueInterest() (contracts/CToken.sol#1286)
- Faxluu(umtzsé(eub uint256(info),@) (contracts/ErrorReporter.sol#226)
11(TokenErrorReporter. Exror(error),FailureInfo. REDUCE_RESERVES_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1289)

- Fa)luls(ulnllSé(er),u)nl?Sé(lnfn) 8) (cnntracts/[!!n!ﬁcmute! snlk22&)

~ _reduceReservesFresh(reduceAmount) (contracts/CToken.sol#1292)
- sender, . tota! ) (contracts/CToken.sol#1338)

) t: ts/CToken.sol#1292)

setAdninFee(uint256) (contracts/CToken.sol#1176-1184):

Reentrancy in CToken
xternal calls
- error = accrueInterest() (contracts/CToken.sol#1177)
- address (interestRateModel).call(abi.encodewithSignature(checkpointInterest (uint256), borronRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#1176)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/GToken.sol#1582)
Event emitted after the call(s):
- AccrueInterest{cashPrior,interestAccunulated, borrawTndexNew, totalBorronsNew) (contracts/CToken.sol#470)
ror = accruelnterest() (contracts/CToken.sol#1177)
- Failure(uint256(err),uint256(info),@) (contracts/ErrorReporter.sol#226)
- fail(TokenErrorReporter. Error(error), FailureInfo. SET_ADMIN_FEE_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1188)
- Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter.sol#226)
- _setAdminFecFresh(newAdninFecMantissa) (contracts/CToken.sol#1183)
- NevrAmmHe(aldAnm:\ newAdn ) (contzacts/CToken.sol#1220)
uamn;u;usn(nmmmnnenamssa; (contracts/CToken.sal#1183)
- ol issa) (contracts/CToken.sol#1238)
O otAdninFosrrach (nowhtninFeokantissa) (contractosCToken: 50141183
Reentrancy in CToken._setInterestRateModel(InterestRateModel) (contracts/CToken.sol#1463-1471):
xternal calls
- error = accruelnterest() (contracts/CToken.sol#1466)
- address(interestRateModel).call(abi.encodeWithSignature (checkpointInterest (wint256), borronRateMantissa)) (contracts/CToken.sol#473)
Event emitted after the call(s):
- Failure(uint256(err),uint256(info),0) (contracts/ErrorReporter.sol#226)
- fail(TokenErrorReporter.Error(error),FailureInfo. SET_INTEREST_RATE_MODEL_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1467)
Reentrancy in CToken._setInterestRateModel(InterestRateModel) (contracts/CToken.sol#1463-1671):
External calls:
- error = accrueInterest() (contracts/CToken.sol#1464)
- address(interestRateModel).call(abi.encodewithsignature (checkpointInterest (uint256), borronRateMantissa)) (contracts/CToken.sol#473)
- Fresh (newl 1) (contracts/CToken.sol#147@)
- address (oldInterestRateModel) .call(abi.encodeWithSignature (resetInterestCheckpoints())) (contracts/CToken.sol#1566)
- address (newInterestRateModel) .call(abi.encodelithSignature (checkpointInterest(}}) (contracts/CToken.sol#1589)
Event emitted after the call(s):
- Failuretuint2s6(err), mnussunfu) 8) (contracts/ErrorReporter.sol#226)
- _setl 1) Token.sol#1470)
- NemluketIntezestRateMnae](u]dInte!estRatekudel newInterestRateModel) (contracts/CToken.sol#1563)
setInterestRateModelFreshinenInterestRateModel) (contracts/CToken.sol#1470)
setReserveFactor (uint256) (contracts/CToken.sol#1241-1249):

Reentraney in CToken
xternal calls
- error = accruelnterest() (contracts/CToken.sol#1242)
- address (interestRateModel).call(abi.encodewithsignature(checkpointInterest (uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant (false) (contracts/CToken.sol#1241)
~ comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
comptroller. afterNonReentrant() (contracts/CToken.sol#1562)
Event emitted after the call(s):
- AcczueInt!zest(casth)nz interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#478)
r = accruelnterest() (contracts/CToken.sol#1242)
- Fa)lul!(ulntzsé(!zﬂ uint286(info),8) (contracts/ErrorReporter.sol#226)
issa) (contracts/CToken.sol#1268)
- rauun:umuse(uz»,mnmsenm» ©) (contracts/ErrorReporter.sol#226)
- fail(TokenErrorReporter.Error(error),FailureInfo.SET_RESERVE_FACTOR_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1245)
- or (ol orMantissa, rMantissa) (contracts/GToken.sol#1275)
sa) Token.sol#1248)
i thvanAdninFeos (UnEI86) (concracts/CToken. sn #1400 1412)<

Reentrancy in CToken
External calls
- error = accrueInterest() (contracts/CToken.sol#1405)
dress (interestRateModel).call(abi.encodewithSignature (checkpointInterest (uint256),borronRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#1494)
_beforeNonReentrant() (contracts/CToken.sol#1571)
_aftezNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- AccrueInterest{cashPrior,interestAccunulated, borrowIndexNew, totalBorronsNen) (contracts/CToken.sol#478)
r = acerusInterest() (contracts/CToken.sol#1405)
- Fa)lul:(umtlSé(:n) uint256(info),8) (contracts/ErrorReporter.sol#226)
il(TokenErrorReporter.Error{error),FailureInfo. WITHDRAW_ADMIN_FEES_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1488)
- Fﬂluu(uxr\tzsé(un uint256(infe),@) (contracts/ErrorReporter.sol#226)
hdrawAdminFeesFresh(withdrawAmount) (contracts/CToken.so1#1611)
uint256) CToken.s0l#1348-1356):

in CTaken
External calls
- error = accruelnterest() (contracts/CToken.sol#1349)
- address (interestRateModel).call(abi.encodewithsignature (checkpointInterest(uint256), borronRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.s0l#1348)
~ comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- AccrueInterest(cashPrior,interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/GToken.sol#478)
zor = accruelnterest() (contracts/CToken.sol#1349)
- Failure(uint2s6 (err),uint256(info),8) (contracts/ExrorReporter . sol#226)
- fail(TokenErrorReporter.Errox(error),FailureInfo.WITHDRAW_FUSE_FEES_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#1352)
- Failure(uint256(err),uint256(info), @) (contracts/ErrorReporter.sol#226)
withdranFuseFeesFresh(withdzanAnount) (contracts/CToken.sol#1365)
Reentrancy in CToken.borronBsianceCurrent(address) (cantracte/Cloken.so14258 201)¢
xternal calls:
~ require(bool,string)(accrueInterest() == uint256(Error.NO_ERROR),accrue interest failed) (contracts/CToken.sol#289)
- address (interestRateModel) .call(abi.encodeWithSignature (checkpointInterest(uint256), borronRateMantissa)) (contracts/CToken.sol#473)
- nanwumzutmlsn (contracts/CToken. so01#288)
ptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
" Comperaller _aftezlonReentrant() (contracts/Cloken. sol#1682)
Event emitted after the call(s:
- AccrueIntezest(cashP lated, borrowIndexN (contracts/CTaken. sol#470)
- require(bool,string)(accrueInterest() == uint256(Error.NO_ERROR),accrue interest failed) (contracts/CToken.sol#289)
Reentrancy in CToken.horronFresh(address,uint266) (contracts/CToken.sol#755-827):
xternal calls:
- allowed = comptroller.borromAllowed(address (this),borrower, borrowAmount) (contracts/CToken.sol#757)
Event emitted after the call(s)
- Failure(uint256(err),uint256{info), opaqueError) (contracts/ErrorReporter.solé235)
~ failOpaque (Error.COMPTROLLER_REJECTION, FailureInfo.BORROW_COMPTROLLER_REJECTION, allowed) (contracts/CToken.sol#759)
~ Failure(uintz56(err), uint256(info)  opaqueError) (contracts/ErrorReporter.sol#z3s)
- failOpaque (Error.MATH_ERROR,FailureInfo.BORROW_NEW_ACCOUNT_BORROW_BALANCE_CALCULATION_FAILED, uint256(vars.mathErz)) (contracts/CToken.sol#788)
- Failure(uint256(err),uint256(info), opaqueError) (contracts/ErrorReporter.sol#23s
- failOpaque (Exror.MATH_ERROR, FailureInfo.BORROW_ACCUMULATED_BALANCE_CALCULATION_FAILED,uint256(vars.mathErz)) (contracts/CToken.sol#783)
- Failure(uint256(err),uint266(info),8) (contracts/ErrorReporter.sol#226)
- fail(Error MARKET_NOT_FRESH,FailureInfo. BORROW_FRESHNESS_CHECK) (contracts/CToken.sol#764)
- Failure(uint256(err),uint256(info),@) (contracts/ErrorReporter.sol#226)
- fail(Error.TOKEN_INSUFFICTENT_CASH,FailureInfo.BORROW_CASH_NOT_AVATLABLE) (contracts/CToken.sol#771)
Reentrancy in CToken.borrowFresh(address,uint256) (contracts/CToken.sol#755-827):
xternal calls:
comptroller. borrowhllowsd(address (this) borrower, borrowAmount) (contracts/CToken.sol#757)
comptroller.borromiithinLinits (address(this), vars.accountBorrowsNew) (contracts/CToken.sol#792)
Event emitted after the call(s):
- Borrow(borrower, borrowAmount, vars.accountBorrowsNew, vars. totalBorrowsNew) (contracts/CToken.sol#826)
- Failure(uint256(err),uint256{info), opaqueErzor) (contracts/ExrorReporter.sol#235)
- failOpaque (Exror.COMPTROLLER_REJECTION, FailureInfo.BORROW_COMPTROLLER_REJECTION, allowed) (contracts/CToken.sol#794)
- Failure(uint256(err),uint256(info), opaguerror) (contracts/ErrorReporter.sol#235)
~ failOpaque (Exror.MATH_ERROR, FailurelInfo.BORROW_NEW_TOTAL_BALANCE_CALCULATION_FAILED,uint256(vars.mathErr)) (eontracts/CToken.sol#799)
Reentrancy in GToken.borronInternal(uint256) (contracts/CToken.sol#733-741):
External calls:
- error = accrueInterest() (contracts/CToken.sol#734)
- address (interestRateModel).call(abi.encodewithsignaturs | intT nt256), ssa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#733)
- comptroller._ beforeNonReentrant() (contracts/CToken,sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- ﬁ:cxuelntex!st(tash?!)az interestAccunulated, borrowIndexNew, totalBorrowshew) (contracts/CToken.sol#478)
r = accrueInterest() (contracts/CToken.sol#734)
_ Failure(intase(ore),uint256(info) 0) (cantracts/ExsorReportor. sol#226)
~ fail(TokenErrorReporter.Error(error), FailureInfo. BORROW_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol4737)
Reentrancy in CToken.borrowInternal(uint256) (contracts/CToken.sol#733-741):
External calls:
~ error = accrusInterest() (contracts/CToken.sol#734)
- address (interestRateModel).call(abi.encodewithsignature (checkpointInterest(uint256), borronRateMantissa)) (contracts/CToken.sol#473)
- 9. sendez, ) (contracts/CToken, sol#740)
- allowed = comptroller.borrowAllowed(address (this),borrower, borrowAnount) (contracts/CToken.sol#757)
lowed = comptroller.bozrowdithinLimits(address(this),vars.accountBorrowsNew) (contracts/CToken.sol#792)
- nonReentrant(false) (contracts/CToken.sol#733)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
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Event emitted after the call(s):

~ Borrow(borrower, hu!!uvdlvlmmt vars. accauntBuIruwsMew \lals totalBorrowsNew) (contracts/CToken.sol#828)
CToken. so1#740)
~ Failuratuintsse are) winiana(inte) o) (cnntxa:ts/E!ru!RtDurtex sols226)
9. sender, Token.sol#740)
- Failure(uint286(err) , uint286(info) , opaquerror) Kcunt!atts/i!xa!ﬁepuxte! sol#235)
ba!!nwFIssh(msn snndel,bnlruwAmnunU (contracts/CToken.sol#
Reentrancy in CToken.exchangeRateCurrent() (contracts/CToken.sol#365-348):
xternal calls:
~ requirs(bool, string) (accrusInterest()

uint256 (Error .NO_ERROR), acerue interest failed) (contracts/CToken.sol#3u

ress(interestRateModel).call{abi.encodewithSignature(checkpointInterest(uint256) borrowRateMantissa)) (contracts/CToken.sol#473)
- nenReentrant(false) (contracts/CToken.sol#345)

ptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):

— AccrueInterest{cashPrior, interestAccumulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#47
- require(bool, string) (accrusInterest()

56(Error.NO_ERROR) ,accrue interest failed) (contracts/CToken.sol#3ss)
Reentrancy in CToken.initialize(ComptrollerInterface, InterestRateModel,uint256,string, string,uint8,uint256,uint256) (contracts/CToken.sol#34-75):
External calls:

- err

setInterestRateModelFresh(interestRateModel ) (contracts/CToken.sol#58

address (oldInterestRateModel).call{abi.encodekiithSignature (resetInterestCheckpoints())) (contracts/CToken.sol#1506)
a

~ address (newInterestRateModel) . call(abi.encodewithSignature(checkpointInterest())) (contracts/CToken.sol#1509
Event emitted after the callls):

- rnmu(um:zss(un uint286(info),8) (contracts/ErrorReporter.sols226)
_setReserveFactorFresh(reserveFactorMantissa_) (contracts/CToken.sol#66)
- rauumum:zss(em uint256(info),8) (contracts/ErrorReporter.sols
_setAdninFeeFresh(adminFeeMantissa_) (contracts/CToken.sol#78)
~ NewAdminfes (o LaAdninFaaMantisss, newAdminfosHantassa) (contracte/CTokon.sol#1228)
- err = _setAdninFeeFresh(adninFeeMantissa_) (contracts/CToken.sol478)
issa) (contracts/CToken.sol#1238)
_setAdninFeeFresh(adninFeeNantissa_) (contracts/CToken.sol#78)
orMantissa, u!Mantissﬂi (contracts/CToken. s01#1275)
a_) (contracts/CToken.sol#66)
Reentrancy in CToken. ])nu)date!uxruszesh(add!ess SAdrons, uintase, CTakenTnterface) (conerscts/CToken. sol4981-1050):
External calls
< allowsd = comptroller.liquidateBorrowallowed(address(this), address(cTokenCollateral) , liquidator, borrower, repayAmount) (contracts/CToken.sol#983)
Event emitted after the call(s):
- Failure(uint286(err), uint256(info),8) (contracts/ErrorReporter.sol#226)

i1 (Error.MARKET_NOT_FRESH, FailureInfo. LIQUIDATE FRESHNESS_CHECK) ,8) (contracts/CToken.sol#998)
~ Failurs(uint256(err), uint256(info), ) ( +

o
— err

i10paque (Error.. numnuusn,nmzmmmranuurnm.uuu1nnz,nuwwnum,msmnn,anuma) 8) (contracts/CToken.sol#985)
- Failure(uint266(err), uint256(infa) @) (contzacts/ErrorReporter.sol#226)

- (fail(Error.MARKET_NOT_FRESH,FailureInfo. TQUIDATE_COLLATERAL FRESHNESS_CHECK),8) (contracts/CToken.sol#995)
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#2

11 (Error. INVALID_CLOSE_AMOUNT_REQUESTED, FailureInfo.LTQUIDATE CLOSE_AMOUNT_IS_UINT_MAX),@) (contracts/CToken.sol#1010)

~ Failuretuint256(orr), UintZ86(into) 8) (santraces/ErrorRenortor. 042

~ (fail(Error.INVALID_CLOSE_AMOUNT_REQUESTED, FailureInfo.LIQUIDATE_CLOSE_AMOUNT_IS_ZERO),8) (contracts/CToken.sol#1005)
- Failurefuintzss (err), uint256(info),8) (contracts/ErrorReporter.sols

ail(Error. INVALID_ACCOUNT_PAIR, FailureInfo.LIQUIDATE_LIQUIDATOR_IS_BORROWER),@) (contracts/CToken.sol#10@)

Reentrancy in CToken.liquidateBorrowFresh(address,address,uint256,CTokenInterface) (contracts/CToken.sol#981-1050):
xternal calls:
~ allowed = comptroller.liguidateBorrowAllowed (address(this),address(eTokenCollateral),liguidator,borrower, repayAmount) (contracts/CToken.sol#983)
- (repayBorrouError, actualRepayAmount) = repayBorromFresh(liquidator,borrower, repayAmount) (contracts/CToken.sal#10:

- allowed = conptroller.repsyBorrowAllowed (address(this) payer borrower,repayAnount) (contracts/CToken.sol#880)
Event emitted after the call(s!
 Failiratuint2ge(orr), uintZetanfo) @) (contracts/ErrorRoporter. soldz2

- (fail(TokenErrorReporter.Error(repayBorrowError),FailureInfo. LIQUIDATE_REPAY_BORROW_FRESH_FAILED),@) (contracts/CToken.sol#1017)
- Failure(uint256(err), uint266(info),8) (contracts/ErrorReporter.sol#226)

~ (repayBorrowError,actualRepayAmount) = repayBorrowFresh(liguidator,borrower, repayAmount) (contracts/Cloken.sol#1015)
- Failureluint256(err),uint256(info), opaqueError) (contracts/ErrorReporter.sol#23

~ (repayBorrowError, actualRepayAnount) =

repayBorrowFresh(liquidator, borrower, repayAmount) (contracts/CToken.sol#1015)

~ RepayBorzoulpayer, borroer, vars. actua Repayhmount, vars- accountBor rowshlew, vars. totalBorromshew) (contracts/CToken.sol49
liguidat t5/CToken. s01#1015)

Reentrancy in CToken. ])nu)date!uxruszesh(add!ess addl!ss uint256, CTokenInterface) (cnnt!a:ts/CTnken 5014981-1058) :

xternal calls

— all

owed = comptroller.1iquidateBorrowAllowed (address(this), address (cTokenCollateral) ,1iquidator, borrower, repayAmount) (contracts/CToken.sol#983)
- (repayBorrouError, actualRepayAmount) = repayBorronFresh(liquidator,borrower, repayAnount) (contracts/CToken.sal#1015)
- allowed = comptroller.repayBorrowAllowed (address(this),payer,borrower,repayAmount) (contracts/CToken.sol#888)
- seizefrror = seizeInternal(address(this),liquidator,borrower,seizeTokens) (contracts/CToken.sol#1634
- allowed = comptroller.seizeAllowed(address(this),seizerToken, Liquidator,borrower, seizeTokens) (contracts/CToken.sol#1089)
Event emitted after the call(s):

- Failure(uint256(err), uint256(info), @) (contzacts/ErrorReporter.sol#226)
= seizeInternal(address(this),liquidator, borrower, seizeTokens) (contracts/CToken.sol#1034)
~ Failure(uint256(ere), uint256(info) , opaqueError) (contracts/ErrorReporter. sol#23s)
— seizeError = seizeInternal(address(this),liquidator, borrower,seizeTokens) (contracts/CToken.sol#1034)
- ReservesAdded (address(this), vars.protocolSeizeAnount, vars. totalReserveshen) (contracts/CToken. sols:
— seizeError = seizeInternal(address(this),liquidator, borrower,seizeTokens) (contracts/CToken.sol#1034)
- Transfor(borrower, Liquidator, vars.liquidatorSeizeTokens) (contracts/CToken.sol#1138

- seizeError = seizeInternal(address(this),liguidator,borrower,seizeTokens) (contracts/CToken.sol#1834)
- Transfer(borrower,address(this),vars.protocolSeizeTokens) (contracts/CToken.sol#1139
- seizeError = seizeInternal(address(this), liquidator,borrower,seizeTokens) (contracts/CToken.sol#1834)
in CToken. 1i da da uint256, CTokenInterface) (contracts/CToken.sol#981-1050)
External calls:

- alloned = comptroller.liguidateBorrowAllowed (address(this),address(cTokenCollateral),liguidator, horrawer, repayAnount) (contracts/CToken.sol#983)
~ (repayBorronError, actualRepayAmount) = repayBorrowFresh(liquidator,borrower, repayAnount) (contracts/CToken.sol#1015)
- allowed = comptroller.repayBorrowkllowed (address(this),payer,borrower, repayAmount) {contracts/CToken.sol#888)
- seizeError = seizeInternal(address(this),liquidator,borrower,seizeTokens) (contracts/CToken.sol#1834
- allowed = comptroller.seizeAllowed{address(this),seizerToken, liquidator, borrower, seizeTokens) (contracts/CToken.sol#1689)
- seizeError = cTokenCollatezal.seize(liquidator,borrower, seizeTokens) (contracts/CToken.sol#1036)
Event emitted after the call(s):
- LiguidateBorrow(liquidator, borroner, actualRepayAnount,address (cTokenCollateral), seizeTokens) (contracts/CToken.so1#1043)
Reentraney in CToken.liquidateBorrowInternal(address,uint256,CTokenInterface) (contracts/CToken.sol#955-
xternal calls:

- error = accruelnterest() (contracts/CToken.sol#956)

encodewithSignature(checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#955

_beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- Accruelnterest(cashPrior, interestAccunulated, borrowIndexNew, totalgorromsNew) (contracts/CToken.sol#478)
- error = accruelnterest() (contracts/CToken.sol#956)
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
~ (fail(TokenErrorReporter.Error (error) , FailureInfo. LIQUIDATE_ACCRUE_BORROW_INTEREST _FALLED),0) (contracts/CToken. s014959)
Reentraney in CToken.liquidateBorrowInternal(address,uint256,CTokenInterface) (contracts/CToken.sol#955-970
External calls:
- error = accrueInterest() (contracts/CToken.sol#956)

- address(interestRateModel).call(abi.encodewithsignature(checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
- erzor = cTokenCollateral.accruelnterest() (contracts/CToken.sol#962)
- nonReentrant(false) (contracts/CToken.sol#955)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sel#1582)
Event emitted after the call(s):
- Failure(uint256(err), uint256(info), @) (contracts/ErrorReporter.sol#226)

- (fail(TokenErrorReporter-Error (error), FallureInfo. LIQUIDATE_ACCRUE_COLLATERAL_INTEREST_FAILED),0) (contracts/CToken.sol#565)
Reentrancy in CToken.liquidateBorrowInternal(address,uint256,CTokenInterface) (contracts/CToken.sol#955-970
External calls:

- error = accrueInterest() (contracts/CToken.s01#956)

~ address(intersstRateModel).call(abi.encodewithSignature(checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
- error = cTokenCollateral.accrueInterest() (contracts/CToken.sol#962)
- uquxnnesonmrusn(msa sender, borrower, repayAmount, cTokenCollateral) (contracts/CToken.sol#969

comptroller.liquidateBorrowAllowed (address(this), address(cTokenCollateral), liquidator,borrower, repayAmount) (contracts/CToken.sol#983)
mptroller.scizeAlloned(addressithis), seizerToken, Liquidator, borrower, seizeTokens) (sontracts,/CToken. sol#108

comptroller.repayBorrowAllowed (address(this), payer, borrower, repayAmount) (contracts/CToken.sol#8s
Error = cTokenCollateral.seize(liquidator,borrower,seizeTokens) (contracts/CToken.sol#1036)
- nonReentrant(false) (contracts/CToken.sol#955

- comptroller._beforeNonReentrant() (contracts/CToken.sol#1571)

- comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):

- alluwed
~ allowed =

- ra;luu(mnmss(uz),u)ntzsﬁ()nfub,apaauezuuz) (contracts/ErrorReporter.sol#235

cTokenCollateral) (contracts/CToken.sol#969)
- Failure(uint256(ere)  uint256(into), a) (cnnt!a:ts/E!!u!RtDurtex 501#226)
~ liquil

TokenCollateral) (contracts/CToken.sole9é9)
- LiquidateBorrow(liquidator,borromer, actualﬁ!pawmuunt address (cTokenCollateral), seizeTokens) (contracts/CToken.sol#1043)
iquidateBorrowF TokenCollateral) (contracts/CToken.sol#969)
nunmu,vus.acnm t,vars.accountBoz rowsNow, vars. totalBorrowsNew) (contracts/CToken.sol#938)
- liquidateBorrouF der, b cTokenCollateral) (contracts/CToken.so1#96%)
address(this), t Jsummum vars. totalReservesNew) (contracts/CToken.sol#1148)
liquidateBorrowF cTokenCollateral) (contracts/CToken.sol#969)
- Transfer(borrower, liquidator, vars. uqumnazsuznakens; (camucts/ﬂoken s01#1138)

- Liquil

enCollateral} (contracts/CToken.sol#969)
- Tnnsnz:bauumx,anduss:tms),vars.pmtacnlSuzﬂukens) (contracts/Cloken. so1#123
- liquidateBor

cTokenCollateral) (contracts/CToken.sol#969)
Reentrancy in CToken.mintFresh(address, u)ntZSE) (cnntn:ts/n'ruken 501#511-588) :
External calls
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- allowed = comptroller.mintAllowed (address(this),minter,mintAmount) (contracts/CToken.sol#513)
Event emitted after the call(s):
- Failure(uint256(err), uint256(info), opaqueError) (contracts/ErrorReporter.sol#23
- (failOpaque (Erzor.COMPTROLLER_REJECTION, FailuzeInfo.MINT_COMPTROLLER REJECTION,allowed),@) (contracts/CToken.sol#515)
- Failure(uint256(err), uint2s6(info),8) (contracts/ErrorReporter.solu2
- (fail(Error.MARKET_NOT_FRESH, FailureInfo.MINT_FRESHNESS_CHECK),8) (contracts/CToken.sol#528)
- Failure(uint256(err),uint256(info), opagueError) (contracts/ErrorReporter.sol#23s)
- (failOpaque (Error.MATH_ERROR, FailureInfo.MINT_EXCHANGE_RATE_READ_FAILED,uint256(vars.nathErr)),8) (contracts/CToken.sol#527)
- Mint(minter,vars.actualMintAmount,vars.mintTokens) (centracts/CToken.sol#573)
- Transfer(address(this) minter,vars.mintTokens) (contracts/CToken.sol#574
Reentrancy in CToken.mintInternal(uint266) (contracts/CToken. sol#4B4-492):
xternal calls:

- error = accrueInterest() (contracts/CToken.sol#485)
dress (interestRateModel).call(abi.encodeWithSignature(checkpointInterest (uint256), borrowRateMantissa)) (contracts/CToken.sol#673)

- nonReentrant(false) (contracts/CToken.sol#484)
mptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._ afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- AecrueInterest(cashPrior, interestAccumulated, borrowIndexNew, totalBorrowsNew) (contraets/CToken.sol#470)
- error = accrueInterest() (contracts/CToken.sol#485)
- Failure{uint2ss (err), uint26linfo), @) (contzacts/ErrorReporter.solé2os)
fail(TokenErrorReporter. Errorterror),FailureInfo.MINT_ACCRUE_INTEREST_FAILED), @) (contracts/CToken.sol#4s8)

K tInteznal(uint266} (contracts/CToken.sol :
External calls:

- error = accrueInterest() (contracts/CToken.sol#485)
address (interestRateModel).call(abi. encodewithsignature(checkpointInterest(uint256), borronRateMantissa)) (contracts/CToken.sol#673)

- mintFrosh(nso. sender, mintAnount) (contracts/Coken. sol#491)
1lowed = comptroller.mintAllowed (address(this),minter, mintAmount) (contracts/CToken.sol#513)
- comptroller.mintVerify(address{this),minter,vars.actualMintAmount,vars.mintTokens) (contracts/CToken.sol#577)
- nonReentrant (false) (contracts/CToken.sol#4B4}
omptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller. aftexNonReentrantl) (contracts/OToken. so141582)
Evont emittsd after tha call(s,
- rauuu:umussmn uint256(info),8) {contracts/ErrorReporter. sol#226)
ntAnount) ( ts/CToken.sol#491)
— Failura(Uintzse (ore) Uint256(into), upaquei!xu!) (contracts/ErrorReporter.sol#23s)
- mintFresh(nsg.sender,mintAnount) (contracts/CToken.sol#491)
- Mint(minter,vars.actualMintAmount, vars.mintTokens) (contracts/CToken.sol#573)
~ mintFresh(nsg.sender,mintAnount) (contracts/CToken.sol#491)
- Transter(addross (tnis), minter, vars.mintTokens) (concrasts/Cloken. scl#s74)
intFresh(nsg.sender, nintAnount) (contracts/CToken.soleds1)
Reentrancy n CToken, codesnFresh (address, USn<a54, uint256) (contracts/Cloken:sol#632-726):
xternal calls:
- allowed = comptroller.redeenAllowed(address(this),redeener, vars. redeemTokens) (contracts/CToken.sol#672)
Event emitted after the call(s):
~ Failure(uint256(err), uint256(info) ,8) (contracts/ErrorReporter.sols2z6)
 fail(Erzor.MARKET_NOT_FRESH,FailureInfo.REDEEM_FRESHNESS_CHECK) (contracts/CToken.sol#679)
- Failure{uint2s6(err),uint256(info), opaqueError) (contracts/ErrorReporter.sols23
- failOpaque(Error.COMPTROLLER_REJECTION, FailureInfo.REDEEM_COMPTROLLER_REJECTION,allowed) (contracts/CToken.sol#674)
- Failure(uint266(err),uint286(info) @) (contracts/ExrorReporter.sols
~ fail(Error. TOKEN_INSUFFICIENT_CASH,FailureInfo.REDEEM_TRANSFER_OUT_NOT_POSSIBLE) (contracts/CToken.sol#69%)
— Failure(uint256(err),uint256(info), opaqueError) (contracts/ExrorReporter.sal#235
ai10paque(Error.MATH_ERROR, FailureInfo.REDEEM_NEW_TOTAL_SUPPLY_CALGULATION_FALLED,uint286(vars.mathErr)) (contracts/CToken.sol#689)

~ Failuze(uint256(erx), uint256(info), opagueErzor) (contracts/ExrorReperter.sel
- failopaque(Error.MATH_ERROR, FailureInfo.REDEEM_NEW_ACCOUNT_BALANCE_CALCULATION_FAILED,uint266(vars.mathErr)) (contracts/CToken.sol#694)

- Redeen(redeener, vars. redeemAmount , vars.redeenTokens) (contracts/CToken.sol#
- Transfer(redeemer, address(this),vars.redeenTokens) (contracts/CToken.sol#719)
Reentrancy in CToken.redeemInternal(uint256) (contracts/CToken.sol#588-5
External calls:
- error = accrueInterest() (contracts/CToken.sol#589)
- address (i 1).calllabi.encodekith t
~ nonReentrant(false) (contracts/CToken.sol#588)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- eomptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- AccrueInterest(cashPrior, interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#470)
- accruelnterest() (contracts/CToken.sol#589)

- error =

- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
- fail(TokenErrorReporter.Error(error),FailureInfo.REDEEM_ACCRUE_INTEREST_FAILED) (contracts/CTeken.sol#592)
Reentrancy in CToken.redeemInternal(uint256) (contracts/CToken.sol#588-596):

xternal calls:
- error = accrueInterest() {contracts/CToken.sol#589)
- address(interestRateModel).call(abi.encodeWithSignature (checkpointInterest(uint256),borrowRateMantissa)) (contracts/CToken.sol#473)

efcheckpointInterest(uint286), ssa)) (contracts/CToken.sol#473)

- redeemFresh(msg.sender, redeemTokens,8) (contracts/CTeken.sol#595
lluvr:d comptroller. redeenAllowed (address(this), redeemer, vars. redeenTokens) {contracts/CToken. s01#672)
mptroller.redeenVerify(address(this), redeemer,vars. vars. )« CToken. 501#723)
~ nonResntrant (False) (contracesCTaken. col#838)
omptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- Failure(uint256(err), uint256(info), ) 1#235)
- redeenFresh(msg.sender, redeenTokens,8) (contracts/CToken.sol#595)

- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
eenFresh(msg. sender, redeenTokens,8) (contracts/CToken.sol#595)
- Redeen(redeemer, vars.redeemAmount, vars.redeenTokens) (contracts/CToken.sol#726)
edeenFresh (msg.sender, redeenTokens,8) (contracts/CToken.sol#59
- Transfer(redeemer, address(this), vars.redeenTokens) (contracts/CToken.sol#719)
~ redeenFresh(msg.sender, redeenTokens, @) (contracts/CToken.sol#595)
Reentrancy in CToken.redeemUnderlyingInternal(uint256) (contracts/CToken.sol#684-612):

External calls:
accrueInterest() (contracts/CToken.sol#65)
dress(interestRateModel).call(abi.encodewithSignature (checkpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)

~ error =
- nonReentrant(false) (centracts/CToken.sol#604)
- comptroller._beforeNonReentrant() (contracts/CToken.sol#1671)
— comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the eall(s):
- AccrueInterest(cashPrior, interestAccunulated, borrowIndexNew, totalBorrowshew) (contracts/CToken.sol#478)
ror = accruelnterest() (contracts/CToken.sol#605)
- Failure(uint266(err), uint256(info) @) (contracts/ErrorReporter.sols226)
— fail(TokenErrorReporter.Error(error),FailureInfo.REDEEM_ACCRUE_INTEREST_FAILED) (contracts/CToken.sol#608)
Reentraney in CToken.redeemUnderlyingInternal(uint258) (contracts/CToken.sol#6e :
External calls:
- error = accrueInterest() (contracts/CToken.sol#605)
- address(interestRateModel).call encodewi thsignature (checkpointInterest{uint266), borrowRateMantissa)) (contracts/CToken.sol#473)
- g.sender, 8, tracts/CToken. sol#611)
eomptroller.redeemAllowed (address(this) , redeemer  vars. redoenTokens) (contracts/CToken.sol#672)
— comptroller.redeenVerify(address (this), redeemer,vars. redeenAnount, vars.redeenTokens) (contracts/CToken.sol#723)
- nonReentrant(false) (contracts/CToken.sol#604)
— comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
— comptroller. afterNonReentrant() (contzacts/CToken.sol#1582)
Event emitted after the call(s):
- Feilure(uint256 (err), uint256tinta) opaquerror) (cantracts/ErrorReporter sol#235)
. ) (contracts/CToken.sol#s11)
- Failure(uint2setorr), u)ntZSE()nfu) a) (mnuacts/znumepanu solsz26)
.sender, @, ) tracts/CToken. sol#611)
- Radeen(redsenar, vars . redsemAmount, vars- Iedeeankensb (contracts/CToken. s01#720)
de (contracts/CToken. sol#611)
- T!ansf!!(!ede!mer auauss(ms» Vars. redeenTokens) (contracts/CToken.s016719)
g.sen (contracts/CToken. sol#611)
Reentzancy in CToken. upaysauawsenalnnunu(auauss uint256) (contracts/CToken.sol#850-858):
xternal calls

~ error = accrucInterest() (contracts/CToken.sol#851)
ress(interestRateModel) .call(abi.encodeWithSignature (checkpointInterest(uint266), borrowRateMantissa)) (contraets/CToken.sol#473)

~ nonReentrant(false) (contracts/CToken.sol#858)
omptroller. _beforsNonReentrant() (eontracts/CToken.sol#1571)
- comptroller._afterNenReentrant() (contracts/CToken.sol#1582)

Event emitted after the call(s):
- AecrueInterest(eashPrior, interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sel#478)
1)

- T = accrueInterest() (contracts/CToken.sol#85:

er
- Failure(uint256(err), uint256(infe),0) (contracts/ErrorReportsr.sol#226)
ail(TokenErrorReporter.Error({error),FailureInfo. REPAY_BEHALF_ACCRUE_INTEREST_FAILED),8) (contracts/CToken.sol#854)

Reentzancy in CToken.repayBorronBehalfInternal(address,uint256) (contracts/CToken.sol#850-858):

xternal calls:
- error = accrueInterest() (contracts/CToken.sol#851)
address(interestRateModel).call(abi.encodewithSignature (checkpointInterest{uint256),borrowRateMantissa)) (contraets/CToken.sol#473)

- repayBorrowFresh(msg.sender, borrower, repayAmount} (contracts/CToken.so1#485
— allowed = comptroller.repayBorrowAllowed{address(this),payer, borrower, repayAmount) (contracts/CToken.sol#88e)

- nonReentrant(false) (contracts/CToken.sol#858)
beforeNonReentrant () (contracts/CToken.sol#1571)

— comptroller.
~ comptroller._afterNonReentrant() (eontracts/CToken.sol#1582)
Event emitted after the call(s):
- Fa:\luu(umﬂsé(enb uint2s6(info), ) 1#235)
d ) (contracts/CToken.sol#857)

- repayB
- Failura(uint256(ore) uint256iinfo) 0] :mnuacts/[rmmepanu.sal«zzs
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- sepayBorzonFroshinsg. sender, bor roner, repayAtount) (contracts/CToken. 3014857)
- vars. total Token.sol#938)
- Iepay!uxzuwF!esh(msg sender, borrower, repayAmount) (contracts/CToken.sol#857)
Reentrancy in CToken.repayBorrowfreshaddress,address, uint256) (contracts/CToken.sol#878-945):
xternal call:
- allowed = comptroller.repayBorrowhlloned (address(this) ,payer, borrower, repayAnount) (contracts/CToken.sol#880)
Evont emitted after the call(s)
- Failure{uint2s6(err),uint256(info),8) (contracts/ErrorReporter.sols226)
~ (fail(Errox.MARKET_NOT_FRESH,FailureInfo.REPAY_BORROW_FRESHNESS_CHECK), u» (contracts/CTaken. sa1#887)
- Failure(uint286(err) ,uint266(info), opagueError) (contracts/ErrorReporter.sol#23
~ (ailOpague (Error.MATH_ERROR, FailureInfo. REPAY_BORROW_ACCUMULATED aAuch GALGULATION_FATLED, uint256(vars.mathErr)),8) (contracts/CToken.sol#898)
~ Failure(uint2ss(err),uint256(info), opaqueError) (contracts/ErrorReportst.sol#23s
- (failopaque (Exzor. CONPTROLLER_REJECTION, Failurelnfo. REPAY_BORRON_COMPTROLLER_REJECTION, alloed) o) (contracts/Cloken. sol4gs2)
vars. total Token.sol#938)

Resntrancy in CToken. lepay!uxruwlnternal(u)ntZEé) (contracts/CToken.s0l9834-842) :
xternal calls:
- error = accrueInterest() (contracts/CToken.sol#835)
- address (interestRateModel).call(abi.encodewithsignature(checkpointInterest(uint256), borrowRateMantissa)) (contracts/GToken.sol#473)
- nonReentrant(false) (contracts/CToKen.sol#Bas)
ptroller._beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sol#15682)
Event emitted after the call(s):
- ActrueInt:rest(cashPrinr interestAccunulated, borrowIndexNew, totalBorrowsNew) (contracts/CToken.sol#478)
ror = accruelnterest() (contracts/CToken.sol#835)
— Failuretuintzse(err) s uintas6(info) 8) (conirarts/ErrorRepartor  so14226)
(fail(TokenErrorReporter. Exror(error), FailureInfo.REPAY_BORROW_ACCRUE_INTEREST_FAILED),8) (contracts/CToken.sol#838)
Reontrancy in CToken.repayBorrowlnternal(uint256) (contracts/CToken.sol4834-842
xternal calls:
- error = accrueInterest() (contracts/CToken.sol#835)
- address (interestRataNodel).call (abi. encodswithSignature (checkpointInterest(uint2s6), borrowRateMantissa)) (contracte/CToken. sol¢473)
- ) ( CToken. sol#841)
lowed = cumptzu]le!.zepay!uz!uwﬂ]luw!ﬂ(aﬂdxess(tms),pay:z,buz!uwex,zepayﬁmuuntD (eontracts/CToken.s0l#888)
- nonReentrant (false) (contracts/CTaken.sol#834)
~ comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sal#1562)
Event emitted after the call(s)
- Failure(uint256(err),uint256(info),@) (contracts/ErrorReporter.sol#226)
epayBorrowFresh(nsg. sender,msg. sender, repayAnount) (contracts/CToken.so1#841)
- Failure(uint256(err),uint256(info),opaqueError) (contracts/ErrorReporter.sol#23s)
- sepayBorzonFroshinsg. sender,msg. sender, repayAnount) (contracts/CToken. solegii)
- vars. total ‘Token.sol#938)
- Iepay!uxzuwF!esh(lﬂsg sender,msg. sender, repayAnount) (contracts/CToken.sol#81)
Reentrancy in CToken.seize(address,addross,uint268) (contracts/CToken.sol#1061-1063) :
xternal calls
- seizeInternal(nsg.sender, liquidator,borrower, seizeTokens) (contracts/CToken.sol#1862)
- allowed = comptroller.seizeAllowed(address(this), seizerToken,liquidator,borrower, seizeTokens) (contracts/CToken.sol#1089)
- nonReentrant (true) (contracts/CToken.sol#1861)
- comptroller._beforeNonReentrant() (contracts/GToken.sol#1571)
- comptroller._ afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
~ Failure(uint256(err) uint256(info),0) (contracts/ErrorReporter.scl#226)
- seizeInternal(msg.sender, Liquidator, borrower, seizeTokens) (contracts/CToken.sol#1662)
- Failure(uint266(erz),uint256(info), opaqueError) (contracts/ErrorReporter.sol#235
- seizeInternal(msg.sender, liquidator, borrower, seizeTokens) (contracts/CToken.sol#1662)
- Reserveshdded(address(this),vars.protocolSeizeAnount, vars. totalReservesNew) (contracts/CToken.sol#1148)
eizeInternal(nsg. sender, liquidator, borrower, seizeTokens) (contracts/CToken.sol#1062)
- Transfer (borrower, liquidator, vars.liquidatorSeizeTokens) (contracts/CToken.sol#1138)
- seizeInternal(msg.sender, Liquidator, borrower, seizeTokens) (contracts/CToken.sol#1062)
- Transfer (borrower,address (this),vars.protocolseizeTokens) (contracts/CToken.sol#1139)
- seizeInternal(msg. sender, liquidator, borrower, seizeTokens) (contracts/CToken.sol#1062)
Reentrancy in CToken.seizeInternal(address,address,address,uint256) (contracts/CToken.sol#1887-1147):
xternal calls:
- allowed = comptroller.seizeAllowed(address(this), seizerToken, liquidator,borrower, seizeTokens) (contracts/CToken.sol#1089)
Event emitted after the call(s):
- Failure(uint256(err),uint256(info),opaqueError) (contracts/ErrorReporter.sol#235)
~ failopaque (Exror.MATH_ERROR, FailureInfo.LIQUIDATE_SETZE_BALANCE_DECREMENT_FAILED,uint286(vars.mathEre)) (contracts/CToken.sol#1108)
- Failureluint256(err),uint256(info), opaqueError) {contracts/ErrorReporter.sol#235)
- failoOpaque (Error.MATH_ERROR, FailureInfo.LIQUIDATE_SEIZE_BALANCE_INCREMENT_FAILED,uint256(vars.mathErr)) (contracts/CToken.sol#1124)
- Failure(uint256(err),uint256(info),8) (contracts/ErrorReporter.sol#226)
ail(Error. INVALID_AGCOUNT_PAIR, FailureInfo.LTQUIDATE_SEIZE_LTQUIDATOR_IS_BORROWER) (contracts/CToken.scl#1896)
— Failure(uint2se (ors) uint256(info) opaqueEsrar) (contracts /ErforReparter. sol4235)
- failOpaque (Error.COMPTROLLER_REJECTION, FailureInfo.LIQUIDATE_SEIZE_COMPTROLLER_REJECTION, allowed) (contracts/CToken.sol#1691)
- ReservesAdded(address(this), vars.protocolSeizeAmount, vars. totalReservesNew) (contracts/CToken.sol#1148)
- Transfer(borrower,liquidator, vars.liquidatorSeizeTokens) (contracts/CToken.sol#1138)
- Transfer(borrower,address(this), vars.protocolSeizeTokens) (contracts/CToken.sol#1139)
Reentrancy in CToken.totalBorrowsCurrent() (contracts/CToken.sol#278-261):
External calls:
- require(bool, string) (accrueInterest() == uint256(Error . NO_ERROR) accrue interest failed) (contracts/CToken.sol#279)
~ address(intersstRateModel).call(abi.encodewithSignature(checkpointInterest (uint256),borrowRateMantissa)) (contracts/CToken.sol#473)
- nonReentrant(false) (contracts/CToken.sol#278)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- Accruelnterest(cashPrior, interestAccunulated, borrowIndexNew, totalgorrowsNew) (contracts/CToken.sol#478)
- reauire(bool, string) (accrueInterest() == uint256(Error.NO_ERROR), accrue interest failed) (contracts/CToken.sol#279)
Reentzancy in CToken.transfer(address,uint256) (contracts/CToken.sol#162-164):
Tnal calls:
- transferTokens (msg.sender,msg.sender, dst, amount) == uint256(Ezror.NO_ERROR) (contracts/CToken.sol#163)
~ allowed = comptroller.transferAlloned(address(this),sre,dst, tokens) (contracts/CToken.sol#95)
- nonReentrant(false) (contracts/CToken.sol#162)
~ comptroller. _beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller._afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
- Failure(uint256(err), uinta56(info),8) (contracts/ErrorReporter.sol#226)
- transferTokens(msg. sender,msg. sender, dst, amount) == uint256(Error.NO_ERROR) (contracts/CToken.sol#163)
- Failure(uint256(err), uint256(info), opagueError) (contracts/ErrorReporter.sol#23s)
- transferTokens(msg. sender,msg. sender, dst, anount) == uint256(Error.NO_ERROR) (contracts/CToken.sol#163)
- Transfer(sre,dst, tokens) (contracts/CToken.sol#147)
- transferTokens(msg.sender,msg. sender, dst, anount) == uint256(Error.NO_ERROR) (contracts/CToken.sol#163)
Reentzancy in CToken.transferFrom(address,address,uint256) (contracts/CToken.sol#173-176):
xternal calls:
- transferTokens (msg.sender,src,dst, anount) int256 (Error .NO_ERROR) (contracts/CToken.sol#174)
~ allowed = comptroller.transferAllowed(address(this),sze,dst, tokens) (contracts/CToken.sol#95)
- nonReentrant(false) (contracts/CToken.sol#173)
- comptroller. beforeNonReentrant() (contracts/CToken.sol#1571)
- comptroller. afterNonReentrant() (contracts/CToken.sol#1582)
Event emitted after the call(s):
~ Failure(uint256(err), uint256(info), opagueError) (contracts/ErrorReporter.sol#23s)
- transferTokens(msg. sender, src,dst, anount) == uint256(Error.NO_ERROR) (contracts/CToken.sol#174)
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
- transferTokens(msg.sender, src,dst, anount) == uint256(Error.NO_ERROR) (contracts/CToken.sol#174)
- Transfer(src,dst, tokens) (contracts/CToken.sol#147)
- transferTokens(msg.sender, src,dst,anount) == uint256(Error.NO_ERROR) (contracts/CToken.sol#174)
Reentrancy in CToken.transferTokens(address,address, address,uint256) (contracts/CToken.sol#93-154
External calls:
- alloned = comptroller.transferAllowed(address(this),src, dst, tokens) (contracts/CToken.sol#95)
Event emitted after the call(s):
- Failure(uint256(err), uint256(info),8) (contracts/ErrorReporter.sol#226)
- fail(Error.MATH_ERROR, FailureInfo.TRANSFER_TOO_MUCH) (contracts/CToken.sol#131)
- Failure(uint256(err), uinta56(info), opagueError) (contracts/ErrorReporter.sol#23s.
- failOpague(Error.COMPTROLLER_REJECTION, FailureInfo. TRANSFER_COMPTROLLER_REJECTION,allowed) (contracts/GToken.sol#97)
- Failure(uint256(err), uintass(info),8) (contracts/ErrorReporter.sol#226
- fail(Error.MATH_ERROR, FailureInfo. TRANSFER_NOT_ALLOWED) (contracts/CToken.sol#121)
- Failure(uint256(err), uint266(info),@) (contracts/ErrorReporter.sol#226)
- fail(Error.MATH_ERROR, FailureInfo. TRANSFER_NOT_ENOUGH) (contracts/CToken.sol#126)
- Failure(uint256(erx), uint256(info),8) (contracts/ErrorReporter.sol#226)
~ fail(Error.BAD_INPUT, FailureInfo. TRANSFER_NOT_ALLOWED) (contracts/CToken.sol#102)
- Transfer(src,dst, tokens) (contracts/CToken.s01#147)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#reentrancy-vulnerabilities-3

CToken._functionCall(address,bytes,string) (contracts/CToken.sol#1596-1615) uses assembly
- INLINE ASM (contracts/CToken.sol#1685-1608)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assenbly-usage

CToken. funcuunnaluanauss \bytes, string) (contracts/CToken.sol#1596-1615) is never used and should be removed

CToken. int256) (contracts/CToken.sol#755-827) is never used and should be removed

Claken . barrouTnternal (Uint256) (cantracts/CTaken 018735741) Ga nover wsed and should be removed

CToken. doTransfexIn(address, uint256) (contracts/Cloken.sal#1543) is never used and should be renoved

CToken. 1i TonFresh (add da uint256,CTokenInterface) (contracts/CToken.sol#981-1056) is never used and should be removed
CToken. 1iquidateBorronInternal (address, uint256, CTokonInterface) (contracts/CToken.sol#955-978) is never used and should be removed
CToken.mintFresh(address,uint256) (contracts/CToken.sol#511-588) is never used and should be removed

CToken.mintInternal (uint256) (contracts/CToken.sol#484-492) is never used and should be removed

CToken.redeenFresh(address, uint256, uint256) (contracts/CTeken.sol#632-726) is never used and should be removed

CToken. redeenInternal(uint256) (contracts/CToken.sol#588-596) is never used and should be removed
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CToken. redeenUnderlyingInternal(uint256) (contracts/CToken.sol#684-612) is never used and should be removed

CToken. repayBozrowBehal fInternal(addzess, uint266) (contracts/CToken.sol#856-858) is never used and should be removed

CToken. repayBorrowFresh (address, address,uint256) (contracts/CToken.sol#878-945) is never used and should be removed

CToken. repayBorroInternal (uint256) (contracts/CToken.sol#834-B42) is never used and should be remove
ComptrollerErrorReporter.fail(ComptrollerErrorReporter.Error, ConptrollererrorReporter. FailureInfo) (contracts/ErrorReporter.sol#69-73) is never used and should be removed
ComptrollerErrorReporter.failOpaque(ConptrollerErrorReporter.Error, ConptrollerErrorReporter.FailureInfo,uint256) (contracts/ErrorReporter.sol#78-82) is never used and should be removed
Exponential.addExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#37-41) is never used and should be removed

Exponential.divExp (ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.scl#186-182) is never used and should be removed

Exponential.divScalar (ExponentialNoError.Exp,uint256) (contracts/Exponential.sol#91-98) is never used and should be removed

Exponential.divScalarByExp(uint256, ExponentialNoError.Exp) (contracts/Exponential.sol#183-118) is never used and should be removed
Exponential.divScalarByExpTruncate (uint256, ExponentialNoError.Exp) (contracts/Exponential.sol#123-138) is never used and should be removed
Exponential.mulExp(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#135-155) is never used and should be removed
Exponential.mulExp(uint256,uint256) (contracts/Exponential.sol#168-162) is never used and should be removed

Exponential.mulExp3(ExponentialNoError.Exp, ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#167-173) is never used and should be remove
Exponential.mulScalarTruncateAddUInt (ExponentialNoError.Exp, uint266,uint256) (contracts/Exponential.sol#79-86) is never used and should be removed
Exponential.subExp (ExponentialNoError . Exp, ExponentialNoError.Exp) (contracts/Exponential.sol#46-50) is never used and should be remove
ExponentialNoEzror.add_(ExponentialNoError.Deuble, NoErrer.Double) ( NoE; 1#91-93) is never used and should be removed
ExponentialNoError.add_(ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoETror.sol#87-89) is never used and should be removed
ExponentialNoError.div_(ExponentialNoError.Double, ExponentialNoError.Double) (contracts/ExponentialNoError.sol#171-173) is never used and should be removed
ExponentialNoError.div_(ExponentialNoError.Double,uint256) (contracts/ExponentialNoError.scl#175-177) is never used and should be removed
ExponentialNoError.div_(ExponentialNoError.Exp,ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#159-161) is never used and should be removed
ExponentialNoError.div_(ExponentialNoError.Exp,uint256) (contracts/ExponentialNoETror.sol#163-165) is never used and should be removed
ExponentialNoError.div_(uint256,ExponentialNoError.Double) (contracts/ExponentialNoError.sol#179-181) is never used and should be removed
ExponentialNoError.div_(uint256,ExponentialNoError.Exp) (contracts/ExponentialNoETror.sol#167-169) is never used and should be removed
ExponentialNoError.div_(uint256,uint256) (contracts/ExponentialNoError.sol#183-185) is never used and should be removed
ExponentialNoError.div_(uint256,uint256,string) (contracts/ExponentialNoError.sol#187-198) is never used and should be removed
ExponentialNoError . fraction(uint256,uint256) (contracts/ExponentialNoError.sol#192-194) is never used snd should be removed
ExponentialNoEzror.greaterThanExp (ExponentialNoError. Exp INoError.Exp) ( 1#66-68) is never used and should be removed
ExponentalNoError. LsZeok xp(Exponent ialNoErzor . Exp) Ceontraces Expanentis NofFror  s01675-78) Lo nover Uses and should be zenove

ExponentialNoEzror.lessThanExp ( +Exp, ExponentialNoErrer.Exp) (cont: ExponentialNoError.sol#52-54) is never used and should be removed
ExponentialNoError. lessThan(]!Equa]Exp(E!punent)a]NuE!zuI Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#59-61) is never used and should be removed
ExponentialNoError.mul_(ExponentialNoError.Double, ExponentialNoError.Double) (contracts/ExponentialNoError.sol#134-136) is never used and should be removed
ExponentialNoError.mul_(ExponentialNoError.Double,uint256) (contracts/ExponentialNoErTor.sol#138-148) is never used and should be remov,

ed
ExponentialNoError.mul_ (ExponentialNoError.Exp, ExponentialNoError.Exp) (contracts/ExponentialNoError.sol#122-124) is never used and should be removed
ExponentialNoError.mul_(uint256,ExponentialNoError.Double) (contracts/ExponentialNoError.scl#162-146) is never used and should be removed
ExponentialNoError.safe224(uint256, string) (contracts/ExponentialNoError.sol#77-86) is never used and should be removed
ExponentialNoError.safe32(uint256,string) (eontracts/ExponentialNoError.sol#82-85) is never use

d and should be removed
ExponentialNoError. sub_(ExponentialNoError.Double, ExponentialNoError.Double) (contracts/ExponentialNoError.sol#109-111) is never used and should be removed
ExponentialNoError. sub_(ExponentialNoError. E:

ExponentialNoError. s01#105-107) is never used and should be remov
UnitrollerAdninstorage hasAdminRights() (contracts/ComptrollerStorage.sol#36-38) is never used and should be removed

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code

Low level

call in CToken.finishInterestAccrual(uint256,uint256,uint266, uint256) (contracts/CToken.sol#437-476):
- address(interestRateModel).call(abi.encodewithSignaturetcheckpointInterest(uint256), borrowRateMantissa)) (contracts/CToken.sol#473)
Low Level call in CToken._ setl LFresh (I CToken. sol#1479-1512) s
address(oldInterestRateModel).call(abi. encodewithsignature(resetinterestCheckpoints())) (contracts/CToken.sol#1506)
- address(nenInterestRateModel).call(abi.encodeWithSignature(checkpointInterest())) (contracts/CToken.sol#1E
Low level eall in CToken._functionCall(address bytes,string) (eontracts/CToken.sol#1596-1615):
- (success, returndata) = target.call(data) (contracts/CToken.sol#1597
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#low-level-calls
Function CToken._setAdminFee(uint266) (contracts/CToken.sol#1176-1184) is not in mixedCase
Function CToken. setReserveFactor(uint256) (contracts/CToken.sol#1241-1249) is not in mixedCase
Function CToken._reduceReserves{uint256) (contracts/CToken.sol#1285-1293) is not in mixedCase
Function CToken. withdranFuseFees(uint256) (contracts/CToken.sol#1348-1356) is not in mixedCase
Function CToken. withdrawAdninFees (Uint256) (contracts/CToken.sol#1484-1412) is not in mixedCase
Function CToken. setInterestRateModel(InterestRateModel) (contracts/CToken.sol#1663-1471) is not in mixedCase
Function CToken._ setNameAndSynbol(string, string) (centracts/CToken.sol#1521-1528) is not in mixedCase
Parameter CToken._setNameAndSymbol(string, string)._name (contracts/CToken.sol#1521) is not in mixedCase
Parameter CToken._setNameAndSynbol(string, string) ._symbol {contracts/CToken.sol#1521) is not in ase
Constant CTokenAdminStorage.fuseAdnin (contracts/CTokenInterfaces.sol#12) is not in UPPER_CASE_WITH_UNDERSCORES
Variable CTokenStorage. notEntered (contracts/CTokenInterfaces.sol#19) is not in mixed
Cemscant CTakenstorage porrouRateNaxiantisse (cuntzacts/cTuk!nInteIfﬂces 501639 15 nat in UPPER_CASE_WITH_UNDERSCORES
Constant CT
Variable CTokenStorage

a (contracts/CTokenInterfaces.sol#44) is not in UPPER_GASE_WITH_UNDERSCORES
pondinghdnin (cunt!ncts/CTukenInteIfaces sol#49) is not in mixedCase

Constant CTokenStorage DrntucnlsuzeShauMantlssn (contracts/CTokenInterfaces.sol#164) is not in UPPER msE WITH_UNDERSCORES
Function CTokenInterface. t;

int256) CTokenInterfaces.sol#2é7) is not in mixedCa
Function CTokenInterface. renuteResexveshnntZSb) (cantxacts/DTnkenInterfﬂces 501#268) is not in mixedCas
Function CTokenInterface. (

‘TokenInterfaces.so1#269) is not in mixedCase
Constant CTokenInterface.isCToken (cnnt!ntts/nTukenIntexfaces sulmsu is not in UPPER_CASE_WITH_UNDERSCORES

Constant CTokenInterface.isCEther (contracts/CTokenInterfaces.sol#156) is not in UPPER_CASE_WITH_UNDERSCORES

Constant CEtherInterface.isCEther (contracts/CTokenInterfaces.sol#297) is not in UPRER_CASE_WITH_UNDERSCORES

Function CDelegateInterface._ becomeImplementation(bytes) (contracts/CTokenInterfaces.sol#326) is not in mixedCase
Function CDelegateInterface. prepare() (contracts/CTokenInterfaces.sol#332) is not in mixedCas

Function ComptrollerInterface._beforeNonReentrant() (contracts/ComptrollerInterface.sol#76) is not in mixedCase
Function ComptrollerInterface. afterNonReentrant() (contracts/ComptrollerInterface.sol#77) is not in mixedCase

Constant ComptrollerInterface.isComptroller (contracts/ComptrollerInterface.sol#5) is not in UPPER_CASE_WLTH_UNDERSCORES
Constant UnitrollerAdminStorage.fuseAdnin (contracts/ComptrollerStorage.sol#11) is not in UPPER_CASE_WITH_UNDERSCORES
Variable ComptrollerV25torage. mintGuardianPaused (contracts/ComptrollerStorage.sol#145) is not in mixedCase
Variable ComptrollerV2Storage._ borrowCuardianPaused (contracts/ComptrollerStorage.sol#146) is not in mixedCase
Variable ComptrollerV3Storage. notEntered Acuntmcts/numuuuustunge 501#172) is not in mixedCas

Variable Comptrollervast 11

Initiali; 501#175) is not in mixedCase

Fimetion ExponontisiNoError mil SealarTruncats (ExponentialNoErrar Exp. Uint286) (Lontracts/ExpanantislNoE rror sol#36-39) is not in mixedCa

Function ExponentialNoError.mul_ScalarTruncateAddUInt{ExponentialNoError.Exp,uint256,uint256) (contracts/ExponentialNoError.sol#s4—47) is nnt in mixedCase
Constant ExponentialNoError.expScale (contracts/ExponentialNoError.sol#11) is not in UPPER_CASE_WITH_UNDERSCORES

Constant ExponentialNoError.doubleScale (contracts/ExponentialNoError.sol#12) is not in UPPER_CASE_WITH_UNDERSCORES

Constant ExponentialNoError.halfExpScale (contracts/ExponentialNoError.sol#13) is not in UPPER_CASE_WITH_UNDERSCORES

Constant ExponentialNoError.mantissaOne (contracts/ExponentialNoError.sol#14) is not in UPPER_CASE_WITH_UNDERSCORES

Constant InterestRateModel.isInterestRateModel (contracts/InterestRateModel.sol#9) is not in UPPER_CASE_WITH_UNDERSCORES

Constant PricoOracle.isPriceOracle (contracts/PriceDracle.ssl#7) is not in UPPER_CASE_WITH_UNDERSCORES

Reference: https://github.con/crytic/slither/wiki/Detector-Documentationsconfornance-to-solidity-naming-conventions

Variable CToken.seize(address,address,uint256).seizeTokens (contracts/CToken.sol#1861) is too similar to CToken.seizeInternal(address,address,address,uint256).seizerToken (contracts/CToken.sol#1887)
Variable CToken.liquidateBorronFresh(address,address,uint256,CTokenInterface).seizeTokens {contracts/CToken.sol#1025) is too similar to CToken.seizeInternal(address,address,address,uint256).seizerToken (contracts/C
Variable CToken.seizeInternal(address,address,address,uint266).seizeTokens (contracts/CToken.sol#1087) is too similar to CTeken.seizeInternal(address,address,address,uint25é).seizerToken (contracts/CToken.sol#1887)

Vvariable CTokenInterface.seize(address, address,uint256).seizeTokens (contracts/CTokenInterfaces.sol#262) is too similar to CToken.seizeInternal(address,address,address,uint256).seizerToken (contracts/CToken.sol#108
Reference: https://github.con/crytic/slither/wiki/Detect: i

ion#variabl oo-similar

CToken (contracts/CToken.sol#16-1616) does not implement functions:
- CTeken.doT: CToken. s01#1543)
- CToken.doTransferOut(address, uint256) (contracts/CToken.sol#1558)
- CToken.getCashPrior() (contracts/CToken.sol#15:

Reference: https://github.com/erytic/s1ither/wiki/Detector-Documentation#unimplemented-functions

dingAdnin (contracts/CTokenInterfaces.sol#49) is never used in CTeken (contracts/CToken.sol#16-1616)

Comptrollervistorage.maxAssets (contracts/ComptrollerStorage.sol#78) is never used in ComptrollerVistorage (contracts/ComptrollerStorage.sol#153-176)
ComptrollerV2Storage.borrowers (cnntracts/hnmntrnllerslarane.sul#lii) is never used in ComptrollerVaStorage (cnntxacls/ﬂnmntrullexstnxage 501#153-176)
Comptrol borrowerIndexes t 17) is never used in Comptro (contracts/Comptrollerst 501#153-176)
Comptrollervastorage.whitelistIndexes Acuntzacts/cmpuauusmuge su]ullﬂ is never used in Comptrollervastorage (contracts/ComptrollerStorage. sole153-176)
ComptrollerVaStorage._notEntered (contracts/ComptrollerStorage.sol#172) is never used in ComptrollerV3Storage (contracts/ComptrollerStorage.sol#153-176)
ComptrollerV3storage._notEnteredInitialized (contracts/ComptrollerStorage.sol#175) is never used in ComptrollerVastorage (contracts/ComptrollerStorage.sol#153-176)
Reference ic/sli

https://github.con/crytic/slither/wiki/Detector-Documentation#unused-state-variable

CDelegationstorage.implementation (contracts/CTokenInterfaces.sol#384) should be constant
CErc285torage.underlying (contracts/CTokenInterfaces.sol#276) should be constant

CTokenstorage ndingAdmin (contracts/CTokenInterfaces.sol#49) should be constant
ComptrollerViStorage.closeFactorMantissa (contracts/ComptrollerStorage.sol#68) should be constant
ComptrollerViStorage.liguidationIncentiveMantissa (contracts/ComptrollerStorage.sol#és) should be constant
ComptrollerVistorage.maxAssets (contracts/ComptrollerStorage.sol#78) should be constant
ComptrollerV2Storage._borronGuardianPaused (contracts/ComptrollerStorage.sol#146) should be constant
Comptrollerv2Storage. mintGuardianPaused (contracts/ComptrellerStorage.sol#1s5) should bs constant
Comptrollervastorage. enfuxtewhitelist (contracts/ConptrollerStorage.so1#128) should be constant

Comptrol. Comptroll s0l#144) should be constant
ComptroLLarV2Storage. saiseGuardianaused (contraccs/Conpirnllerstarage.s014148) should bo canstant
ComptrollerV2Storage. transferGuardianPaused (contracts/ComptrollerStorage.sol#147) should be constant
Comptrollervast, « Comptroll 501#172) should be constant
Comptrollervastorage. _notEnteredInitialized (contracts/ComptrollerStorage.sol#175) should be constant
ComptrollerVaStorage.autoImplementation (contracts/ComptrollerStorage.sol#157) should be constant
Comptrollervastorage.borrouCapGuardian (contracts/ComptrollerStorage.sols1é) should be constant
UnitrollerAdminStorage.admin (contracts/ComptrollerStorage.sol#16) should be constant
UnitrollezAdninStorage.adminHasRights (contracts/ComptrollerStorage.sol#31) should be constant
UnitrollerAdminstorage.comptrollerinplementation (contracts/Comptrollerstorage.sol#43) should be constant
UnitrollerAdminStorage. fuseAdminHasRights (contracts/ComptrollerStorage.sol#26) should be constant
UnitrollerAdminstorage.pendinghdnin (contracts/ConptrollerStorage.sols21) should be constant

UnitrollerAdninStorage.pendingComptrollerInplementation {cnnuactsmumptm1ustuuge s01#48) should be constant
Reference: https://github.con/crytic/slither/wiki/l

initialize (ComptrallerTnterface, Interestistotodel, uint2sé, string string, uintB, ulnt256, uint256) should be declazed external:
Token. initiali 1lerInterface, I 1int256, string, string, uints, uint256,uint256) (contracts/CToken.sol#34-75)
_sotIntorestRatavodel (InterestRatonodsl) should bo. deciared svternal:

- CToken._setInterestRateModel (InterestRatebodel) (contracts/CToken.sol#1463-1471)

~ CTokenInterface._setInterestRateModel(InterestRateModel) (contracts/CTekenInterfaces.sol#269)
Reference: https://github.com/crytic/slither/wiki/Detect: ion#public-functi

1d-be-declared-external
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CurvePlainPoolOracle.sol

CurvePlainPoolOracle.registerCurvePool(address). coin (contracts/oracles/CurvePlainPoolOracle.sol#24) is a local variable never initialized
https://github.con/crytic/slither/wiki/Detector-Docunentation#uninitialized-local-variables
clulcun-PlnnPwlOncl- 501#17-34) ignores return value by ICurvePool(lpToken).ceins(i)

les/CurvePlainPoolOracle. s0l#24-28)

Reference

ICurvePool (1pToken).coins(i) (contracts/oracles/CurvePlainPoolOracle. sol#26-28)

CurvePlainPooll: a o
Reference: https://github.com/erytie/slither/wiki/Detector-Documentationsunused-r
CurvePlainPoolOracle.registerCurvePool(address) (eontracts/oracles/CurvePlainPoolOracle.sol#17-34) has external calls inside a leo|
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation/#calls-inside-a-loop

variable 'CurvePlainRoolOracle.registerCurvePool(address). coin (contracts/oracles/CurvePlainPoolOracle.sol#24)' in CurvePlainPoolOracle.registerCurvePool(address) (contracts/oracles/CurvePlainPoolOracle.sol#17-34)
Token].push(_coin) (contracts/oracles/CurvePlainPoolOracle.sol#:

Reference: https://github.con/crytie/slither/wiki/ i laratic g

local-variables

Different versions of Solidity is used:
- Version used: ['0.68.4', '70.8.0', '"8.8.4']
- "8.8.8 (node_modules/@openzeppelin/contracts/token/ERC28/ERC20. 501#4)
- "8.8.9 (node_modules/@openzeppelin/contracts/token/ERC28/IERC28. sol#4)
- "8.8.8 (node_modules/@openzeppelin/contracts/token/ERC28/extensions/ ERC2BMetadata. sol#4)
- "8.8.0 (node_modules/@openzeppelin/contracts/utils/Context.solsh
- "8.8.4 (contracts/external/latest/Interfaces.sol#!
- 0.8.4 (contracts/external/latest/curve/ICurvePool.sol#2)
- 8.8.4 (contracts/oracles/CurvePlainPoolOracle.sol#2)
Reference: https://github.con/crytic/slither/niki/ i £ prag recti
Context._msgbata() (node_modules/@openzeppelin/contracts/utils/Context.s01#21-23) is never used and should be removed
ERC20._burn(address,uint256) (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC28.501#286-295) is never used and should be removed
mint(address,uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC2A. 501#257-267) is never used and should be removed

ERC20. _mi .
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#dead-code

Pragna version*d.8.8 (node_modules/@openzeppelin/contracts/token/ERC28/ERC28.501#4) allows old versions
Pragma version®0.8.8 (node_modules/@openzeppelin/contracts/token/ERC28/TERC28.501#4) allows old versions
Pragna version*d.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC28/extensions/IERC28Metadata. so1#4) allows old versions
Pragma version?0.8.8 (node_modules/Gopenzeppelin/eontracts/utils/Context.sol#4) allows old versions
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity
Function Comptroller._setwhitelistEnforcement(bool) (contracts/external/latest/Interfaces.sol#54) is not in mixedCas,
Function Comptroller. setwhitelistStatuses(address(],bool[]1) (contracts/external/latest/Interfaces.sol#56-59) is not in mixedCase
Function Comptroller. become(address) (contracts/external/latest/Interfaces.sol#é1) is not in mixedCase

setPriceOracle(address) (contracts/external/latest/Interfaces.sol#63) is not in mixedCas:
setCollateralFactor(address,uint256) (contracts/external/latest/Interfaces.sol#69-72) is not in mixedCase

Function Comptroller
Function Comptroller
Function Comptroller
Function Comptreller
Function Comptroller._
Function Comptroller.
Function Comptroller._
Function Comptroller

Function Comptroller

acceptAdmin() (contracts/external/latest/Interfaces.sol#83) is not in mixedCase
_setCloseFactor (uint256) (contracts/external/latest/Interfaces.sol#85-87) is not in mixedCi
setliquidationIncentive(uint256) (contracts/external/latest/Interfaces.sol#89-91) is not in mixedCase
supportMarket(address) (contracts/external/latest/Interfaces.sol#93) is not in mixedCas
setMarketBorrowCaps(addressl ], uint256[]) (contracts/external/latest/Interfaces.sol#95-98) is not in mixedCase
setMarketsupplyCaps(addressl], uint256[]) (contracts/external/latest/Interfaces.s0l#106-103) is not in mixedCase
_setMintPaused(addzess,bool) (contracts/external/latest/Interfaces.sol#165) is not in mixedCa

Function Comptroller._setBorrowPaused(address, bool) (contracts/external/latest/Interfaces.sol#17-109) is not in mixedcase

Function Comptroller. setTransferPaused(bool) (contracts/external/latest/Interfaces.sol#111) is not in mixedCas

Function Comptroller. setSeizePaused(bool) (contracts/external/latest/Interfaces.sol#113) is not in mixedCase

Function Comptroller. addRewardsDistributor(address) (contracts/external/latest/Interfaces.sol#115-117) is not in mixedCase

Function Comptroller. deployMarket(bool,bytes,uint256) (contracts/external/latest/Interfaces.sol#119-123) is not in mixedCase
Function Comptroller. unsupportMarket(CToken) (contracts/external/latest/Interfaces.sol#125) is not in mixedCase

Function Comptroller. exteznal/latest/Interfaces.sol#127-129) is not in mixedCase

Function Comptroller._setBorrowCapGuardian(address) (contracts/external/latest/Interfaces.sol#131) is not in mixedCase

Function CToken._supportMarketAndSetCollateralFactor(CToken,uint256) (contracts/external/latest/Interfaces.sol#184-187) is not in mixedCase
Function CToken._setAdminFee(uint256) (contracts/external/latest/Interfaces.sol#189-191) is not in mixedCase

Function CToken. setReserveFactor(uint256) (contracts/external/latest/Interfaces.sol#193-195) is not in mixedCase

Function CToken. setI ts/external/latest/Interfaces.sol#197-199) is not in mixedCase

Function CToken._setNameAndSymbol(string,string) (contracts/external/latest/Interfaces.sol#201-282) is not in mixedCase

Function CToken. withdrawAdninFees(uint256) (contracts/external/latest/Interfaces.sol#204-206) is not in mixedCase

Function CToken._reduceReserves(uint256) (eontracts/external/latest/Interfaces.sol#208) is not in mixedCase

Function IUniswapV2Routerf1.WETH() (contracts/external/latest/Interfaces.sol#314) is not in mixedCas

Function IUniswapV2Pair.DOMAIN_SEPARATOR() (contracts/external/latest/Interfaces.sol#550) is not in mixedCase

Function IUniswapVzPair.PERMIT_TYPEHASH() (contracts/external/latest/Interfaces.sol#552) is not in mixedCase

Function IUniswapV2Pair.MINIMUM_LIQUIDITY() (contracts/external/latest/Interfaces.sol#583) is not in nixedcase

1(address) (

ice() (contracts/external/latest/curve/ICurvePool.sol#5) is not in mixedCa:

Function ICurvePool.get_virtual price(
Function ICurvePool.remove_liquidity_one_coin{uint256,int128,uint256) (mmt!acts/enknrnal/1atestfcurvn/lﬂu!vnPnnl 501#9-13) is not in mixed
-coin{uint266,int128 uint256, buul) (cunt!acts/e){(e!na]/la(est/culvellculvepuu] s0l#16-28) is not in ml){eﬂl}nse

Function ICurvePool.remove_liquidity_one.
Reference: https://github.con/crytic/slither /wiki/! o-solidit ions
Variable TUniswapVZRouterdl.addLiguidity(address,address,uint?56,uint256,uint256,uint256, address, uint256) .amountADesired (contracts/external/latest/Interfaces.s01#319) is too similar to TUniswapV2Routerdl.addliquic
ss,Uint256).anountBDesired (contracts/external/latest/Interfaces.sol#3ze

ation#variabl oo-similar

Reference: https://github.con/crytic/slither/wiki/Detect

name() should be declared external:
ERC20.name () (node_nodules/Gopenzeppelin/contracts/ token/ERC28/ERCZ0 . so1#62-64)
symbnl() should be declared externa
_ERC20.symbol() (node_modules. 1#78-72)

decimals() should be declared external:
20.decimals() (node_modules/Bopenzeppelin/contracts/token/ERC20/ERC28.501#87-89)

mmswply() should be declared external:
ERC20.totalsupply() (node_modules/@openzeppelin/contracts/token/ERG20/ERG20. 501494-96)
balance0f(address) should be declared external:
ERC20.balance0f (address) (node, mudules/@upenzeppe])n/cun(zacts/tuk!n/ERCZD/ERCZB 5014101-103)

transfer(address, uint256) should be declared exte
- ERC20.transfer(address,uint256) (node. mwdul:s/@w:nz:v9:1Ln/:wntncts/tuk:n/ERCEE/EMEE 501#113-117)

approve (address,uint25s) should be declared external:
ERC20.approve (address, uint256) (node_nodules/Gopenzeppelin/contracts/ token/ERC28/ERC20.5014136-140)
transferFrom(addzess, address,uint256) should be declared externa
C20. transferFron(address, address, uint256) (node_nodules/Gopenzeppelin/contracts/ token/ERC28/ERC28. sol#158-167)

increaseAllonance (address,uint256) should be declared externa
C20. increassAllowance (address, uint256) (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC20. 501#181-185)

ner:uauA]]uwance(anduu uint256) should be declared e;
020.decreaseAllowance (address, uint256) (node. lvmdulu/GnDenzenDelln/cuntracts/tnken/ERDEE/ER(}ZH 501#281- 21a)
on#public—functi 1d-be-decl,

Reference: https://github.com/crytic/slither/wiki,



AUTOMATED TESTING

CurvePoolOracle.sol

CurvePoolOracle.registerCurvePool(address). eoin (contracts/oracles/CurvePoolOracl
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variable

s01#33) is a local variable never initialized

egisterCurvepool(address) (contracts/oracles/CurvePoolOracle.sol#24-43) ignores return value by ICurvePool(pool).coins(i) (contracts/oracles/CurvePoolOracle.sol#33-37)

CurvePoolOracle.regi
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#unused-retuw
CurvePoolOracle.registerCurvePool (address) (contracts/oracles/CurvePoolOracle.sol#24-43) has external calls inside a loop: ICurvePool(pool).coins(i) (contracts/oracles/CurvePoolOracle.s01#33-37)

Reference: https://github.con/crytic/slither/wiki/Detector-Documentation/#calls—inside-a-Llo
coin (contracts/oracles/CurvePoolOracle.s0l#33)' in CurvePoolOracle.registerCurvePool (address) (contracts/oracles/CurvePoolOracle.sol#24-43) potentially used be

Variable 'CurvePoolOracle.registerCurvePool (address)
contracts/oracles/CurvePosl0racle.sol#34
Reference: https://github.con/crytic/slither/wiki/Detect ationép i 9 local-variables

Different versions of Solidity is used:
~ Version used: ['0.8.4', '%0.8.8', '*0.8.4']

79.8.0 (node_modules/@openzeppelin/contracts/token/ERC28/ERC20. sol#4)

*@.8.0 (node_modules/@openzeppelin/contracts/token/ERC28/IERC20.s0184)

"@.8.9 (node_modules/Qopenzeppelin/contracts/token/ERC20/extensions/IERC2@Metadata.sol#s)

.8.0 (node_nodules/Gopenzeppelin/contracts/utils/Context. soléd

*0.8.4 (contracts/external/latest/Interfaces.sol#:

8.4 (contracts/external/latest/curve/ICurveLPToken. sol#2)

8.4 (contracts/external/latest/curve/ICurvePool.sol#2)

8.4 (contracts/oracles/CurvePoolOracle.sol#2)

https://github. com/crytic/slither/wiki/Detect ationsdiff pragna-directi

]
- 8.
]

Reference

Context._msgbata() (node_modules/@openzeppelin/contracts/utils/Context.sol#21-23) is never used and should be removed
ERC20._burn(address, uint256) (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC28.501#280-295) is never used and should be removed

ERC20._mint(address,uint256) (node_modules/@openzeppelin/centracts/token/ERC20/ERC20.501#267-267) is never used and should be removed

Reference: https://github.con/crytic/slither/wiki/Detector-Docunentationsdead-code

Pragma versionn0.8.8 (node_modules/@openzeppelin/contracts/token/ERC20/ERC20.50144) allows old versions
Pragma version®8.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC20/TERC20. sauu allows old versions
sol#4) allows old versions

Pragma version"@.8.9 (node_modul in, t: ts/token,
Pragna version"®.8.8 (node_modules/Gopenzeppelin/contracts/utils/Context.sol#d) e old versions
idity

//github.com/crytic/slither/wiki/Detect, ion#incor:

Reference: https

Function Comptroller. setWhitelistEnforcement(bool) (contracts/external/latest/Interfaces.sol#54) is not in mixed
Function Comptroller. setWhitelistStatuses(address[],booll]) (contracts/external/latest/Interfaces.sol#56-59) is not in mixedCase
Function Comptroller._ become(address) (contracts/external/latest/Interfaces.sol#61) is not in mixedCas
Function Comptroller. setPriceOracle(address) (contracts/external/latest/Interfaces.sol#63) is not in mixedC
Function Comptroller._setCollateralFactor(address,uint266) (contracts/external/latest/Interfaces.sol#s9-72) is not in mixedCase
Function Comptroller. acceptAdmin() (contracts/external/latest/Interfaces.sol#83) is not in mixedCas:

Function Comptroller. setCloseFactor(uint256) (contracts/external/latest/Interfaces.sol#85-87) is not in mixedCase

Function Comptroller. setliquidationIncentive(uint256) (contracts/external/latest/Interfaces.sol#89-91) is not in mixedCase

Function Comptroller. supportMarket(address) (contracts/external/latest/Interfaces.sol#93) is not in mixedCase

Function Comptroller._setMarketBorrowCaps(address[],uint256[1) (eontracts/external/latest/Interfaces.sol#95-98) is not in mixedCase
Function Comptroller. setMarketSupplyCaps(address[],uint256[1) (contracts/external/latest/Interfaces.sol#180-163) is not in mixedCase
Function Comptroller. setMintPaused(address,bool) (contracts/external/latest/Interfaces.sol#105) is not in mixedCase

Function Comptroller._setBorrowPaused(address,bool) (contracts/external/latest/Interfaces.sol#107-109) is not in mixedCase

Function Comptroller. setTransferPaused(bool) (contracts/external/latest/Interfaces.sol#111) is not in mixedCase

Function Comptroller._setSeizePaused(bool) (eontracts/external/latest/Interfaces.sol#113) is not in mixedCase

Function Comptroller. addRewardsDistributor(address) (contracts/external/latest/Interfaces.sol#115-117) is not in mixedCase

Function Comptroller. deployMarket(bool,bytes,uint256) (contracts/external/latest/Interfaces.sol#119-123) is not in mixedCase
Function Comptroller._ unsupportMarket(CToken) (contracts/external/latest/Interfaces.sol#125) is not in mixedCase

Function Comptroller. setPauseGuardian(address) (contracts/external/latest/Interfaces.sol#127-129) is not in mixedCase

Function Comptroller._setBorrowCapGuardian(address) (contracts/external/latest/Interfaces.sol#131) is not in mixedCase

Function CToken._supportMarketAndSetCollateralFactor (CToken, uint256) (contracts/external/latest/Interfaces.sol#184-187) is not in mixedCase
Function CToken. setAdminFee(uint256) (contracts/external/latest/Interfaces.sol#189-191) is not in mixedCase

Function CToken._setReserveFactor(uint256) (contracts/external/latest/Interfaces.sol#193-195) is not in mixedCase

Function CToken. setInterestRateModel{address) (contracts/external/latest/Interfaces.sol#197-199) is not in mixedCase

Function CToken._setNameAndSymbol(string, string) (contracts/external/latest/Interfaces.sol#201-262) is not in mixedCase

Function CToken._withdrawAdminFees(uint256) (contracts/external/latest/Interfaces.sol#284-206) is not in mixedCase

Function CToken. reduceReserves(uint256) (contracts/external/latest/Interfaces.sol#208) is not in mixedCase

Function IUniswapV2Router1.WETH() (contracts/external/latest/Interfaces.sol#314) is not in mixedCase

Function IUniswapV2Pair.DOMAIN_SEPARATOR() (contracts/external/latest/Interfaces.sol#558) is not in mixedCase

Function IUniswapV2Pair.PERMIT_TYPEHASH() (contracts/external/latest/Interfaces.sol#S62) is not in mixedCase

Function IUniswapVzPair.MINIMUM_LIQUIDITY() (contracts/external/latest/Interfaces.sol#563) is not in mixedCase

Function ICurvePool.get virtual price() (contracts/external/latest/curve/ICurvePool.sel#5) is net in mixedCase
Function ICurvePool.remove_liquidity_one_coin(uint256,int128,uint256) (contracts/external/latest/curve/ICurvePool.sol#9-13) is not in mixedCase

Function ICurvePool.remove_liquidity one_coin(uint256,int128,uint256,bool) (contracts/external/latest/curve/ICurvePool.sol#15-28) is not in mixedCase
i s

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-convention:
Variable TUniswapV2Router8l.addLiguidity(address,address,uint256,uint256, uint256,uint256, address,uint256) .anountADesired (contracts/external/latest/Interfaces.sol#319) is too similar to IUniswapV2Router®l.addLiguic

$5,uint256).amountBDesired (contracts/external/latest/Interfaces.sol#320)
underlyingToken (contracts/oracles/CurvePooloracle.sol#57) is too similar to CurvePoolOracle.underlyingTokens (contracts/oracles/CurvePoolOracle.sol#17)

Variable CurvePooloracle._price(address).
Reference: https://github.com/crytic/slither/wiki/Detect oo-similar

ion#variabl

name() should be declared external:
- ERC20.name() (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. s01#62-64)

synbol() should be declared external:
026, synbol () (node_modules/@openzeppelin/contracts/token/ERC26/ERC20. 501#70-72)

aecma]s(; should be declared external:
ERC20.decimals() (node_modules/@openzeppelin/contracts/token/ERC20/ERC20.501487-89)

ERC20.501894-96)

twtalsuwly() should be declared external:
RC: lin/contracts/t

6. totalsupply() (node_

hahnceoﬂauuuss) should be declared external:
ERC20.balanceOf (address) (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. s01#101-103)

transfer(address,uint266) should be declared sxterna
ERC20. transfer(address, uint266) (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC20. s01#113-117)

app!uv!(adﬂzess uint256) should be declared external:
ERC28.approve (address,uint256) (node mndults/@un:nltuptl)n/:unt!ntts/tuken/ERCZE/ERCZB 501#136-140)

transferFrom(address,address,uint256) should be declared externa.
C26. transferFron{address, address,uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC28. 501¢168-167)

increaseAllowance(address, uint266) should be declared external:
C26. increaseAl lowance (address, uint256) (node_modules/@openzeppelin/contracts/token/EAC28/ERC26. sol#181-185)

decreaseallowance(address, uint?56) should be declared external:
RC28.decreaseAllowance (address, uint266) (node_medules/@openzeppelin/contracts/token/ERC20/ERC2. 501#201-210)
ion#public-functis 1d-be-declared-external

Reference: https://github.com/crytic/slither/wiki/Detect:



AUTOMATED TESTING

FuseFeeDistributor.sol

FuseFeeDistributor. withdrawAssets(address) {contracts/FuseFeeDistributor.sol#47-69) sends eth to arbitrary user

angerous calls
success) = onner().call{value: balance}()
hteps://github. con/erytic/slither/wiki/

(contracts/FuseFeeDistributor.so1#51)
trary-destinations

Reference:
OwnableUpgradeable. __gap (node_modules/ Lin/ 1 Le.501#74) shadous:
- ContextUpgradeable.__gap (node_nodules/Gopenzeppelin/contracts- upgr;\dL-:mJu/u()]s/Cnnu‘x(upgrndn;\bln s01431)
https://github.con/crytic/slither/wiki/Detector- ation#state-variabl

Reference:

Distributor.sol#234) is a local variable never initialized
Distributor.sol#243) is a local variable never initialized

FuseFeeDistributor.L ddress) .
hEtps://github. con/crytic/slither/wiki/Detector-Docunentat ionfuninitialized-local-variables

FuseFeeDistributor._callPool (address[],bytes[]) (contracts/FuseFeeDistributor.sol#85-88) ignores return value by targets[i].functionCall(data[i]) (contracts/FuseFeeDistributor.sol#87)
001 (address[],bytes) (contracts/FuseFeeDistributor.sol#95-98) ignores return value by targets[il.functionCall(data) (contracts/FuseFeeDistributor.sol#57

FuseFeeDistributor._callP
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-return

setDefaultIntercstFecRate (uint256) (contracts/FuseFeeDistributor.sol#38-41) should emit an event for:
1tInterestFeeRate (contracts/FuseFeeDistributor.sol#48)

FuseFeeDistributor.

efaultinterestFeeRate
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#nissing-events-arithmetic
AddressUpgradeable. isContract(address) (node_modules. in/cont: Lle/util 501#26-35) uses assembly
— INLINE ASM (node_modul 1 ntracts— le/utils le.s0l#33)
in/cont: 501#147-164) uses assembly

AddrossUpgradoable _verifyCallResult(buol, bytes, string) (nado.moduLes
INLINE ASM (node_modul n/contracts— le/utils/
FuseFeeDistributor.deployCEther (bytes) (cnn!u:!s/lﬁuse[umsumutnz.sn]dlﬂﬂfllln uses assembl;
— INLINE ASM (contracts/FuseFeeDistributor.sol#111-116)
FuseFeeDistributor.deployCErc20(bytes) (contracts/FuseFeeDistributor.sol#121-140) uses assenbly
~ INLINE ASM (contracts/FuseFeeDistributor.sol#132-137)

httpss//github. con/crytic/slither/wiki/Detector-Docunentation#assembly-usage

Le/util!
Le. s01#156-159)
¥

Reference:

Different versions of Solidity is used:
— Version used: ['@.6.12', +6.26<0.8.0', '>=0.6.0<0.8.0', '>=0.6.2<0.8.0']

- >20.6.0<0.8.0 (node_modul 1in/contract: 1e 1 e.s01#3)
1le/math/SafeMa le.sol#3)

.6.6<0.8.8 (node_modul n/contracts-
+4.24<0.8.9 (node.modules,/Qopenzeppe Lin/contracts-upgradesble/proxy/Initializaslo. solki)

= 520.6.8<0.8.8 (node_nodul lin/contracts— le/token/ERC28/T 143)
1in/contracts— le (oker\/ERCZH/SaHERCZWDﬂHﬂHble s0l#3)
1lin/contract: lefutils.

Le.sol#3}

le/utils/Contex

1lin/contract:
— 8.6.12 (contracts/FuseFesDistributor.sols2)

— ABIEncoderV2 (contracts/FuseFeeDistributor.sol#3)
Reference: https://github.con/erytic/slither/wiki prag
unctionCallWithVa bytes,uint256) (node s lin utils, le.50l#104-106) s never used and should be removed
AddressUpgradeable. functionStaticCall(address, bytes) (node_modules. infeontract. le/util le.s01#129-131) is never used and should be removed
AddressUpgradeable. functionStaticCall{address, bytes, string) (node_modules in/contract: le/util ©.501#139-145) is never used and should be removed
AddressUpgradeable. sendvalue (address, uint256) (node_modules. in Le/util. 501#53-59) is never used and should be removed
ContextUpgradeable.__Context_init() (node_module: infcontract: Le/utils/Cont le.501#17-19) is never used and should be remove
ContextUpgradeable. nmsgData() {node s i utils, le.501#27-30) is never used and should be removed
saf : le,add uint256) (node_modul 1in/contract: 1e/token/ERCZ8. 501#37-46) is never used and should be removed
1e,add uint256) (node_modul lin/contracts- e/ token/ERC28, ©.501#53-56) is never used and should be removed
1in/contracts— e/ token/ERC20, ©.501#48-51) is never used and should be removed
‘token/ERC2, le.501#26-28) is never used and should be removed

1in/contract:
Lle.sol#85-89) is never used and should be removed

le.so0l#135-138) is never used and should be removed
Lin/contracts- le.s0l#198-193) is never used and should be removed
in/contract 501#152-156) is neve: d and should be removed
1in/contracts- le/math/Saf eMa le.s014216-213) is never used and should be removed
t: le/math,/Saf 501#116-121) is never used and should be removed
501#101-184) is never used and should be removed

sa owi

SafeERC2ﬂUpgzad!able saf:Inc!eas!A]luwnnce(IERCQﬂUpg!adeab]! address,uint256) (node_modul

e, address, address, uint256) (node_modu

i cts- 1e/math/Saf
1e/math,/safeMa

1e/math,/Saf eMa
‘math/SafeMa

af e.safe
SafeMathUpgradeable.add(uint256, umtzsn (node_modul.
SafeMathUpgradeable.div{uint266,uint256) (node_modul
SafeMathUpgradeable.div(uint266, uint256, string) (node_modul
SafeMathUpgradeable.mod({uint286,uint256) (node_modul

SafeMathlpgradeable.mod({uint256, uint256, string) (node_modul

in/contract

SafeMathUpgradeable.nul(uint256,uint256) (node_modul 1in cts-
safeMathUpgradeable. sub{uint256,uint256) (node_modul 1in/contract: 1o/math/Saf eMa 1e
SafeMathlUpgradeable. sub(uint256,uint256, string) (node_modul lin/contracts— 1e/math/SafeMa le.501#178-173) is never used and should be removed
SafeMathUpgradeable. tryAdd(uint256, uint256) (node_modul 1in/contract: le/math/SafeMa le is never used and should be removed
SafeMathUpgradeable. tryDiv{uint256, uint256) (node_modul lin/contract: le/mathy/SafeMa le.501#68-63) is never used and should be removed
SafeMathUpgradeable. tryMod(uint256, uint256) (node_modul 1in/, 1e/math, 1e.501#78-73) is never used and should be removed
SafeMathUpgradeable. tryMul (uint256, uint256) (node_modul 1in/contract: le/math/SafeMa le.s0l#45-53) is never used and should be removed
lin/contracts- le/math le.sol is never used and should be removed

SafeMathUpgradeable. trySub(uint256, uint256) (node_modul
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#dead-code

s01#3) is too complox

.6.0<0.8.0 (node_nodules/@openzeppelin/contract:

Pragma version:
version>=e.6.0<0.8.8 (node_modules/Gopenzeppelin/contracts—. upnraneab]:/math/ﬁaf:MathUpurndeable 501#3) is too r:ulw]ex

Pragna

Pragna .4.24<0.8.8 (node_modules/@openzeppelin/contracts-upgradeable/proxy/Initializable.sol#4) is too compl

Pragma .6.8<0.8.8 (node_modules/Gopenzeppelin/contracts— 1e/token/ERC28/ T 50143) 15 tao complex

Pragna .6.0<0.8.2 (node_modules/Qopenzeppelin/contracts— 1¢/token/ERC20/Saf s01#3) is too complex

Pragna .6.2¢0.8.0 (node_modul 1in/contract: le/utils/ le.sol#3) is too complex
contract le/utils/Contex le.s0l#3) is too complex

Pragma
Reference: https://github.com/crytic/s1ither/wiki/Detector-Documentation#incorrect-versions-of-solidity
Lle/util le.501#53-59)

le.s0l857)

Low level call in sendvalue (add nt256) (node_modules
- (success) = recipient.call{value: amount}() (node_modules. e/util

Low level call in AddressUpgradeable.functionCallWithValue(address, bytes,uint256,string) (node_modul 1in/contract: le/utils/
- (suceess, returndata) = target.call{value: value}(data) (node_modul 1in/contract: le/utils/, le.s01#119)

Low level call in AddressUpgradeable.functionStaticCall(address, bytes. string) (node linfcontract le.501#139-145) :
~ (success, returndata) = target.staticcall(data) (node_module: nl le/util

Low Level cal in FusereaDistrinutar, withdrannessts (sddress) (contracte/FusetouDis trbutar solhirs9):

- (success) = owner{).call{value: balance}() (contracts/FuseFeeDistributor.sol#51)

Low level call in FuseFeeDistributor.interestFesRate() (contracts/FuseFesDistributor.sol#278-
msg.sender.staticcall{abi.encodeWithSignature (comptroller())) (contracts/FuseFeeDistributor.sol#279)

le.s0l#114-121) :

infcontract

utils/
le.s0l#143)

- (success, data) =
Reference: https://github.com/crytic/s1ither/wiki/Detector-Documentation#low-level-cal
e.501#27-30) is not in mixedCase

Function OwnableUpgradeable. _Ownable_init() (node_medul 1in/contracts— le, 55/ 1

Function OwnableUpgradeable.__Ownable_init_unchained() (node_modul Lin/contract: le/access/Ownabl €.501#32-36) is not in mixedCase

Variable Ownabl le.__gap (node_ linfcontract access/Ownabl le.501#74) is not in mixedCase

Function ContextUpgradeable. nit() (node_modul 1in/contract: le/utils/Contex le.sel#17-19) is not in mixedCa
1in/contracts- e/utils/Contex Le.s0 1 et in mixedtase

le.sol#31) is not in mxeunase

Function ContextUpgradeable. nit_unchained() (node_modul
Variable le.__gap (node s 1il
Parameter FuseFeeDistributor.initialize(uint266). defaultInterestFeeRate (contracts/FuseFeeDistributor.sol#23) is not in mixed
Function FuseFeeDistributor. setDefaultInterestFecRate(uint256) (contracts/FuseFeeDistributor.sol#38-41) is not in mixedCa:
Paraneter FusoFsaDistributor. gotDotaul tintorastFooRato(Uintass) . default Intorestrosnate (conirasts/FuseFoudistributer s01438) is not in mixedCase
Function FuseFeeDistributor. withdrawAssets(address) (contracts/FuseFeeDistributor.sol#47-59) is not in mixedCase
Function butor._setMis n stributor.sol#71-73) is not in mixedCase
Parameter FuseFeeDistributor. setMinBorrowEth(uint2s6). minBorromEth (contracts/FuseFeeDistributor.sol#71) is not in mixedcase
Function FuseFeeDistributor. callPool(address(],bytes(]) (contracts/FuseFeeDistributor.sol#85-88) is not in mixedCase
callPool(address(],bytes) (contracts/FuseFeeDistributor.solu95-98) is not in mixed

i i editConptrollerInplenentationkihitelist (addressl ], address[],booll]) (contracts/FuseFeeDistributor.sol#153-156) is not in mixedCase
Function FuseFeeDistributor. sditCErc20Delagatehhitelist(addrass(],addrass[],bool[],bool[]) (contracts/FuseFeeDistributor.sol#178-173) is not in mixedCase
editCEtherbelegatennitelist (address(], addresst], bool[] booll]) (contracts/Fusereeistributor. soLé167-198) is not in mixedcase

) e

stributor.sol#209-211) is not in mixedCas

Function FuseFeeDistributor
Function butor
Function FuseFeeDistributor.

setl ion(add
setlatestcith:zuelegate(address,add!ess,mm],bytesi (contracts/FuseFeeDistributor.sol#254-256) is not in mixedCase
setlatestCErc28Delegate (address, address,bool, bytes) (contracts/FuseFeeDistributor.sol#265-267) is not in mixedCase
_setCustomInterestFeeRate (address,int256) (contracts/FuseFeeDistributor.sol#296-299) is not in mixedCase
variable Fus:FeeD)stmhutnr latestComptrollerImplementation (contracts/FuseFeeDistributor.sol#195) is not in mixedCase
Variable butor._L legate (cont: FuseFeeDistributor.sol#222) is not in mixedCase
variable Fus!FeeDist!)hutnz._1atest!}Eth!zDelegate (contracts/FuseFeeDistributor.sol#227) is not in mixedCase
Reference: https://github.con/crytic/slither/wiki/Detect ation#cont Lidity-naning ions
i le.501#28)" inCont,

lin/contract: e/utils/Contex

le (node_ lin/contract, e/utils/Contex le.sol#l6-

Redundant
Reference: https: //auhub cm/czyuc/sntmumk:/
FuseFeeDistributor.deployCEther (bytes) (cnntnns/runruu;stmhmuz.nl«wn—uq) uses literals with too many digits

— cEtherDelegatorCreationCode = 3480156100105 1610785380380610785833081 8101 6048526101808110156 1003457600080 Fdl5b 1516020830151 6046808501 805191 5193959 2948301929 1846 401000000008711
80 Fd5bB2516401s 116282618610171 lsuazanszaunana 18156108bb5781610151 100 16190601 148R154108nAE760203 51 400 18348208 3516148

1156101 301 B5B111166101205 01, 11 7166101325 020918201929091 116156101675781810151
6160020315 1920180519294919: 714102 b017SRGHAF OSSR 196 AR GARE 1114117 MR Ao 0BG OFT 1A TS8R A8 201 A7 08 MBS £
185781810151 qusunesusm:zu.ssm:szw:ssasmus:swzwuuwahaawus152swzuuqLsusbsuew.aszwuususwuuzwuw92919“usm:euzwqunwswsasueusbasasosqsasqs:snwwsue
600160016020150316600166016020150: 80602001 152602001848152682001838103835287818151 15080519068200 56102005781810151 1019068
15 528651 1620191861 161561034d5751810151 10190401 £1680156101757006 26305 LAD0L594020036 104000 3034143152 602017 15056062408051
16631e 5179091 849c1 680160201b03166001600160201b8316515260200183151515158152602001606820018 26810362528381815181526020019150805190682001
10196661 7808203605168018360208361010802031 198184030161 85160016061600615039081166356d85h7360e01b1796915290955061049C16935050505056
L0318 6000 018082805096402001900083535 0402853106104 c57 8051305 260111909 2009160269 1820191016104 d5656600183602003410100096386196 25116818 1511460521
dsb 6105 61C80635¢600a 1b14610061575b 68054 6040B05160048152602461019€
§1005746001400160a 0100317061112 050000805460 40516001 001 4Da0 1622907 14610801576040519150601F1960373d011682016040523d825230
3081801561004d5 734827355348 756 34501561800 57600080 d5h 586100 16410104 56506040805160016 91690150 3909216825 3519981 50036080190 356606000 6060846001 6001602815031 316610152578€
6101000a0380196251166164511680821 191 1855a 74915050 46101b25760485191586811960313d01166201604052308: 13e6101b 1¢ 15660008214156101
168156 Fea26562727a7231! 331a53c2ad3221 75¢ 732£8493c37647367663430085100032 (contracts/FuseFeeDistributor.sol#106)
FuseFeeDistributor.deployCErc28(bytes) (contracts/FuseFeeDistributor.sol#121-148) uses literals with too many digits:

- cErc20DelegatorCreationCode = 156100105! Bof 1618 1075833961610160405261012061101561003457660080 Fd5hB15160268301516040B06501516060860180519251949693959194939162019284
111561007¢576800801 d5b825164016060800 7156160965 80 62691820192909101 83811015 6100¢35781810151838201526020016100ab5 65b505056509050908101986 0111680156100 657808 2638051 6€
5160405193529190846 45100DIPADAZ1 11561011357 500680 451908301 858111156101265 5082516481 118282018810171561014257606 060 Fd5bB2525081516020916201929051019856838368005bB361101561016F5781816151
19¢c57 0L 1000203191681 81! 51920180519294919391 1156101645 BofdSh 00000000811182620188101715
805b8381101561622057616101518382015268200161020856 5b50565050905090519198601116801561024d57808203605160018360200361010082631916815266200191505b5068408181526826838101519398910151600160016020 1583808166024 850199815281

10124019169019086838360605bB36110156162675751810151836201526620016162c 56 5505050509050 98810190601 1680156102

5268006084850190815280516101048601528051959

508351038252665181528651602691520191 880 1905.8835360005 b6381 101561034757 5181015 1518201526 1200161832 56 5b50505050905090510190601 116501561037 457505203805160915 360200 3610100020 31516815260 200151 59Sb 5060405051661 119816403
1b0316846040518082805190602001908083836h6026831061018 5780518252601 1199092019160209182019101610170565b60018360200361 8261168184511680821 180830381855a1 40150503d806008
726332 17461 7420736562642876616C7565207467

lsuannasuusnnmvsvsnanzaszmmsn 1600160201003
stributor.sel#127)

e
47¢5644796dda1d5b60226 806 40080 eL71 736 00032
Reference: https://github. tulﬂ/c!yt)c/s]1thez/w1k)/Detectu!—Ducumentatlundtun—many—dlg)ts

le.501#74) is never used in FuseFeeDistributor (contracts/FuseFeeDistributor.scl#15-360)

OwnablsUpgradeable.__gap (nods_modul.
ttps://github.con/crytic/slither/wiki/Detector-Docunentation#unused-state-variable

Reference
enouncegunership() should be declared external:
e. ip() (node_modules Lin/cont Le/access/Onnabl Le.501#68-63)
tunsfummusmpuauuss; should be declared external:
- OwnableUpgradeable.transferOwnership(address) (node_modules. infcontracts- Le/access/Ownabl Le.501#69-73)

initialize(uint256) should be declazed external:
FuseFeeDistributor.initialize(uint266) (contracts/FuseFeeDistributor.sol423-27)
https: //github.con/crytic/slither/wiki/Detector-Documentation#public—function-that-could-be-declared-external

Reference

53



AUTOMATED TESTING

FusePoolDirectory.sol

Ownableupgradeable.__gap (node_modules/@openzeppel:
~ ContextUpgradeable.
rence:

Jcontracts-upgradeable/access/OwnableUpgradeable. sol474) shadows

9o (node_modules/@openzeppeLin/contrasts-upgradeable/utils/ContextUpgradeable. sol#31)
https://github.com/erytic/slither/wiki/Detect, tation#state-variabl

R

FusePoolDirectory.deployPool (string, address,bool, uint266, uint256,address) (contracts/FusePoolDirectory.sol#146-187) uses
~ roquire(bool, string) (unitroller._setPendingImplementation(implementation)
FusePoolDirectery.deployPool(string, add, b

— require(bool, string) (comptrollerProxy

dangerous ltnct equalit:
.Failed to set pending implementation on Unitroller.) (contracts/FusePoolDirectory.sol#165)
1,uint256, uint256, address) 1Directory.sol#146-187) uses a dangerous strict equality:

setCloseFactor(closeFactor) ailed to set pool close factor.) (contracts/FusePoolDirectory.sel#171)
FusePoolDirectory. deployPool (string, address,bool, u)ntZSé mntzse,.ddnu) (cnntnct./ruubnnlmnctnn.muué -187) uses a dangerous strict egualit:

require(bool, string) (comptrollerProxy neentive (

ve) Failed to set pool liquidation incentive.) (:nr\trlcn/ﬂunPnnlDJrlctnry s01#172)
FusePoolDirectory. deployPool (string, address,bool, u)ntZSé uint256, .ddnm (cnntr-ctllfun?unll))rlr:tnry 501#1646-167) uses a dangerous strict equa

— require(beol, string) (comptrollerProxy._setPriceOracle(PriceOracle(priceOracle)) ==
FusePoolDirect: nt256, uint2s

ed to set pool price oracle.) (cnn\r-ctllFul-PnnlDlr-c(ol’y.191017!)
loyPool (string, add bool, i (cnntrlctllFulannlD)rl:tnry 501#166-187) uses a dangerous strict equal:

— roquire(bool, string) (comptrollezProxy. sethhitelistEnforcement (truc) == 8,Failed to enforce supplier/borrower whitelist.) (cmnct./ru.pnnmir.cmn.mums)
FusePoolDirectory.deployPool (string, address,bool, uint26, uint256,address) (contracts/FusePoolDirectory.sol#166-187) uses a dangerous strict equality:
— require(bool, string) {comptrollerProxy.  toggleAutoInplementations(true) ,Failed to enable pool auto implementations.) (contracts/FusePoolDirectory.sol#179)
FusePoolDirectory. finishDeployPool(address) (contracts/FusePoolDirectory.sol#195-208) uses a dangerous strict equality:
- require(bool, string) (Unitroller (proxy)._setPendingAdmin (comptrollerAdmin) Failed to set pending admin on Unitroller.) (contracts/FusePoolDirectory.sols263)
FusePaolDirectory. sotPholiians (uint256, s 5ring) {contzacts/FuscpoolDirectory.solk272-276) Uses a dangerous strict equalit

~ require(bool) (msg.sender == _comptroller.adnin() && _comptr | der == owner()) (contracts/FusePoolDirectory.sol#274)
Roferance: hitpa//githib. conferytic/sTither/miks/Detector-Dacimencationddanasrous. strict-saualities

FusePoolDirectory.getPublicPoolsByVeritication(bool). admin_s:

3 (contracts/FusePoolDirectory.sol#321) is a local variable never initialized
FusePoolDirectory.getPublicPoolsByVerification(bool).admin (contracts/FusePoolDirectory.sol#303) is a local variable never initialized
FusePoolDirectory.getPublicPoolsByVerification(bool).enforcenhitelist (eontracts/FusePoolDirectory.sol#380) is a loeal variable never initialized
FusePoolDirectory.getPublicPools().enforceWhitelist_scope_1 {contracts/FusePoolDirectory.sol#242) is a local variable never initializ
FusePoolDirectory.getPublicPools().enforcewhitelist (contracts/FusePoolDirectory.sol#238) is a local variable never initialized
FusePoolDirectory.getPublicPoolsByverification(bool).enforcenhitelist_scope_2 (contracts/FusePoolDirectory.sol#318) is a local variable never initialized
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentationfuninitialized-lo

-variables

FusePoolDirectory.getPublicPoals() (contracts/FusePoolDirestory.sal#226-252) ignores rsturn valus by Comptrollar(peolsli).comptroller) enforcehitelist() (contracts/FusePoolDirestory.sel#238-232)
FusePoolDirectory.getPublicPools() (contracts/FusePoolDirectory.sol#226-252) ignores return value by Comptroller(pools[i_scope_8].comptroller) st() 1Directory.sol#262-244)
FusePosIDirectory. getPublicPoalsByVersticacion(hoal) (cantracts/FusePaclDirectory sol#294 337) Sgnores rotuen valde by camperoller.antorconnitel st () (canteacca/FusePoatDs rortory. 3018300 308)
FusePoolDirectory.getPublicPoolsByVerification(bool) (contracts/FusePoolDirectory.sol#294-332) ignores return value by comptroller.admin() (contracts/FusePoolDirectory.sol#383-305)
FusePoolDirectory.getPublicPoolsByVerification(bool) (contracts/FusePoolDirectory.sol#294-332) ignores return value by comptroller_scope_l.enforcewhitelist() (contracts/FusePoolDirectory.sol#318-324)
FusePoolDirectory.getPublicPoolsByVerification(bool) (contracts/FusePoolDirectory.sol#294-332) ignores return value by comptroller_scope_1.admin() (contracts/FusePoolDirectory.sol#321-323)

Reference: https://github.com/erytic/slither/wiki/Detector-Docunentation#unused-retu

FusePoolDirectory.getPublicPools() (contracts/FusePoolDirectory.sol#226-252) has external calls inside a loop: Comptroller(pools[il.comptroller).enforceWhitelist() (contracts/FusePoolDirectory.sol#23e-232)
FusePoolDirectory.getPublicPools(} (contracts/FusePoolDirectory.sol#226-252) has external calls inside a loop: Comptroller(pools[i_scope_d].comptroller).enforcewhitelist() (contracts/FusePoolDirectory.sol#242-264)
FusePoolDirectory.getPublicPoolsByVerification(bool) (contracts/FusePoolDirectory.sol#294-332) has external calls inside a + comptroller.enforcenhitelist() (contracts/FusePoolDirectory.sol#308-306)
FusePoolDirectory.getPublicPoolsByVerification(bool) (contracts/FusePoolDirectory.sol#294-332) has external ealls inside a comptroller.admin() (contracts/FusePoolDirectory.sol#303-305
FusePoolDirectory.getPublicPoolsByVerification(bool) (contracts/FusePoolDirectory.sol#294-332) has external calls inside a comptroller_scope_i.enforceWhitelist() (contracts/FusePoolDirectory.sol#318-324)
FusePoolDirectory.getPublicPoolsByVerification(bool) (contracts/FusePoolDirectory.sol#294-332) has external calls inside a comptroller_scope_L.admin() (contracts/FusePoolDirectory.sol#321-323)
Reference: https://github.com/crytic/slither/wi

/Detector-Documentation/#calls—inside-a-loop

Variable 'FusePoolDirectory.getPublicPools().enforcewhitelist (contracts/FusePoolDirectory.sol#238)' in FusePoolDirectory.getPublicPools() (contracts/FusePoolDirectory.sol#226-252) potentially used before declarati

Variable 'FusePoolDirectory.getPublicPools().enforcewhitelist_scope_1 (contracts/FusePoolDirectory.scl#262)' in FusePoolDirectory.getPublicPools() (contracts/FusePoolDirectory.sol#226-252) potentially used before c
Directory.sol#243)

Variable 'FusePoolDirectory.getPublicPoolsByVerification(bool).enforcelhitelist (contracts/FusePoolDirectory.sol#380)' in FusePoolDirectory.getPublicPoolsByVerification(bool) (contracts/FusePoolDirectory.sol#294-3¢
(contracts/FusePoolDirectory.sol#301)

Variable 'FusePoolDirectory.getPublicPoolsByVerification(bool).adnin (contracts/FusePoolDirectory.sol#363)' in FusePoolDirectory.getPublicPoolsByVerification(bool) (contracts/FusePoolDirectory.sol#294-332) potentiz
itelist[admin] (contracts/FusePoolDirectory.sol#3os)

Variable ‘FusePoolDirectory.getPublicPoolsByVerification(bool).enforcewhitelist scope_2 (contracts/FusePoolDirectory.sol#318)' in FusePoolDirectory.getPublicPoolsByverification(bool) (contracts/FusePoolDirectory.sc
hitelist_scope_2 (contracts/FusePoolDizrectory.sol#319)

Variable ‘FusePoolDirectory.getPublicPoolsByVerification(bool).adnin_scope_3 (contracts/FusePoolDirectory.sol#321)’

adminkihitelist[admin_scope_3] (contracts/FusePoolDirectory.sol#322)
Reference: https://github.com/erytic/s1ither/wiki/Dete:

in FusePoolDirectory.getPublicPoolsByVerification{bool) (contracts/FusePoolDirectory.sol#294-332)

ation#p arati o local-variables

Reentrancy in FusePoolDizectory.deployPool(string, address,bool,uint256, uint256, address) (contracts/FusePoolDizectory.sol#146-187)
External calls:

~ reauire(bool, string) (unitroller._setPendingInplementation{implementation) == 8,Failed to set pending implementation on Unitroller.) (contracts/FusePoolDirectory.sol#165)
— comptrollerInplementation. become(unitroller) (contracts/FusePoolDirectory.sol#167)
~ require(bool, string) (comptrollerProxy._setCloseFactor(closeFactor) .Failed to set pool close factor.) (contracts/FusePoolDirectory.sol#l
- require(bool, string) (comptrollerProxy._setliquidationIncentive (liquidationIncentive) == @ Failed to set pool liquidation incentive.) (contracts/FusePoolDirectory.sol#172)
- require(bool, string)(comptrollerProxy @,Failed to set pool price oracle.) (contracts/FusePoolDirectory.sol#173
- reauire(bool, string) (comptrollerProxy._setWhitelistEnforcement (true) == 8, Failed to enforce supplier/borrower whitelist.) (contracts/FusePoolDirectory.sol#176)
~ require(bool, string) (comptrollerProxy._toggleAutoImplementations(true) == 8, Failed to enable pool auto implementations.) (contracts/FusePoolbirectory.sol#179)
- finishDeployPool(proxy) (contracts/FusePoolDirectory.sol#l:
~ require(bool,string) (Unitroller(proxy)._setPendingAdmin(comptrollerAdmin) == 0,Failed to set pending admin on Unitroller.) (contracts/FusePoclDirectory.sol#203)
- IMarketAdmin(comptrollerAdmin).acceptAdmin() (contracts/FusePoolDirectory.sol#2|
- comptrollerAdmin = IMarketAdninDeployer (adninDeployer).deploy(proxy,msg.sendex) (contracts/FusePoolDirectory.sol#200)
State variables written after the call(s):
- {_registerPool(name,proxy),proxy} (contracts/FusePoolbirectory.sol#186)
— _poolsByAccount[nsg. sendor].push(pools.length — 1) (eontracts/FusePoolDirectory.sol#130)
- (_registerPool(name,proxy),proxy) (contracts/FusePoolDirectory.sol#186
- poolExists[comptroller] = true (contracts/FusePoolDirectory.sol#131)
~ (_registerPool(name,proxy),proxy) (contracts/FusePoclDirectory.sol#186)
- pools.push(pool) (contracts/FusePaolbirectory.sol#129)
Reference: https://github.com/crytic/slither /wiki,

setPriceOracle(Pricedracle(priceOracle))

lnerabilities-2

Reentrancy in FusePoolDirectory.deployPool{string,address,bool,uint256, uint266,address) (contracts/FusePoolDirectory.sol#146-187)
External calls:
- reauire(bool, string) (unitroller._setPendingImplementation(implementation) == 8,Failed to set pending implementation on Unitroller.) (contracts/FusePoolDirectory.sol#165)
- comptrollerImplementation. become(unitroller) {contracts/FusePoolDirectory.sol#167)
- require(bool, string)(conptrollerProxy. setCloseFactor (closeFactor) ailed to set pool close factor.) (contracts/FusePoolDirectory.sol#l
~ require{bool,string}{comptrollerProxy._ setLiguidationIncentive{liquidationIncentive) s Fai
- require(bool, string)(comptrollerProxy.
- require(bool, string)(comptrollerProxy. setWhitelistEnforcement(true)
- require(bool, string){conptrollerProxy. toggleAutoInplementations (true)

CsetPriceOracle(PriceOracle(priceOracle)

Failed to set pool liquidation incentive.) (contracts/FusePoolDirectory.sol#172)
0,Failed to set pool price oracle.) (contracts/FusePoslDirectory.sols
6,Failed to enforce supplier/borrower whitelist.) (contracts/FusePoolDirectory.sol#176)
@,Failed to enable pool auto implementations.) (contracts/FusePoolDirectory.sol#179)
~ finishDeployPool(proxy) (contracts/FusePoolDirectory.sol#183)
- require(bool, string) (Unitroller(proxy)._setPendingAdmin(comptrollerAdmin) == 8,Failed to set pending admin on Unitroller.) (contracts/FusePoolDirectory.so1#263)
- IMarketAdmin{comptrollerAdmin).acceptAdmin() (contracts/FusePoolDirectory.sol#2e7)

- conptrollerAdmin = IMarketAdninDeployer (adminDeployer).deploy(proxy,msg.sender) (contracts/FusePoolDirectory.sols200)
Event emitted after the call(s):

- PoslRegistered(pools. length — 1,pool) (contracts/FusePooldirectory.soleiaz)

registerPool(name, proxy), proxy) (contracts/FusePoolDirectory.sol#186)
Reference: https: //ﬂ:\mub com/crytic/slither/wiki

lnerabilities-3
FusePoolDirectory.getPublicPools() (contracts/FusePoolbirectory.sol#226-252) uses timestamp for comparisons
angerous comparisons:
- i < pools.length (contracts/FusePoolDirectory.sol#22:
ope_8 < pools.length (centracts/FusePoolDirectory.sol#2

FusePoolDirectory. setPoolName(uint266,string) (eontracts/FusePoolDirectory.sol#272-276) uses timestamp for comparisons

comptroller.admin() 8& _comptroller ghts() || d owner()) ( FusePoolDirectory.sol#274)
Fusepoolbirectory. getPublicPoolssyverification(bool) (contracts/FusePoolbirectory.sol#294-332) uses timestamp for comparisons
Dangerous_comparison

3 < pools. length (contracts/FusePoalDirectory.sol#297)

pe_d < pools.length (contracts/FusePoolDirectory.sol#315)
Reference: M!ns //github.com/crytic/slither /wiki

n#block-timestamp
AddressUpgradeable. isContract(address) (nods_nodules
bt

lin/contract: lefutils/ 501#26-35) uses assembly
NLINE ASM (node_modules. in/contract o/utils/. Le.sol#33)

AddressUpgradeable._verifyCallResult(bool,bytes, string) (node_modul Lin/contracts— Lle/utils, le.s0l#147-164) uses assembly
INLINE ASM (node_modules. in/ Le. s0l#156-159)

FusePooIDirectory. deployPool (string, address, bool, uintse, uint25e, address) (contracts/FussPoolDirectory.sol#146-187) uses assembly
INLINE ASM (contracts/FusePoolDirectory.sol#156-161)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage

Different versions of sﬂmny is use
ersion used: ['8.6.12', '

.4.26¢0.8.0', '>=0.6.0€0.8.0', '>=0.6.2¢0.8.0']

~ >=0.6.0<0.5.8 Anune _nodules/Gopenzeppelin/contracts-upgradeable/access/OunableUpgradeable. so143)
.4.24¢0.8.9 (node_modules/@openzeppelin/contracts-upgradeable/proxy/Initializable. saw.)

.6.2<0.8.8 (node_modules. lin/cont; le/util e.s01#3)

.6.08<8.8.8 (nuds,mudules/@unsnzﬂunclin/cunt!acts*upu!adeabln/ut)ls/ﬂuntentﬂnnradsable.501#3)
- 0.6.12 (contracts/FusePoolDirectory. sold

ABIEncoderV2 (contracts/FusePoolDirectory.sol#3)
©.6.12 (contracts/external/compound/CToken.sol#2)
- 8.6.12 (contracts/external/campound/Comptroller.sol42)
]
]

- 6.12 (contracts/external/compound/PriceOracle.sol#2)

_6.12 (contracts/external/compound/RewardsDistributor. sol#2)
_6.12 (contracts/external/compound/Unitroller. sol
Reference: https://github.com/crytic/slither/wiki,

BALFE prag
AddressUpgradeable._verifyCallResult{bool,bytes,string) (node_modul, 1in/contracts— le/utils 1e.501#147-164) is never used and should be removed

unctionCall (add: (node_modules. 1in/ e/util 1.501#79-81) is never used and should be Temov

functionCall(add bytes, string} (node_modules. infcontract utils/ le.501#89-91) is never used and should be remov
AddressUpgradeable. functionCallWithValue (address, bytes, uint256) (node_modules in/contract: utils/. le.501#104-186) is never used and should be removed
AddressUpgradeable. functionCallwithvalue (address, bytes,uint266,string) (node_modules linfeontract: lo/utils ©.501#114-121) is never used and should be removed
AddressUpgradeable. functionStaticCall(address, bytes) (node_modul Lin/contracts— le/util le.501#129-131) is never used and should be removed
AddressUpgradeable. functionStaticCall (address, bytes, string) (node_modules Lin/ e/util

le.sol#139-145) is never used and should be removed
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#53-59) is never used and should be removed

AddressUpgradeable. sendvalue (address, uint266) (node_modules infeont le/utils soll
ContextUpgradeable.__Context_init() (node_modules infcontract le/utils/Cont le.501#17-19) is never used and should be removed
ContextUpgradeable. msgDatal) (node 11 utils, 1e.501#27-30) is never used and should be remove
Reforonce hetps://aLinub.con/crycice1ither/wiki/Detec or-Documentat ionsdead-cods

s0143) is too complex

Pragna version>=8.6.0<8.8.8 (node_modules/@openzeppelin/contract:
Pragna version>=8.4.24<8.8.8 (node. mndules/@nnenzﬂnvshn/cnnt!acls unu!adeable/pmxwln)l)al)zable.snl#k) is too cor
Pragna version>=8.6.2<0.8.8 (node_modul. &.50143) is too complex
Pragna version: .8<6.8.8 (node. muau]es/@unenltpptlln/:untratts upnradeab]:/utl]s/nnnt:xt\lpu!ndeable 501#3) is too complex
https://github. con/crytic/slither/wiki/ L idity

le.s0l#53-59):

Reference:
Low level call in AddressUpgradeable.sendValue(address,uint256) (node_r lin/contract utils/
~ (success) = recipient.call{value: amount}() (node_modu lin/contraet utils/ le.sol#s
Low level call in AddressUpgradeable.functionCallWithvalue(address,bytes,uint256,string) (node_madul Lin/contract: lefutils/ le.501#114-121) 2
- (suceess, returndata) = target.call{value: value}(data) (node_modul 1in, cts— le/utils Le.501#119)
Low level call in AddressUpgradeable.functionStaticCall(address,bytes,string) (node_modul, 1in/contract: le/utils/, le.501#139-145) :
- (success, returndata) = target.staticcall(data) (node_r linfcontract utils/ le.501#143)
Reference: https://github.com/erytic/slither/wiki/Detector-Docunentation#low-level-cal
Function OwnableUpgradeable. Ownable_init() (node_modules Lin/ 1 1 501#27-30) is net in mixedCase
1in/contract: 1 501#32-36) is not in mixedCase

le.s0l#74) is not in mixedCase
lefutils/Contex le.s0l#17-19) is not in mixedCase
lefutils/Contex le.s0l421-22) is not in mixedCase

1le.s01#31) is not in mixedCase

Ownable_init_unchained() (node_modul
gap (node_modul n/contracts-
Context_init() (node_modules. Lin/contract:
Context_init_unchained() (node_madul 1i
Variable ContextUpgradeable.__gap (node_modul

Parameter FusePoolDirectory.initialize(bool,address[]). enforceDeployerwhitelist (contracts/FusePoolDirectory.sol#38) is not in mixedcase
Parameter FusePoolDirectory.initialize(bool,address(]}. deployerWhitelist {contracts/FusePoolDirectory.sol#38) is not in mixedCase

Funetion FusePoolDirectory._setDeployerwhitelistEnforcement (bool) (contracts/FusePoolDirectory.sol#104-186) is not in mixedC:

Function FusePoolDirectory. editDeployerdhitelist(address[],bool) (contracts/FusePoolDirectory.sol#113-116) is not in mixedCase

Function FusePoolDirectory. sditAdminwhitelist(address[],bool) (contracts/FusePoolDirectory.sol#284-288) is not in mixedCase

Function Comptroller. setPriceOracle(PriceOracle) (contracts/external/compound/Comptroller.sol#28) is not in mixedCase

Function Comptroller._ (uint256) (contracts/external/comp ptroller.sol#29) is not in mixedCase

Function Comptroller. setliquidationIncentive(uint256) (contracts/external/compound/Comptroller.sol#38) is not in mixedCase

Function Comptroller. become(Unitroller) (contracts/external/compound/Comptroller.sol#31) is not in mixedCas

Funetion Comptroller. setWhitelistEnforcement(bool) (contracts/external/compound/Comptroller.sol#42) is not in mixedCa

Function Comptroller. setwhitelistStatuses(address(],booll]) (contracts/external/compound/Comptroller.sol#43) is not in  mixedcase

Function Comptroller. Inpl 1 ‘external/compound/Comptroller.sol#45) is not in mixedCase

Function Unitroller._setPendingInplementation(address) (contracts/external/compound/Unitroller.sol#18) is not in mixedCase

Function Unitroller. setPendingAdmin(address) (contracts/external/compound/Unitraller.sol#11) is not in mixedCase

Reference: https://github.com/erytic/slither/wiki/Detector-Docunentation#conformance-to-solidity-naming-conventions

Redundant expression "this (node_modu 1in/contrac utils le.sol#28)" i le (node_modu: in/ utils,
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#redundant-statements

Variable FusePoolDirectory.getPublicPools().enforcewhitelist_scope_1 (contracts/FusePoolDirectory.sol#242) is too similar to FusePoolDirectory.getPublicPoolsByVerification(bool).enforcewhitelist_seope 2 (contraets

le/access /Omnabl

Function OwnableUpgradeable
Variable OwnableUpgradeable.
Function ContextUpgradeable.
Function ContextUpgradeable

le.sol#ie-

oo-similar

ationévariabl

https://github.com/crytic/slither/wiki/Detect,
le.sol#74) is never used in FusePoolDirectory (contracts/FuseRoolDirectory.sol#24-344)

Reference:
OwnableUpgradeable . (node_madule: Lin/cont le/access,
Rofezance: https://githib, conforyic/elither miks/ able
renounceOunership() should be declared external:
~ OwnableUpgradeable . renounceOwnership() (node_modules. Lin/ Le/access, le.501860-63)
transferownership(address) should be declared externa
in/contracts— Le/access. le.s0l#69-73)

— OwnableUpgradeable. transferOwnership(address) (node_modules
initialize(bool,address[]) should be declared external:
— FusePoolDirectory.initialize(bool,address[]) (contracts/FusePoolDirectory.sol#30-34)
Reference: https://github.com/erytic/slither/wiki/Detector-Docunentation#publie-function-that-could-be-declared-external

MarketAdminDeployer.sol

MarketAdnin.doTransferOut(CToken,uint256, address) (contracts/MarketAdnin.sol#132-145) sends eth to arbitrary user

Dangerous calls:
- (sent) = to.eall{value: amt}() (contracts/MarketAdmin.sol#139)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#functions—that-send-ether-to-arbitrary-destinations
Address.verifyCallResult(bool,bytes,string) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#201-221) uses assembly
- INLINE ASM (node_modules/openzeppelin/contracts/utils/Address.sol#213-216)
MarketAdninDeployer .deploy (address, address) (contracts/MarketAdninDeployer.sol#18-52) uses assembly
INLINE ASM (contracts/MarketAdninDeployer.sol#37-47)
https://github.com/crytic/slither /wiki/Detector-Docunentationt#assenbly-usage

Reference

Different versions of Solidity is used:
- Version used: ['0.8.4', '70.8.0', '"8.8.1', '"8.8.4']
- *0.8.9 (node_nodules/Gopenzeppelin/contracts/access/Ownable. solé
- ~8.8.9 (node_modules/@openzeppelin/contracts/security/ReentrancyGuard. solus)
- *8.8.9 (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. s0l#4)
- 78.8.0 (node_modules/@openzeppelin/contracts/token/ERC20/TERC20. sol#h)
- *8.8.8 (node_modules/@openzeppelin/contracts/token/ERC26/extensions/TERC2OMe tadata . so1#4)
- 0.8.9 (nede_nodules Lin n/ERC20/utils/SafeERC20. s0#4)
- ~8.8.1 (node_modules/@openzeppelin/contracts/utils/Address.sol#
- *8.8.8 (node_modules/@openzeppelin/contracts/utils/Context.s0l#4)
8.4 (contracts/MarketAdwin.so143)
.8.4 (contracts/MarketAdminDeployer.sol#2)
©.8.4 (contracts/external/latest/Interfaces.sol#2)
Reference: https://github.com/crytic/slither/wiki/Detect on#diff pragma—directi
Address. functionCall(address,bytes) (node_modules/@openzeppelin/contracts/utils/Address.sol#85-87) is never used and should be removed
Address. functionCallWithValue(address, bytes,uint256) (node_modules/Bopenzeppelin/contracts/utils/Address.sol#114-128) is never used and should be removed
Address. functionDelegateCall(address, bytes) (node_modules/@openzeppelin/contracts/utils/Address.sol#174-176) is never used and should be removed
Address. functionDelegateCallladdress, bytes,string) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#184-193) is never used and should be removed
Address. functionStaticCall(address,bytes) (node_modules/@openzeppelin/contracts/utils/Address.sol#147-149) is never used and should be removed
Address. functionstaticCall(address, bytes,string) (node_modules/Qopenzeppelin/contracts/utils/Address.sol#157-166) is never used and should be removed
Address.sendValue (address,uint256) (node_modules/@openzeppelin/contracts/utils/Address.sol#68-65) is never used and should be removed
Context._msgbata() (node_modules/@openzeppelin/contracts/utils/Context.sal#21-23) is never used and should be removed
ERC20._burn(address, uint256) (node_modules/Bopenzeppelin/contracts/token/ERG26/ERC20. 501#286-295) is never used and should be removed
ERC28._mint(address,uint256) (node_modules/Qopenzeppelin/contracts/token/ERC20/ERC20. s01#257-267) is never used and should be removed
SafeERC20. safeApprove(IERC2G, address, uint256) (node_modules/Gopenzeppelin/contracts/token/ERC20/utils/SafeERC20.501#45-58) is never used and should be removed
SafeERC20. safeDecreaseAllowance (IERC20, address, uint256) (node_modules/Gopenzeppelin/contracts/token/ERC20/utils/SafeERC20.501#69-80) is never used and should be remeved
SateERC20.safelncreaseAl lowance (TERC28, address, uint256) (node_modules/Gopenzeppelin/contracts/token/ERC28/utils/SafeERC20.501868-67) is never used and should be removed
SafeERC20. safeTransferFron(IERG2D, address, address,uint256) (node_modules/@openzeppelin/contracts/token/ERC28/utils/SafeERC20.501#29-36) is never used and should be removed

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#dead—c,

Pragna versionn0.8.8 (node_modules/Gopenzeppelin/contracts/access/Ownable.sol#) allows old version

Pragma version"@.8.8 (node_modules/Gopenzeppelin/contracts/security/ReentrancyGuard.sol#4) allows old versions

Pragma version"@.8.8 (node_modules/Gopenzeppelin/centracts/token/ERC20/ERC20.501#4) allows old versions

Pragma version"@.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC20/IERC20.501#4) allows old version

Pragma version®@.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC28/extensions/IERC2BMetadata.s0l#4) allows old versions

Pragma versionn0.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC28/utils/SafeERC20.s0l84) allows old versions

Pragma version®d.8.1 (node_modules/Gopenzeppelin/contracts/utils/Address.sol#4) allows old versions

Pragna version"@.8.0 (nods_modules/Gopenzeppelin/contracts/utils/Context.sol#s) allows old versions
https://github.com/crytic/slither/wiki/Detect ion#incor: idity

Reference:
Low level call in Address.sendValue(address,uint256) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#60-65):
- (success) = recipient.call{value: amount}(} (node_modules/@openzeppelin/contracts/utils/Address.sol#63)
Low level call in Address functwnca]1w1th\/alu!(address,bytes,u)nt25&,st!ing' (node_modules/Gopenzeppelin/contracts/utils/Address. sol#128-139)
value}(data) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#137)

- (success,returndata) = target.call{va
Low level call in Address. funcnonsnncuu(anauss bytes,string) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#157-166):
164)

- (success,returndata) = target.staticcall(data) (node_modules/@openzeppelin/contracts/utils/Address.sols
Low level call in Address.functionDelegateCall(address, bytes,string) (node_modules/@openzeppelin/contracts/utils/Address. sol#184-193)
- (success, returndata) = target.delegatecall(data) (node_modules/@openzeppelin/contracts/utils/Address.sol#191)
Low level call in MarketAdmin.doTransferOut (CToken,uint256,address) (contracts/MarketAdmin.sol#132-145):
(sent. (contracts/MarketAdnin.sol#139)
https://github.com/crytic/slither /wiki/Detector-Documentation#low-level-calls

Reference
Constant MarketAdnin.isMarketAdnin (contracts/MarketAdnin.sol#19) is not in UPPER_CASE_WITH_UNDERSCORES
Function Comptroller. setwhitelistEnforcement(bool) (contracts/external/latest/Interfaces.sol#54) is not in mixedCase

Function Comptroller. setwhitelistStatuses(address[],bool[]) (contracts/external/latest/Interfaces.sol#56-59) is not in mixedCase
Function Comptroller. become(address) (contracts/external/latest/Interfaces.sol#61) is not in mixe

Function Comptroller. setPriceOracle(address) (contracts/external/latest/Interfaces.sol#é3) is not in mixedC

Function Comptroller. setCollateralFactor(address,uint256) (contracts/external/latest/Interfaces.sol#§9-72) is not in mixedCase
Function Comptroller. acceptAdmin() (contracts/external/latest/Interfaces.sol#83) is not in mixedCase
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setCloseFactor (uint256) (contracts/external/latest/Interfaces.sol#85-87) is not in mixed
setliquidationIncentive(uint256) (contracts/external/latest/Interfaces.sol#89-91) is not in mixedCase
supportMarket(address) (contracts/external/latest/Interfaces.sol#93) is not in mixedCas
setMarketBorrowCaps(address(],uint256[]) (contracts/external/latest/Interfaces.sol#95-98) is not in mixedCase
Function Comptroller. setMarketSupplyCaps(address(],uint256[]1) (contracts/external/latest/Interfaces.sol#180-103) is not in mixedCase
Function Comptroller. setMintPaused(address,bool) (contracts/external/latest/Interfaces.sol#105) is not in mixedCase
Function Comptroller. setBorrowPaused(address,bool) (contracts/external/latest/Interfaces.sol#167-189) is not in mixedCase
Function Comptroller._ setTransferPaused(bosl) (contracts/external/latest/Interfaces.sol#111) is not in mixedCase
Function Comptroller. setSeizePaused(bool) (contracts/external/latest/Interfaces.sol#113) is not in mixedCase
Function Comptroller. addRewardsDistributor(address) (contracts/external/latest/Interfaces.sol#115-117) is not in mixedCase
Function Comptroller._ deployMarket(bool,bytes,uint256) (contracts/external/latest/Interfaces.sol#119-123) is not in mixedCase
Function Comptroller. unsupportMarket(CToken) (contracts/external/latest/Interfaces.sol#125) is not in mixedCase
Function Comptroller._setPauseGuardian(address) (contracts/external/latest/Interfaces.sol#127-129) is not in mixedCase
Function Comptroller. setBorrowCapGuardian(address) (contracts/external/latest/Interfaces.sol#131) is not in mixedCase
Function CToken._ supportMarketAndSetCollateralFactor(CToken,uint256) (contracts/external/latest/Interfaces.sol#184-187) is not in mixedCase
_setAdninFee(uint256) (contracts/external/latest/Interfaces.sol#189-191) is not in mixe
Function CToken._setReserveFactor (uint256) (contracts/external/latest/Interfaces.sol#193-195) is not in mixedCase
_setInterestRateModel(address) (contracts/external/latest/Interfaces.sol#197-199) is not in mixedCase
Function CToken._setNameAndSymbol (string, string) (contracts/external/latest/Interfaces.sol#281-202) is not in mixedCase
Function CToken. withdrawAdminFees(uint256) (contzacts/exteznal/latest/Interfaces.sol#204-206) is not in mixedCase
Function CToken._reduceReserves(uint256) (contracts/external/latest/Interfaces.sol#208) is not in mixedCase
Function IUniswapV2RouterB1.WETH() (contracts/external/latest/Interfaces.sol#314) is not in mixedCase
Function IUniswapV2Pair.DOMAIN_SEPARATOR() (contracts/external/latest/Interfaces.sol#550) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (contracts/external/latest/Interfaces.sol#552) is not in mixedCase
Function IUniswapV2pair.MINIMUM_LIQUIDITY() (contracts/external/latest/Interfaces.sol#583) is not in mixedCase
Reference: https://github.con/crytic/slither/wiki/Det, ationscant lidity-n ions
Variable IUniswapV2Routerdl.addLiquidity(address,address,uint256,uint256,uint256,uint6, address, uint256) . amountADesired (contracts/external/latest/Interfaces.sol#319) is too similar to IUniswapV2Routerel.addLiquid

Function Comptroller
Function Comptroller.
Function Comptreller
Function Comptroller

s5,uint256).amountBDesired (contracts/external/latest/Interfaces.sol#320.
lar

Reference: https://github.con/crytic/slither/wiki. on#variabl

MazketAdninDeployer.deploy(address, address) (contracts/MarketAdninDeployer.sol#18-52) uses literals with too many dig:
- creationCode = abi.encodePacked(type()(MarketAdnin).creationCode,abi.encode({canptroller,manager)) (contracts/MarketAdninDeployer.sol#30-33)
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#too-many-digits

renounceOwnership() should be declared external:
1i €. 501#54-56)

- Ownable.

t!ansf!!(lvmexsh)p(adazess) should be declared external:
able. transferfunership(address) (node_modules/Bopenzeppelin/contracts/access/Ounable.sol#62-65)

namo() should be deciared oxternal:
- ERC26.name() (node_modules/@openzeppelin/contracts/token/ERC28/ERC20.501862-64)
symbol() should be declared external:
ERC20.symbol() (node_modul

decinals() should bo declared externals
ERC28.decinals() (node mudules/@upenzepp!])n/cuntxacts/tuken/EREZD/ERCZE s01#87-89)

/ERC20. 501#70-72)

lin/contracts/t

tutalsupnlv() should be declared exte
2020, tata10upRiy () (nods_modules/Soponzeppe Lin/cantracts /oken/ ERC20/ERC2D. 561#94-96)

ba]anc!ﬂﬂandressi should be declared external:
ERC22. balanceOf (addzess) (nods_modules/Gopenzeppelin/contracts/token/ERC28/ERC20. s01#101-203)

/ERC20. 501#113-117)

transter(addrass, uint266) should bo declared externa
ERC20. transfer(address, uint266) (node_modul

approve(address,uint256) should he declared extarnal:
- ERCZe.approve (address,uint256) (node_modules/Gopenzeppelin/contracts/token/ERGZE,ERCZE. s01#136-168)

lin/contracts/t

transferfron(address, address,uint256) should be declared externa
C26. transferFron(address, address,uint256) (node_modules/@openzeppelin/contracts/token/ERC26/ERC20.501#158-167)

- R
increaseAllowance(address, uint256) should be declared externals
~ ERC26.increaseAllowance (address,uint256) :nu:e,mauuus/@upemeppenn/cunuacts/mken/swczz/swczz.sumlm 185)
decreaseAllowance(address, uint256) should be declared external:
token/ERC20/ERC20 -210)

— ERC20.decreaseAllowance(address,uint256) (node_: modules n/
https: //github. com/crytic/slither/wiki/Detector-Documentationspublic-function-that-could-be-declared-external

Reference

MasterPriceOracleV2.sol

Different versions of Solidity is use
Version used: ['0.8.4', '70.8.8', '*0.8.4']
- ~8.8.0 (node_modules/@openzeppelin/contracts/access/Onnable. sol#4)
*9.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC20. s01#4)
- "8.8.0 (node_modules/@openzeppelin/contracts/token/ERC20/TERC20. S0164)

*9.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC20/extensions/TERC20Me tadata. sol#4)
70.8.8 (node_modules/@openzeppelin/contracts/utils/Context. sol#s)
*9.8.4 (contracts/external/latest/Interfaces.sol#z)
.8.4 (contracts/oracles/MasterPriceOracleV2.sol#3)
https://github.com/crytic/slither /wikifDetect

recti:

Reference: ationt#diff prag
Context._msgData() (node_modules/@openzeppelin/contracts/utils/Context.sol#21-23) is never used and should be removed
ERG20._burn(address, uint256) (node_modules/Bopenzeppelin/contracts/token/ERC26/ERC20.501#286-295) is never used and should be removed
t(address,uint256) (node_modules/Gopenzeppelin/eontracts/token/ERC28/ERC20.501#257-267) is never used and should be removed

https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code

Reference:
Pragna version"®.8.6 (node_modules/Gopenzeppelin/contracts/access/Onnable.solss) allows old versions
Pragna version®®.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC26.501#4) alloms old versions

Pragma versionn0.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC20/1ERC28.50184) allows old versions

Pragma version*®.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC20/extensions/TERC2BMetadata.sal#4) allows old versions
Pragma versionn0.8.8 (node_modules/Gopenzeppelin/contracts/utils/Context.sol#s) allows old versions

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Function Comptroller. setwhitelistEnforcement(bool) (contracts/external/latest/Interfaces.sol#56) is not in mixedCase

Function Comptroller. setWhitelistStatuses(address[] bool[]) (contracts/external/latest/Interfaces.sol#56-59) is not in mixedCase
Function Comptroller. become(address) (contracts/external/latest/Interfaces.sol#61) is not in mixedCase

Function Comptroller. setPriceOracle(address) (contracts/external/latest/Interfaces.sol#63) is not in mixed

Function Comptroller._setCollateralFactor(address,uint256) xcuntuc:s/enum]/]anst/mnyfgus.su]asqqz) is not in mixedCase
Function Comptroller. acceptAdmin() (contracts/external/latest/Interfaces.sol#83) is not in mixedCas:

Function Comptroller. setCl uint256) 1/ atest/ Invortaces. soldgh 87) i not in mixedCase

Function Comptroller. setliguidationIncentive(uint256) (contracts/external/latest/Interfaces.sol#89-91) is not in mixedCase

Function Comptroller. supportMarket(address) (contracts/external/latest/Interfaces.sol#93) is not in mixedCas:

Function Comptroller._setMarketBorrowCaps(address(],uint256[]) (contracts/external/latest/Interfaces.sol#95-98) is not in mixedCase
Function Comptroller. setMarketSupplyCaps(address[],uint256[]) (contracts/external/latest/Interfaces.sol#180-163) is not in mixedCase
Function Comptroller._setMintPaused(address,bool) (contracts/external/latest/Interfaces.sol#105) is not in mixedCase

Function Comptroller. setBorrowPaused(address,bool) (contracts/external/latest/Interfaces.sol#187-189) is not in mixedCase

Function Comptroller. setTransferPaused(bool) (contracts/external/latest/Interfaces.sol#111) is not in mixedCase

Function Comptroller. setSeizePaused(bool) (contracts/external/latest/Interfaces.sol#113) is not in mixedCase

Function Comptroller. addRewardsDistributor(address) (contracts/external/latest/Interfaces.sol#115-117) is not in mixedCase

Function Comptroller._deployMarket(bool,bytes,uint256) (contracts/external/latest/Interfaces.sol#119-123) is not in mixedCase
Function Comptroller. unsupportMarket(CToken) (contracts/external/latest/Interfaces.sol#125) is not in mixedCase

Function Comptroller._setPauseGuardian(address) (contracts/external/latest/Interfaces.sol#127-129) is not in mixedCase

Function Comptroller._setBorrowCapGuardian(address) (contracts/external/latest/Interfaces.sol#131) is not in mixedCase

Function CToken._supportMarketAndSetCollateralFactor(CToken,uint256) (contracts/external/latest/Interfaces.sol#184-187) is not in mixedCase
Function CToken._setAdminFee(uint256) (contracts/external/latest/Interfaces.sol#189-191) is not in mix

Function CToken._ (uint256) {contracts/external/latest/Interfaces.sol#193-195) is not in mixedCase

Function CToken._setInterestRateModel(address) (contracts/external/latest/Interfaces.sol#197-199) is not in mixedCase

Function CToken._setNameAndSymbol (string,string) (contracts/external/latest/Interfaces.sol#201-262) is not in mixedCase

Function CToken._withdrawAdminFees(uint256) (contracts/external/latest/Interfaces.sol#284-266) is not in mixedCase

Function CToken._reduceReserves(uint256) (contracts/external/latest/Interfaces.sol#268) is not in mixedCase

Function [UniswapV2Router@1.WETH() (contracts/external/latest/Interfaces.sol#314) is not in mixedCase

Function IUniswapV2Pair.DOMAIN_SEPARATOR() (contracts/external/latest/Interfaces.sol#550) is not in mixedCase

Function IUniswapV2Pair.PERMIT_TYPEHASH() (contracts/external/latest/Interfaces.sol#552) is not in mixedCase

Function IUniswapV2Pair.MINIMUM_LIQUIDITY() (contracts/external/latest/Interfaces.sol#583) is not in mixedCase

Parameter MasterPriceOracleV2.updateFallbackOracle(BasePriceOracle)._fallbackOracle (contracts/oracles/MasterPriceOraclev2.sol#28) is not in mixedCas,

Parameter MasterPriceOracleVa.setOraclesForUnderlyings (address(],BasePriceOracle[]). oracles (contracts/oracles/MasterPriceOraclev2.scl#38) is not in mixedCase
https://github.com/crytic/slither /wiki/Detector-Documentation#conformance-to-solidity-naning-conventions

Reference:

variable IUniswapVZRouter®l.addLiquidity(address, address,uint256,uint256,uint256,uint256,address, uint256) . amountADesired (contracts/external/latest/Interfaces.sol#319) is too similar to IUniswapV2Router®l.addiLiquid

oo-similar

s5,uint266).amountBDesired (contracts/external/latest/Interfaces.sol#

Reference: https://github.com/crytic/slither /wiki/Detect: ationsvariabl

zenuunce(mnexsh)p() should be declared external:
able.renounceDunership() (node_modules/Gopenzeppelin/contracts/access/Ounable. s0l#54-56)

Crans fexounerohin(addzacs) shauld bo deciared extornal:
able.transferdunershiptaddress) (node_modules/Gopenzeppelin/contracts/access/Ounable.sol#62-65)

name() should be declared external:
c20.name () (node_modules/@openzeppelin/contracts/token/ERC28/ERC20. s0l#62-64)

symbol() should he declared externals
C26.symbol() (node_modules/Gopenzeppelin/contracts/token/ERC28/ERC20.501470-72)

decimals() should be declared axternal:
RC20.decimals() (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC20. 501#87-89)

:utalsupplm should be doclared externa
ERC20. totalSupply() (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC28. 501494-96)

balar\cwf(aduuss) should be declared external:
-balance0t (address) (node_modules/@openzeppelin/contracts/token/ERC20/ERC20.501#101-103)

l!ansfax(address,ulnl?Sé) should be declared external:
.transfer(address,uint256) (node_modules/@openzeppelin/contracts/token/ERC26/ERC28.501#113-117)

appmvemnuss uint256) should be declared external:
20. approve(address, uint256) (node_medul. lin/contract: /ERC20. 501#136-140)

transferFron(address, addrass, uint266) should ba declared externa
— ERC20. transferFrom(address, address, uint266) (node quules/@w:nz=pp=1m/cun(nc\s/wken/nczwswnu 501#158-167)

increaseAllowance(address,uint266) should be declared externa
~ ERC20. incroaseAllowance(address, uint256) (node_module lin/contracts/t /ERC20. 501#181-185)

decreaseAllowance(address,uint266) should be declared external:
20. decreaseAllowance (address, uint256) (node_modul lin/contracts/t /ERC20. s01#201-210)

setOraclesForUnderlyings (address(],BasePriceOracle[]) should be declared external
asterPriceOraclev?.setOraclesForUnderlyings(address(],BasePriceOraclel]) (contracts/oracles/MasterPriceOracleva.sol#36-49)
- nal

https://github.com/crytic/slither/wiki/Detector-Docunentation#public—function-that-could-be-declared-exter,

-

Reference:
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AUTOMATED TESTING

PreferredPriceOracle.sol

ERCasUpgrateablo. gsp (node.sodules, Qopenzenpelin/cuntracts-upgradeable/token/ERC20/ERCIBUpoTadessile 5014312) shadows:
- ContextUpgradeable.__gap (node_module Te/utils/Con radeable. s01431)
REtpas /79t thub.conlenytic) sl Ener it /Do setor. Documantasiontesate varsable shadoning

Referenc

ChainlinkPriceOracleV2.constructor(address,bool). admin (contracts/oracles/ChainlinkPriceOracleV2.s01#67) lacks a zero-check on :
~admin = _admin (contracts/oracles/ChainlinkPriceOracleV.sol#68)

ChainLinkPricatracLeVz. changeAdnin(address). newidnin (contracte/oracles/ChainlinkPriceoraclala. sol#76) lacks 2 zero-check on :

n = newAdmin (clznt!acts/araclcs/ﬂha)nl)nkP!)r:dl!acleVZ.sa]Jﬂ?)

Rofarence: https://aithub. con/crytic/siither iki/Detoct ationsm lidation
AddressUpgradastlo. isContract(address) (node_t nodules, in/ utils ©.501#26-35) uses assembly
ASM(node, in/contract: le/util le.s01#33)
Addzessﬂﬁgladeabls. verifyCallResult (bool, bnes,smng) (node_modules lin/contract: le/utils/ le.501#147-164) uses assembly
INLINE ASM (nede, 15 lefutil le.501#156-159)

Reference: https://github. cum/t!ytlc/s])the!/wlk)/Detectu!-Ducumentat1un¢assemhly—usaue

Different versions of Sulmlty is use
ersion used: ['0.6.12'

4.24<8.6.0', '5=0.6.0<0.8.8', '>=0.6.2<6.8.0']

- >=0.6.0<0.8.9 (noae monules 1in, le/math/Saf le.s0l#3)

- >8.4.24<0.8.0 (node_modul 1in/cont: Le/proxy/Initializable.sol#s)

- +6.8<8.8.8 (node_modules, lin/contract: 1e/token/ERC20 le.sol#3)
~ >20.6.0<0.8.0 (node_modules, lin/contract: le/token/ERC20/" le.s01#3)

.6.2¢0.8.0 (node_modules. lin/contract: le/utils/ le.501#3)
=0.6.9<0.8.0 (node_modules, lin le/utils, le.s01#3)
.6.12 (contracts/external/chainlink/AggregatorV3Interface.sol#2)

.12 (contracts/external/compound/CErc28.501#2)

6

6.12 (contracts/external/compound/CToken.sol#2)

6.12 (contracts/external/compound/Price0racle. sol#z)
+6.12 (contracts/oracles/BasePriceOracle.sol#2)

6.12 (contracts/oracles/ChainlinkPriceOracleV2. sol#2)
6.12 (contracts/oracles/Preferredpriceoracle. sol#2)
htt,

Reference: https://github.com/crytic/slither/wiki/ on#dif prag: recti
AddressUpgradeable. _verifyCallResult(bool,bytes, string) (node_modules lin/contract: le/utils/ .5018147-164) is never used and should be removed
AddressUpgradeable. functionCall(address, bytes) (node_ lin/contracts- Le/util Lectolsro 51) 15 never used and shauld b Tameved
AddressUpgradeable. functionCall{address, bytes, string) (node_modul Lin/cont le/util le.501#89-91) is never used and should be removed
AddressUpgradeable. functionCallWi thalue (address, bytes,uint256) (node_modul Lin/cont e/utils/ le.501#104-106) is never used and should be removed
AddressUpgradeable. functionCallWithvalue (address, bytes,uint256,string) (node_modules. infeontract utils/ le.501#114-121) is never used and should be removed
AddressUpgradeable. functmnstnt)cna]](auauss bytes) (node_modules. lin/contract le/util le.s01#129-131) is never used and should be removed

a ,bytes,string) (node_ contracts— Le/util le.s0l#139-145) is never used and should be removed
Addxessipgradasble. isContract (addrea:) (node.madule in/eontract utils/ s-sc1026-35) Ix naver used and shauld be renoved

Lint256) (nodo. modles in/contracts- le/utils/ 01853-59) is never used and should be removed
Contuwpgndeable. Context_init() (node_modules n/ le/utils s01#17- m is never used and should be removed
ContextuUpgradeable.__Context_init_unchained() (node_modules. in/contract le/utils 01921-22) is never used and should be removed
ContextUpgradeable._msgData(} (node_modules in/contract le/utils 501#27-30) is never used and should be removed
ERC20Upgradeable. init(string, string) (node_modul Lin/contract. ‘token/ERC28/! S01#56-59) is never used and should be removed
EROZ0Upgradeable. _ER20_init_unchained(string,string) (node_modules. in/contract ‘token/ERCZ8)/| s0l#61-65) is never used and should be removed
ERC20Upgradeable. burn(address,uint256) (node_modules/Gopenzeppelin/contracts— 1e/token/ERC20 1e-2014265-262) s never used and should be removed
ERC20Upgradeable._mint(address,uint256) (node_modules/Gopenzeppelin/contracts— 1o/token/ERC28 le ) is never used and should be removed
ERC20Upgradeable._setupDecimals(uint8) (node_modules. in/contract ‘token/ERC28)/| Lo So14250-255) is never ueed and should be. renaved
Initializable. () (node_m lin/contracts- le/proxy/Initializable.sol#52-54) is never used and should be removed
SafeMathUpgradeable.div(uint266,uint256, string) (node_modul Lin/cont e/math/safeMa le.501#190-193) is never used and should be removed
SafeMathlUpgradeable.mod (uint256,uint256) (node_modu 1in/contracts— Lo/math/Sat le.s0l#152-155) is never used and should be remove
SafeMathUpgradeable.mod (uint286,uint256, string) (node_modul Lin/cont math/SafeMa 1e.501#210-213) is never used and should be removed
SafeMathUpgradeable. sub(uint256,uint256) (node_modu 1in/contracts— Le/math/Saf le.501#101-104) is never used and should be remove
SafeMathUpgradeable. tryAdd (uint256, uint256) (node 1 tracts— Le/math/Saf le.s0l#24-28) is never used and should be removed
SafeMathUpgradeable. tryDiv(uint286, uint256) (node_ 1in/contract: Lo/math/Saf lo.s01#68-63) is never used and should be removed
SafeMathUpgradeable. tryMod (uint256, uint256) (node_ 1in/contracts- Le/math/Saf le.501476-73) is never used and should be removed
SafaMathUpgradeable. tryul (uintase, uint2ss) (node. Lin, Le/math, 1o.501#45-53) is never used and should be removed

i t Lle/math/Saf le.s01#35-38) is never used and should be removed

SafeMathUpgradeable. trySub(uint256,uint256) (no:
Reference: hl(ps-/fglthub.cum/crytlc/shther/wlk)/Detectur Documentation#dead-code

.6.0<0.8.0 (node_modu! 1in/contract: Le/math/Saf le.s01#3) is too complex
+4:24<0.8.9 (node_nodules/Copenzeppelin/contracts-upgradeable/proxy, Initializsble. sols4) is too complex
6.6<8.8.0 (node_modu 1in/contract: Le/tok le.501#3) is too complex
+6.0<0.8.8 (node_modu 1in/contract: Lo/ token/ERC20/T] 501#3) is too complex
Pragna version>=0.6.2¢0.8.0 (node_modu 1in 1e/util le.501#3) is too complax
Pragna version>=8.6.6<8.8.9 (node_modu 1in/contract: Lle/utils/Contex le.sol#3) is too complex
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#incorrect-versions—of-solidity

Pragma version>=
Pragna version
Pragma version:
Pragma version:

Low level call in AddressUpgradeable.sendValue(address,uint256) (node_modul Lin/cont: e/utils/, Le.s01453-59) :
- (success) = recipient.call{value: amount}() (node_modules in/contracts—i Le/util! 501457)

Low level call in AddressUpgradeable.functionCallWithValue{address,bytes,uint266,string) (node_modu. lin, utils, le.sol#116-121
- (success, returndata) = target.call{value: value}(data) (node_ 1lin/contract, utils/ le.s0l#119)

Low level call in AddressUpgradeable. funchuns(nncau(adunss,byus.stnngb (node_modules. n/ acts— Le/util le.s0l#139-145):
- (success, returndata) = target.staticcall(data) (node_module: Lin/cont: Le/util! s01#143)

Reference: https://github.con/crytic/slither/wiki/Detoctor-] Docanentationfion lovel calls

Function ERG20Upgradeable._ERC26_init(string,string) (node_modules infcont: L/t le.501856-59) is not in mixedCase
Function ERC20Upgradeable. ERC20_init_unchained(string,string) (nede_modules in/ 1 le.50l#61-65) s not in mixedCase
Variable ERC26Upgradeable.__gap (node_modul 1in/contract: e/ token/ERC28/ le.s01#312) is not in mixedCa

Function ContextUpgradeable.__Context_init() (node_modu 1in/contract, utils/Contex le.sol#17- 19) 12 ot in mixedoase

Function ContextUpgradeable.__Context_init_ ) (node_ linfeontraet utils/Contex s01#21-22) is not in mixedCase
variable ContextUpgradeable.__gap (node_modules infcontracts- Le/utils/Cont le.s0l#31) is not in airedoase
Referance: heeps:/yoithis, con] crytic sl her/vaki/ on#cont: Lidity-naming
Redundant expression "this (node_modules in/contract: Le/utils/Cont le.501#28)" inCon (node_modules infcontract, Le/utils/Cont le. 501#16-
Reference: https://github.com/erytie/slither/wiki/Detector-Documentation#redundant-statenents

/ERC20Up

gap (node_modules, le/token/ERC20, le.s0l#312) is never used in le (node_modules, Lin/ le/
Tgithub. tum/:zytlc/s])ther/mk)/ﬂete:tnr—na:umentat)nnnunusea—state—vaz)ab]e

ERC20Upgradeable
Reference: https

name() should be declared external:

- ERC26Upgradeable.name() (node_modules infcontracts- Le/token le.501476-72)
synbol() should be declared external:
- ERCz6Upgradeable. synbol() (node_madul Lin/contract: le/token/ERC20/ s01#78-80)
decimals() should be declared external:
ERC26Upgradeable. decimals() (node_r linfeontraet ‘token/ERC26, le.501#95-97)
totalsupply() should be declared oxternal
C20Upgradeable. totalSupply() (node_modules &/token, le.501#102-104)
balanceof (address) should be declared sxternal:
- ERC2@Upgradeable.balanceOf (address) (node_modul lin/contracts-. le/token/ERC20/ +s01£109-111)
transfer(address,uint256) should be declared externa
C20Upgradeable. transfer(address, uint256) (node_nodules/Gopenzeppelin/contracts- e/ token/ERG20/ 501#121-124)
allowance (adross, address) should be doclared external:
- ERCZ6Upgradeable.allomance (address, address) (node_modules. infcont: L/t le.501#129-131)
ann!ove{aduuss uint256) should be declared external:
20Upgradeable . approve(address, uint256) (node_modul 1in/contract: le/token/ERC28/ Le. s01#148-163)
tnnsfamm(muuss,auduss,umtzsm should be declared external:
C26Upgradeable. transferFrom(address, address,uint256) (node_ linfeontraet token, le.s01#158-162)
increaseAllowance(address, uint256) should be declared external:
- ERC20Upgradeable. increaseAllowance (address, uint256) (node_modu 1in token/ERC20/ Le.501#176-179)
decreaseAllowance(address, uint256) should be declared external:
- ERC26Upgradeable.decreaseAllowance (address, uint256) (node_modu lin/contract token/ERC28/ Le.501#195-198)

Reference: https://github.com/erytie/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-external
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AUTOMATED TESTING

UniswapTwapPriceOracleV2.sol

ERC20Upgradeable.__gap (node_modules/Gopenzeppelin/contracts uparadeable/ oken /ERC20/ERC20URGT acosb e 501#312) shadows:
- ContextUpgradeable.__gap (node_modules/ utils,
Reference: https://github cn'ﬂfl:xy()t/fl1(hur/uik1/Du(n:(nx-Dntu'ﬂun(.}()nnhf(.lu‘ variable-shadowing
UniswapTuapPrice0racleVaRoot . price (address, addre
(pri

.s01#31)

ddr « oracles/Uniswap 1eV2Root.501#117-133) performs a multiplication on the result of a divisior

€0TWAP(pair)).div(2 *x 56).nul(baseUnit). d)v(Z *k 56) (cnnu.mfur.cl../um.n-nw.m ceOraclevzRoot.sol#128-132)

UniswapTwapPriceOracleV2Root. price (address, address, address cLes /Uniswap 16V2Root . 50l#117-133) performs a multiplication on the result of a division:

(pricelTWAP(pair)).div(2 += 56).mul(baseUnit).iv(2 =+ 56) (contracts/oracles/UniswapTwapPriceOraclev2Root. sol#128-132)

UniswapTwapPriceOracleV2Root ._deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#227-255) performs a multiplication on the result of a division:
—twapPrice = (pricelTWAP(pair)).div(2 ++ 56).mul(baseUnit).div(2 ++ 56) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#241-:

UniswapTwapPriceOraclev2Root ._deviation(address,address) (contracts/oracles/UniswapTwapPriceOraclev2Root.sol#227-255) performs a
~twapPrice =

4

multiplication on the result of a division:
(price@TWAP (pair)).div(2 ++ 56).mul(baseUnit).div(2 ++ 56) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#241-24:
UniswapTwapPriceOracleV2Root._deviation(address,address) (contracts/oracles/UniswapTwapPriceOraclev2Root.sol#227-255) performs a multiplication on the result of a division:
-ratic = spotPrice.mul({1e18) .div(twapPrice) (contracts/oracles/UniswapTwapPriceOracleV2Root.s01#253)

-spotPrice = reservel.mul(baseUnit).div(reserve@) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#248-250)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#divide-before-multiply
UniswapTwapPriceOracleV2. constructor(address, address, address) . uniswapV2Factory (cuntzacts/uznc]es/unlswapTMapPuce(lxac]!\/2 s01#28) lacks a zero-check on
- uniswapV2Factory = _uniswapV2Factory (contracts/oracles/UniswapTwapPriceOraclevz.s

Reference: https://github.com/crytic/slither/wiki/!

~zero h.dah.wn
UniswapTwapPriceOracleV2Root . pairsFor{address(], address[],address) (contracts/oracles/UniswapTwapPriceOracleV2Root.s0l#168-173) has external calls inside a loop:
V2Root . s01#171)
Uni. i . _workable (add dah
)l
UniswapTwapPriceOracleV2Root

TUniswapV2Factory(factory).getPair (tokent

: pairs(i] =
uint256,uint256) (contracts/oracles/UniswapTwapPriceOracleV2Root.s01#201-224) has external calls inside a loop: (lastTime) =

deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.s0ld227-255) has external

UniswapTwapPriceOracleV2Root . _deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#227-255) has external
Uni. i

TUniswapV2Pair (pair).getReserves()
calls inside a loop:

token@
calls inside a loop:

TUniswapVaPair(pair).tokend() (contracts/oracles/Unis
baseUnit = 16 ## uint256(ERC28Upgradeablelunderlying).decimals

) (contracts/oracles/UniswapTwapPriceOracleVaRoot.sol#77-91) has external calls inside a loo
P PP ric ) (contracts/oracles/UniswapTwapPriceOracleV2Root.s01#77-91) has external calls
UniswapTwapPriceOracleV2Root._deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#227-255) has external

i pPri _currents )
uni, P Pl

inside a loop:

pxecumu = IUniswapvzPair(pair).priceaCumulativelast() (contracts/or:
(reserved, reservel,lastTine) = IUniswapV2Pair(pair).getReserves() (c
calls inside a loop: (reserve®,reservel) = IUniswapV2Pair(pair).getReserves() (cont
inside a loop: pxiCumu = IUniswapVzPair(pair).pricelCunulativeLast() (contracts/o:
501#98-112) has external calls inside a loop:
UniawapTwagPriceOeacleVaRaot. deviation(address, address) (cantraots)oracles/UniowanTuspPrice0racloV2Root  20l#227-265) hae external calls inside o loop: underlying
UniswapTwapPriceOracleV2Root ._update(address)

UniswapTwapPriceOraclevaroot .

7)

oracles/Uni

(contracts/oracles/UniswapTwapPriceOracleV2Root . s01#98-112) has external calls

(reservee, reservel, lastTime)
UniswapTwapPriceOracleV2Root. _update(address

IUniswapV2Paiz(pair).getReserves() (
286-301) has external calls inside
_update(address) (cunt!acts/nracles/Un)swilDTnapPIlc:ﬂrnt]:VZRm}t “16206-301) hoe external calls ineids o 1o
)

Ini.

TuniswapV2Pair(pair).token1() (contracts/oracless
pricedCunulative = IUniswapV2Pair(pair).price8Cumulativelast() (contracts
pricelCunulative = IUniswapVzPair(pair).priceiCumulativelast() (contracts
es. P (lastTine) = Iuni r(pair).g )
Rofarence: hitpsts/github.conseryeielolither /wiki/Deceetor Docunontationthealls inoido s 106p
UniswapTwapPriceOracleV2Root . price@THAP (address) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#27-45) uses timestamp for comparisons
Dangerous comparisons:

op
01#286-301) has external calls inside a loop:

oracles/Uniswz

~ lastObservation.timestamp > now — MIN_TWAP_TIME (contracts/oracles/UniswapTwapPriceOracleV2Root.s0l#33)
require(bool, string)(elapsedTine

_TWAP_TIME,Bad TWAP time.) (contracts/oracles/UniswapTwapPriceOracleV2Root. sold
UniswapTwapPriceOracleV2Root.pricelTWAP (address) (contracts/oracles/UniswapTwapPriceOracleVZRoot.sol#52-78) uses timestamp for comparisons
Dangerous comparisons:

- lastObservation.timestamp > now - MIN_TWAP_TIME (contracts/oracles/UniswapTwapPrice0raclev2Root.sol#58)
- require(bool, string) (elapsedTine
UniswapTwapPris

MIN_TWAP_TIME,Bad TWAP time.) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#65

ent] ) (contracts/oracles/UniswapTwapPriceOracleV2Root . sol#77-91) uses timestamp for comparisons
ow (centracts/oracles/UniswapTwapPriceOracleV2Root.sol#87

Dangerous comparisons:

- lastTine

Dangerous comparisor
- lastTime I=

ontraets/oracles/UniswapTwapPriceOracleV2Root . so1498-112) uses timestamp for comparisons
cureTine (contracts/oracles/UnisuapTwanPriceOTaclovaroot 014108
-_workable (ad

Dangsrnus comparisons :

nt26,uint256) (contractsforacles/UniswapTwapPriceOracleVzRoot.sol#281-224) uses timestamp for comparisons
oek. timestamp — observations[pair]l(observationCount[pair] ~ 1) % OBSERVATION_BUFFER].timestamp) > (minPeriod) 8& lastTime
(curvtracts/uracles/UnlsmlDTvaPnc:ﬂnr:le\dlmml 501#213-223)

- (b

lock.timestamp — abse!vat:\ans[pur][(absuvaﬂoncoum[pau] — 1) % OBSERVATION_BUFFER].timestamp) > (MIN_TWAP_TIME) && lastTime
hold (contracts/oracles/UniswapTwapPriceOracleV2Root. sol6213-223

observations[pair][ (observationCount(pair] — 1) % OBSERVATION_BUFFER].times
UniswapTwapPriceOracleV2Root._deviation(address, address) (cuntracts/uracles/Un1svaTvmpPr)ceﬂxacls\lﬂﬁunt 501#227-255) uses timestamp for comparisons
Dangerous comparisons
- ratio »=

observations(pairll(observationCount[pair] - 1) % OBSERVATION_BUFFER].1
1e18 (contracts/oracles/UniswapTwapPriceOracleVZRoot. s0142
UniswapTwapPriceOracleV2Root. updateable(address) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#258-270) uses timestamp for comparisons
ngerous comparison:
observationCountlpair] <=

Reference: https://github. :nm/c!y!:t/s]x"\ez/wlk i1

(block. timestamp — nhsuuatmns[pau][(nhsuvaunnnuunt[pan] - 1) % OBSERVATION_BUFFER].timestamp) > MIN_TWAP_TIME (contracts/oracles/UnisnapTwapPriceOracleV2Root. sol#263-
AddressUpgradeable. isContract (address) (node_: mwdul:s

lin, le/utils, +501#26-35) uses assembly
— INLINE ASM (node_modu. in/eo le/util le.sol#33)
AddressUpgradeable. v:r)fyﬂallﬁ:sult(bm}l bvtts string) (node_modu 1in/contracts— le/utils/) s01#147-164) uses assembly
~ INLINE ASM (node_modu in/ i1s/) e.501#156-159)
Reference: https://github. culvl/cryllc/sll(h=x/vﬂh./ll=(=c(vr Dv:ulﬂ:n(ﬂ(lvh#ﬂssvmblv usage
Different versions of Solidity is used
ersion used: ['@.6.12', ' .4.240.8.0', '>=0.6.0<0.8.0', '>=0.6.2<0.8.0']
- >=0.6.8<0.8.8 (node_nodules. Lin/contract. th/satema le.sol#3)
- .4.24<08.8.8 (node_modules/@openzeppelin/contracts-upgradeable/proxy/Initializable.sol#4)
- >20.6.8<0.8.8 (node_modules, Lin/contract. token/ERC28/ s0143)
.6.0<6.8.8 (node_nodules. Lin/contract ‘token/ERCZ8/T 1e.s0163)
— »=0.6.2<0.8.2@ (node_modules, Lin/ utils le.sol#3)
- <0.8.8 (node_modules, linfcontract: utils/Contex le.s01#3)
8.6. 12 (contracts/external/compound/CErc2@.s01#2)
8.6.12 (contracts/external/compound/CToken.sol#2)
- 8.6.12 (contracts/external/compound/PriceOracle. sols2)
8.6.12 (contracts/external/uniswap/IUniswapV2Factory.sol#2)
8.6.12 (contracts/external/uniswap/IUniswapV2Pair. sols2
8.6.12 (contracts/oracles/BasePriceOracle. sols:
8.6.12 (contracts/oracles/UniswapTwapPriceOracleV2.sol#2)
8.6.12 (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#2)
Reference: https://github.com/crytic/slither/wiki, ationd#diff pragr irecti
AddressUpgradeable. verifyCallResult(bool,bytes,string) (node_modules. Lin/contract. utils/, le.s0l#147-164) is never used and should be removed
functionCall(add: b (node_modules. in/contracts-— le/utils/) s01#79-81) is never used and should be removed
functionCall (add bytes,string) (node_modules, lin/contract: lefutils/) 1
AddressUpgradeable. functionCallwithvalue (address, bytes, uint256) (node_
AddressUpgradeable.functionCallWithValue(address,bytes,uint256,string) (node_modu.

.501#89-91) is never used and should be removed
1in/contract:
AddressUpgradeable. functionStaticCall(address,bytes) (node_module:

Le/utils/AddrossUporadesble. s0L4104-106) is never used and should be remove
1in/contracts— le.sol#114-121) is never used and should be removed
Les. infcontract 7 €.501#129-131) is never used and should be remo;
AddressUpgradeable. funmanstaucnauuuuuss.bytes,smnu) (node_modules in/contract. le/utils/ 501#139-145) is never used and should be removed
) (node_modu: 1in, le/util 1e.501#26-35) is never used and should bo removed
AddressUpgradeable . unavnueunauss uint266) (node_modul Lin/cont e/utils/ le.501#53-59) is never used and should be removed
ContextUpgradeable.__C {node_modul lin/contracts— le/utils/Contex le.501#17-19) is never used and should be remove
ContextUpgradeable.__Context_init_unehained() (node_modul Lin/cont e/utils, le.s01#21-22) is never used and should be removed
ContextUpgradeable. _msgData() (node_modul Lin/cont e/utils/Contex Lo.501427-30) 15 never used and should be removed
ERC20Upgradeable. _ERC2_init(string,string) (node_ 1in/contracts— Le/tok ©.501#56-59) is never used and should be removed
ERC20Upgradeable.__ERC26_init_unchained(string, string) (node_modu 1in/cont Le/token 501#61-65) is never used and should be removed
ERC20Upgradeable._burn(address,uint256) (node_modules. lln/cnntxacl token/ERC28/ 501#255-263) is never used and should be removed
ERC20Upgradeable._mint (address,uint256) (node_modules token/ERC20/ 501#234-242) is never used and should be removed
ERC20Upgradeable._setupDecimals (uint8) (node_m le.501#293-295) is never used and should be removed
Tnitialazable, is0anstruetar ) (nods_modulas/Gopenzeppelin/eontracts uporadeatie/prony/Tnitializable. 0462 56) 1o never used and should be renoved
SafeMathUpgradeable.div{uint256,uint266,string) (node_t 1in/contract: Le/math/saf ©.501#198-193) is never used and should be removed
SafeMathUpgradeable.mod{uint254, uint256) (node_modules h‘n/mntmct le/math a.eMnthnpguunbh.snwisz—Lssi is never used and should be remov.
af 1e.mod(uint266, uint256, string) (node. in/ Le/math/SafeMatl le.50l#210-213) is never used and should be removed
SafeMathUpgradeable.sub(uint256,uint256) (nade_nodules/Gopenzeppelin/contracts-upgradeable/nath/SafeMathUpgradeable. snlmm-mm is never used and should be remove
SafeMathUpgradeable. tryAdd{uint256, uint256) (node_modules in/contracts- 1e/math/Saf eMa 01#24-28) is never used and should be removed
SafeMathUpgradeable. tryDiv(uint256,uint256) (node_modules. 1e/math, 201960-63) 15 never used and sheuld bo removed
SafeMathUpgradeable. tryMod(uint256, uintas6) (node_modules. infcontract. 1e/math/SateMa 501#78-73) is never used and should be removed
SafeMathUpgradeable. tryMul {uint256, uint266) (node_modules infcontracts- 1e/math/Saf eMa 501#45-53) is never used and should be removed
SafeMathUpgradeable. trySub(uint256,uintass) (node_modules. infeontraet. 1le/math/SafeMa 501#35-38) is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code
Pragna version>=8.6.8<6.8.8 (node, munules/@npenzeppe])n/cunt!acts— le/math/safeMa ) is too complex
Pragna .4.24<8.8.8 (nade. lin/contracts Lle/proxy/Initializable. sawu is Lo comalex
Pragna 1 0¢0.6.5. (nods.odules o 1a/token/ERC2 &.s0l#3) iz too complex
Pragna version>=8.6.8<6.8.8 (node_modules/@openzeppelin/contracts- le/token/ERC26/ 1e mus) is too complex
Pragna .6.2<8.8.8 (node_nodules in/contract. le/futils/ s501#3) is too compl
Pragna <6.8.8 (node_modules. infeontraet. lefutils s01#3) is too complex
Reference: https://github.com/crytic/slither/wiki, ation#i i lidity
Low level call in AddressUpgradeable.sendValue(address,uint256) (node, 1in/contract: le/util le.s501#53-59) 1
- (success) = recipient.call{value: amount}() (node_modules lin/contract: lefutils/ le.501857)
Low level call in AddressUpgradeable.functionCallwithValue(address,bytes,uint256,string) (node_modules, St lafutils 501#114-121):
- (success, returndata) = target.call{value: value}(data) (node_modul Lin/cont Le/util le.s01#119)
Low level call in AddressUpgradeable.functionStaticCall(address,bytes,string) (node_modul Lin/cont e/util Le.501#139-145) :
- (success, returndata) = target.staticeall(data) (node_modules, linfeontract: le/utils/ s014143)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-level-call
Function ERC28Upgradeable.__ERC26_init(string,string) (node, lvmdul:s/@npenleppe])n/cuntracts le/token/ERC20 le.s01#56-59) is not in mixedCas
Function ERC26UpgTadeable. _ERC20.init _unchained(string,string) (no 1in/contract: le/t 501#61-65) is not in mixedCase
variable gap (no ]1n/cuntzact 1o/t le.501#312) is not in mixedCase
Function ContextUpgradeable Cuntut Zinitt) (node_ Lin/contracts- Le/utils/Cont e.501#17-19) is not in mixedCase
Function ContextUpgradeable.__Context_init_unchained() (node_modu. s Le/utils 1
Variable ContextUpgradeable.__gap (node_modules. in/eontract Lo rutile Contex

s50l#21-22) is not in mixedCase
s01#31) is not in mixedCase
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Function IUniswapV2Pair.DOMAIN_SEPARATOR() (contracts/external/uniswap/IUniswapV2Pair.sol#19) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (contracts/external/uniswap/TUniswapV2Pair.sol#28) is not in mixedCase
Function IUniswapV2Pair.MINIMUM_LIQUIDITY() (centracts/external/uniswap/IUniswapV2Paizr.sol#37) is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#confornance-to-solidity-naming-conventions
le.s0l#28)" inContex

le (node_modules, infeontraet utils/Contex le.sol#1s-

Redundant expression "this (node_modules. infeontract:
Reference: https://github.com/crytic/slither/wiki/Detector-i nacumentat)anurenunnnnt stntements
Variable UniswapTwapPriceOracleV2Root.priceBTWAP(address) . currPxeCunu (contracts/oracles/UniswapTwapPriceOracleVzRoot.sol#41) is too similar to UniswapTwapPriceOracleV2Root.pricelTWAP (address).currPx1Cumu (contrac
Variable UniswapTwapPriceOracleV2Root. updateladdress).pricedCumulative Kcuntracts/ancles/Un1svmn'hmpPr)ceﬂxacls\&mmt 501#291) is too similar to UniswapTwapPriceOracleV2Root. update(address).pricelCunulative (cor
Reference: https://github.com/crytic/slither/wiki/ on#variabl

infcontract ‘token/ERC28/ERC26U]

le.501#312) is never used in le (node_modules.

ERC20Upgradeable.__gap (node_modul 1 1
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-state-variable

name() should be declared external:
- ERC20Upgradeable.name() (node_modules infcontract ‘token/ERC28/ s01470-72)
symbol() should be declared external:
lin/eont: le/token, le.sol#78-88)

~ ERC20Upgradeable.synbol() (node_modul

decimals() should be declared external:

- ERC20Upgradeable.decimals() (node_

totalsupply() should be declared external:
20Upgradeable. totalSupply() (node_modules/Gopenzeppelin/contracts- e/ token/ERG20/

balanceof(address) should be declared external:

- ERCZ6Upgradeable.balance0f(address) (node_modul,

transfer(address,uint256) should be declared external:

oUpgradeable. transfer(address,uint256) (node_modules Lin/contract &/token/ERC28/

allowanceladdress, address) should be declared externa
20Upgradeable. aLlonance(address, address) (node_modules/Gopenzeppelin/contracts-

le/token/ERC20. le.50l#95-97)

1in/
le.s0l#102-164)

Le/ token, Le. s01#109-111)

Lin/cont:
le.s01#121-124)

501#129-131)

le/token/ERC20/

le.sol#148-143)

approve (address, uint256) should be declared external:
20Upgradeable.approve(address,uint266) (node_modul lin/contract: le/t
uansfu;mm(aaauss,auumss,ummss) should be declared external.
~ ERC208Upgradeable.transferFrom(address, address,uint256) (node_modul, lin/contracts— le/t le.sol#158-162)
1nc!useAllowanu(adduss uint256) should be declared external:
oUpgradeable. increasenllowance (address, uint256) (node_modul 1in/cont Le/token, le.sol#176-179)
dsc!easnhlluwancn(address,u)nk?Sé) should be declared external:
lin/cont: le/token, le.sol#195-198)
eclared-external

RC20Upgradeable. decreaseAl lowance (address, uint256) (node_modul
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public—function-that-could-b

UniswapTwapPriceOracleV2Root.sol

EROZeUpgradeable.__gap (node_modules/Gopenzeppelin/contracts
— ContextlUpgradeable. __gap (node_modules/ Lin/ L
Reference: https://github.con/crytic/slither/wiki/Detector=
UniswapTwapPriceOracleV2Root . price(address, address, addross) (contracts/eracles/UniswapTwapPriceOracleV2Root.sol#117-133) performs a multiplication on the result of a division:
—(pricelTWAP(pair)).div(2 ** 56).mul(baseUnit).div(2 % 56) (contracts/oracles/UniswapTwapPriceOraclev2Root.sol#126-132)
UniswapTwapPriceOracleVaRoot. price(address, address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#117-133) performs a multiplication on the result of a divisio
~(pricedTWAP(pair)}.div(2 *+ 56).mul(baseUnit).div(2 % 56) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#128-132)
UniswapTwapPriceOracleV2Root ._deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.s01#227-255) performs a multiplication on the result of a division:
—twapPrice = (pricelTWAP(pair)).div(2 %+ 56).mul(baseUnit).div(2 ++ 56) (contracts/eracles/UniswapTwapPriceOracleV2Root.sol62i1-243)
UniswapTwapPriceOracleV2Root ._deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.s01#227-255) performs a multiplication on the result of a divisio
—twapPrice = (price@TWAP(pair)).div(2 ++ 56).mul(baseUnit).div(2 +k 56) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#241-243)
UniswapTwapPriceOracleVzRoot . deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#227-265) performs a multiplication on the result of a division:
spotPrice.nul(1e18).div{twapPrice) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#2
reserved.mul(baseUnit) .div(reservel) (contracts/oracles/UniswapTwapPriceOracleVaRoot. sol#248-250)
ivide-before-multiply

—spotPrice
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#divi

UniswapTwapPriceOracleV2Root . pairsFor(address[],address[],address) (contracts/oracles/UniswapTwapPriceOraclev2Root.sol#168-173) has external calls inside a loop

pairs[i] = IUniswapV2Factory(factory).getPair(tokent

V2Root.s0l#171)
UniswapTwapPriceOracleV2Root . workable (address, address,uint256,uint256) (contracts/oracles/UniswapTwapPriceOracleV2Root.so1#201-224) has external calls inside a loop: (lastTime) = TUniswapV2Pair(pair).getReserves(]
IUniswapv2Pair(pair).token8() (contracts/oracles/Unis
10 s uint256(ERCZ0Upgradeable(underlying).decimals

UniswapTwapPriceOracleV2Root. _deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#227-255) has external calls inside a loop: tokend
UniswapTwapPriceOraclevzRoot. _deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleV2Root.so1#227-255) has external calls inside a loop: baseunit
238)
UniswapTwapPriceOracleV2Root . currentPx8Cunuladdress) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#77-91) has external calls inside a loop: pxBCumu = IUniswapVaPair(pair).priceBCunulativeLast() (contracts/orz
UniswapTwapPriceOracleV2Root . currentPx8Cunuladdress) (contracts/oracles/UniswapTwapPriceOracleV2Root.s0l#77-91) has external calls inside a loop: (reserved,reservel,lastTime) = IUniswapV2Pair(pair).getReserves() (c
UniswapTwapPriceOracleV2Root . deviation(address,address) (contracts/oracles/UniswapTwapPriceOracleVIRoot.sol#227-256) has external calls inside a loop: (reserved,reservel) = [UniswapV2Pair(pair).getReserves() (cont
UniswapTwapPriceOraclev2Root . currentPxiCumuladdress) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#98-112) has external calls inside a loop: px1Cumu = IUniswapVzPair(pair).pricelCumulativelast() (contracts/or
UniswapTwapPriceOracleVaRoot. currentPxiCumuladdress) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#98-112) has external calls inside a loop: (reserved,reservel,lastTime) = IUniswapV2Pair(pair).getReserves()
7)
UniswapTwapPriceOracleV2Root._deviation(address,address) (contracts/oracles/UniswapTnapPriceOracleV2Root.s0l1#227-265) has external calls inside a loop: underlying = IUniswapV2Pair(pair).tokenl() (contracts/oracless
update(address) (contracts/oracles/UniswapTwapPriceOracleVaRoot.sol#286-301) has external calls inside a loop: IUniswapV2Pair (pair).price@CumulativeLast() (contracts
UniswapTwapPriceOracleV2Root . _update(address) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#286-301) has external calls inside a loop: TUniswapV2Pair (pair) .pricelCunulativelast() (contracts
UniswapTwapPriceOracleVaRoot. update(address) (centracts/oracles/UniswapTwapPriceOracleV2Root.sol#286-301) has external calls inside a loop: (lastTime) = IUniswapV2Pair(pair).getReserves() (contracts/oracles/Uniswe
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation/#calls-inside-a-1oop

UniswapTwapPriceOracleV2Root . pricedTWAP (address) (contracts/oracles/UniswapTwapPriceOracleV2Root.so1#27-45) uses timestamp for comparisens

UniswapTwapPriceOracleV2Root

Dangerous comparisons:

~ lastObservation.timestamp > now — MIN_TWAP_TIME (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#33)
- reauire(bool, string) (elapsedTime >= MIN_TWAP_TIME,Bad TWAP time.) (contracts/oracles/UniswapTwapPriceOracleVZRoot.sol#te)

UniswapTwapPriceOracleV2Root . pricelTWAP (address) (contracts/oracles/UniswapTwapPriceOzacleV2Root.sol#52-78) uses timestamp for comparisons

Dangerous comparisons

- lastObservation.timestamp > now — MIN_TWAP_TINE (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#58)

~ require(bool, string) (elapsedTime >= MIN_TWAP_TIME,Bad TWAP time.) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#
UniswapTwapPriceOraclevzRoot . currentPx8Cumuladdress) (contracts/oracles/UniswapTwapPriceOracleVzRoot.sol#77-91) uses timestamp for comparisons

Dangerous comparisons:
- lastTime I= now (contractsforacles/UniswapTwapPriceOracleV2Root.sol487
UniswapTwapPriceOracleV2Root . currentPxiCumuladdress) (contracts/oracles/UniswapTwapPriceOracleV2Root.s0l#98-112) uses timestanp for comparisons

Dangerous comparisons:
— lastTime I= currTime (contracts/oracles/UniswapTwapPriceOracleVzRoot.s01#168
UniswapTwapPriceOracleV2Root. workable(address, address,uint256,uint256) (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#201-224) uses timestamp for comparisons

ngerous comparisons:
ock.timestamp - observations[pairll(observationCount(pair] - 1) % OBSERVATION_BUFFER].timestamp) > (minPeriod) & lastTime |= observations[pair][(observationCount[pair] - 1) % OBSERVATION_BUFFER].times
observations[pair][{observationCount[pair] - 1) % OBSERVATION_BUFFER].1

~ (b
(contracts/oracles/UniswapTwapPriceOracleVaRoot . sol#213-2:
block.tinestamp — observations(pairll(observationCountlpair] ~ 1) % OBSERVATION BUFFER].timestamp) > (MIN_TWAP_TIME) && lastTime
hold (centracts/orac: 16V2Ro0t ., 501#213-223)
UniswapTwappriceoraclevzRoot. deviation(address,address) (contracts/oracles/uniswapTwapPriceoraclev2Root.sol#227-255) uses timestamp for comparisons
Dangerous comparisons

~ ratio >= 1e18 (contracts/oracles/UniswapTwapPriceOracleV2Root. sol#2!
Unismlp'hmpPric:ﬂzacle\dikauk updateableladdress) (contracts/oracles/UniswapTwapPriceOracleV2Root.s01#256-278) uses timestamp for comparisons
ngerous comparisons
observationCountlpair] <= 8 || (block.timestamp — ubse!vat)ans[pa)r][Kubse!vat)nncmmt[pa)z] = 1) % OBSERVATION_BUFFER].timestamp) > MIN_TWAP_TIME (contracts/oracles/UniswapTwapPriceOracleVZRoot.sol#263-3
References https://github.com/crytic/slither/wiki/l
AddressUppradeable. isContract (address) (nodo_modules in/cont: Le/util, 501#26-35) uses assembly
~ INLINE ASM (node_modul le/utils le.501#33)
AddressUpgradeable._verifyCallResult(bool, hytes st!)nu) (node_moduLes infcontracts- Le/util 501#147-164) uses assembly
Le.501#156-159)

— INLINE ASM (node_modul
Reference: https://github. cum/cxyt)t/s]lth!!/wlk)/Detectu!—Ducumentatlundass!mbly—usag!

Different versions of Solidity is used:
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- Version used: [79.6.12 .4.26¢0.8.8", '>-0.6.0<8.8.8', '>=0.6.2¢0.8.0']
.6.8<6.8.8 (node_nodules. Lin/cont 1e/math/Saf eMa .s0143)
- 5=0.4.24<0.8.8 (node_modules, n/ Le/proxy/Initializable. sol#h)
- >=0.6.0¢0.8.0 (node_modules Lin/cont le/token/ERC26/! s0l43)
- 5=0.6.0<0.8.0 (node_nodules Lin/cont e/ token/ERC20/T le.s01#3)
- >=0.6.2¢0.8.8 (node_nodules Lin/eont lefutils/ s01#3)
- >=0.6.0<0.8.0 (node_nodules Lin/cont le/utils s01#3)
- 8.6.12 (contracts/external/uniswap/IUniswapV2Factory.sol#2)
- 8.6.12 (contracts/external/uniswap/IUniswapv2Pair.sols2)
- ©.6.12 (contracts/oracles/UniswapTwapPriceOracleV2Root. sol#2)
Reference: https://github.com/crytic/slither/wiki/Detec ion#dif pragna-directi
AddressUpgradeable. verifyCallResult(bool,bytes, string) (node_ Linfeontract: e/util lo.s01#147-164) is never used and should be removed
le. functionCall(add (node_nodul. 1in/contracts- le/utils/ le.501479-81) is never used and should be remo
1e. functionCall(add bytes, string) (node_modul. n acts- le/utils le.501#89-91) is never used and should be removed
AddressUpgradeable. functionCallWithValue (address, bytes,uint256) (node_modul 1in/contract: le/utils/ le.501#104-106) is never used and should be remo
AddressUpgradeable. functionCallWithValue (address, bytes, uint256, string) (node_modul lin/contracts— le/utils/ le.501#114-121) is never used and should be removed
AddressUpgradeable. functionStaticCall(address, bytes) (node_modu: lin/contract. utils/, lo.s01#129-131) is never used and should be remo
AddressUpgradeabls. functionStaticCall (address, bytes, string] (nud: modu 1in/contract: utils/, le.501#139-145) is never used and should be removed
e/util le.501#26-35) is never used and should be removed
AddzossUpgradesble. sendvaiue (address uintzas] (nade lin/contract. utils/, le.s0l#53-59) is never used and should be remov
ContextUpgradeable.__Context_init() (node s lin/contract utils/Contex blo.20lk17-19) is nover used and should be ramou
ContextUpgradeable.__Context_init ) (node Linfcontract. utils lo.s01#21-22) is never used and should be remou
ContextUpgradeable._msgData() (node_modul 1in/contracts- le/utils/Contex Le-501427-30) is never sed and shauld be remove
ERC20Upgradeable. _ERC26_init(string,string) (node_modules in/ 1o.501#56-59) is never used and should be remove
ERC20Upgradeable it_unchained(string, string) (nods_modules Lin/cont Le/t ©.501#61-65) is never used and should be removed
ERC20Upgradeable. _buzn{address,uint256) (node_modul 1e/token/ERC2E/| le.50l#265-263) is never used and should be removed
_mint(address,uint256) (node_modul 1in/contract: 1e/token/ERC28/ 1e.501#234-242) is never used and should be removed
) is never used and should be removed
01#190-193) is never used and should be removed

ERC26Upgradeable

ERC20Upgradeable.
setupDecinals(uint8) (node_nodules/Gopenzeppelin/contra
isConstructor() (node_modules/@openzeppelin/contracts—upgradeable/proxy/Initializable.sol#52-54) is never used and should be remove:
s

Lin/cont:

Le/math/SafeMa
Lle/math/Saf +501#152-155) is never used and should be remove
501#218-213) is never used and should be removed

Le/math/SafeMa o
©.501#101-104) is never used and should be remove

1e/math/SafeMa
le.s01#24-28) is never used and should be removed

le.s01460-63) is never used and should be removed

Initializable
SafeMathUpgradeable.div(uint256,uint256,string) (node_modules.
SafeMathUpgradeable.mod (uint266,uint256) (node_modules. Lin/
SafeMathUpgradeable.mod (uint256,uint256,string) (node_modules. Lin/cont
SafeMathUpgradeable.sub(uint256, uint256) (node_modules. Lin/contracts-
1in/contract:

never used and should be removed

SafeMathUpgradeable. tryAdd(uint256,uint256) (node_modul

Lin/contracts—

Le.sol#70-73) is
1 never used and should be removed

SafeMathUpgradeable.tryDiv(uint256,uint256) (node_modul

Lin/contracts—i

501#45-53) is
never used and should be removed

Lin/contract:

le.501#35-38) is

SafeMathUpgradeable.tryMod(uint256, uint256) (node_modul

le/math/SafeMa

SafeMathUpgradeable. tryMul (uint256,uint256) (node_madul
SafeMathUpgradeable. trySub(uint256,uint256) (node_modu

Reference: https://github.eomferytic/slither/wiki/Detector-Docunentation#dead-code

Lin/contracts-

01#3) is too complex

Pragma version>=0.6.0<.8.8 (node_modules in/ Le/math/Saf s
Pragma version>=e.4.26<8.8.0 (node linfcontract proxy/Initializable.sol#4) is too c
Pragma version>=8.6.8<8.8.8 (node_modules in/cont: le/t le.501#3) is too complex
Pragma version>=0.6.0<8.8.8 (node_modules in/cont: Lo/t i le.sol#3) is too complex
Pragma version>=0.6.2<8.8.8 (node_modules in/cont: Le/util s501#3) is too complex
Pragma version>=0.6.0<0.8.0 (node_modules in/ Lle/util s0l#3) is too complex
Reference: https://github. cnm/crytlr:/sl)tnu/mk1/Detectux—Ducumentatmnulncuuect versions-of-solidity
Low level eall in le.sendval uint256) (node_modul 1in/eontract: lefutils/ le.501#53-59) :
- (success) = recipient.call{value: amount}() (node_modul lin/contracts-, le/utils/ Le.501#57)
Low level eall in AddressUpgradeable.functionCallWithValue(address,bytes,uint256,string) (node_modules. inf Le/util. 501#114-121) 1
- (success, returndata) = target.call{value: value}(data) (node_modules Lin/contracts— Lle/util s01#119)
functi bytes, string) (node_modules. Lin/ cts— le/utils Le.501#139-145)
1in/contract: lefutils/ Le.501#143)

Low level call in 1
target.staticcall(data) (node_modul

uccess, returndata) =

- (s .
References httpss//github.con/crytic/slither /wiki/Detestor-Docunentation#low-level-calls

©.501#56-59) is not in mixedC

le/token/ERC20/
Le.sol#61-65) is not in mixedCase

Lin/contracts—

le/token/ERC20/

ERC20_init(string, string) (n

le.s0l#312) is not in mixedCase

Function ERC20Upgradeable _

Function ERC20Upgradeable. ERC2@_init_unchained(string,string) (node_modul

Variable ERC20Upgradeable.__gap (node_modules. infcontract Le/ token,

Function ContextUpgradeable.__Context_init() (node_modules in/contracts— le/utils, n 501#17-19) is not in mixedCas

Funccion ContextUpgradosble. _Cantext_init_unchained() (noda.nodules Lin/cont: Le/util s01#21-22) is not in mixedCase
odules. lin/contracts— i le.sol#31) is not in mixedCase

node.

Variable ContextUpgradeable.__gap (
Function IUniswapV2Pair.DOMAIN_ SEPARATOR () (contracts/external/uniswap/IUniswapV2Pair.sol#19) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (contracts/external/uniswap/IUniswapV2Pair.sol#26) is not in mixedCase
Function TUniswapV2Pair.MINIMUM_LIQUIDITY(} (r:untracts/extsrnal/un)swﬁn/lUnlsnagV?Pa)r suw:m is not in mixedCase

solidity o

ns
lefutils,

Reference: https://github.eomferytic/slither/wiki/Detec

lefut

ils le.s01#28)" i e (node_modul,

L. sol#16-

Redundant expression "this (nods_modu
Referonce: Metpts/ 01 thub. conferytic/e1ither iks/Detet cor-Dacumeneation radindant.statonemie
Variable UniswapTwapPriceOracleV2Root.priceBTHAP(address).currPx8Cunu (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#41) is too similar to UniswapTwapPriceOracleV2Root.pricelTWAP (address).currPx1Cunu (contrac

ate(address).pricedCumulative (contracts/oracles/UniswapTwapPriceOracleV2Root.sol#291) is too similar to UniswapTwapPriceOraclev2Root

ationdvariabl

oco-similar
infcontract

Variable UniswapTwapPriceOracleV2Ro
Reference: https://github.con/crytic/slither/wiki/Det

Lo (node_modules

le.s0l#312) is never used in

ERC20Upgradeable.__gap (node_modu
Reference: https /fg)thuh.cnm/crytlc/sl)lhnl/w)k)/ﬂeleclnr Documentation#unused-state-variable

ERC20Upgradeable.decimals() (node_.
totalsupply() should be declared externa

20Upgradoable. totalSupply() (node_modules/Gopanzeppelincontracts-t

name() should be declared external:
RC20Upgradeable.name () (node_modules token/ERC20/ 501#70-72)
symbol() should be declared external:
- ERC26Upgradeable.synbol() (node_modul Lin/cant Le/token Le.s014768-68)
decinals() should be declared external:
1in/contract: le/token/ERCZ0. 1e.501895-97)

le.s0l#102-164)

le/token/ERC20/

1o/ token, 1e. £01#109-111)

balance0f(address) should be declared externa
oUngradeablo. balance0f (address ) (nods_modul Lin/

©/token/ERC28/ le.s01#121-124)

transfer (address, uintz06) should be declared sxterna
RC20Upp rasucblo. transfor(address  uint266) (node_modules
sliowanco(addross, addross) should bo declared extern

20Upgradeable. al lowance(address, address)

(node_modules /@openzeppelin/contracts-i

Lin/contract;
le/token/ERC20/ 5018129-131)

le.sol#168-143)

Lin/contract: Lo/t

apn!we(adduss uint256) should be declared external:
ERC20Upgradeable. approve (address,uint256) (node_modul

C201
trans forFro(addrass , address, uint286) should be declared axter
increaseAllowance (address, uint256) should be declared oxte

- ERC20Upgradeable.inczeaseAllowance (address, uint266) (nwd= modul
decreaseAllowance (address, uint256) should be declared extern

OUpgradeabl. transferFron(address, address, uint2ss) {node_modu1
Le/token,

le.sol#158-162)

Lin/contract:
le.sol#176-179)

lin/,
1e.501#195-198)

Lin/cont:

Reference: https://github.com/crytic/slither/wiki,

RC20Upgradeable. decreaseAl Lowance (sddress, uint258) (nede_modul
i an#tpublic—functi

update (address).pricelCunulative (cor

‘token/ERC28/ERC20U]
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AUTOMATED TESTING

UniV2LPOracle.sol

ERC20Upgradeable. __gap (node_modules/Gopenzeppelin/contracts:
~ ContextUpgradeable.__gap (nade_modules, contracts—
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variable-shadoning

le/utils, .

tion on th

UniswapLpTokenPriceOracle. price(address) (contracts/oracles/UniVaLPOracle.sol#36-64) performs a multiplic
—-sqrtK.nul(2).mul(sart (priced)).div(2 %+ 56).nul{sart(price1)).div(2 +« 56) (contracts/oracles/UniV2LPOracle.
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#divide-before-multiply

AddussUpuzad:abl:.Ls!}unha:l(addnssb (node_medul lin/contrac util
E ASM ( infeontract s01#33)

~upgradeable/token/ERC26/ERC28Upgradeable . s01#312) shadows

e result of a division:
501#68-63)

le.s0l#26-35) uses assembly

le.501#147-164) uses assembly

Andussuwzaaeable.,unfy::aunesunmunl bytes, string) (node_modu! lin/contract, e/util
NLINE ASM (| nfcontract Lle/util! S01#166-169)

https://github.con/crytic/slither /wiki/!

Reference:

o

s01#3)

Different versions of Solidity is used:
- Version used: ['0.6.12' +4.24<0.8.8', '>=0.6.8¢0.8.0', '>=0.6.2<0.8.8']
/math/SafeMa

n/eon

~ 5=0.6.0<0.8.0 (node_modules
~ >20.4.24<0.8.8 (node_modul lin/contract e proxy/nitialisable. so1i)
- >20.6.0<0.8.0 (node_modules n / s01#3)
- >20.6.0<0.5.8 (node_modules infcont: Le/t / le.s0143)
- 5=0.6.2<0.8.8 (node_modules n/ Le/util .s01#£3)
- >20.6.0<0.8.9 (node_modules cont le/utils e.s0143)
- 8.6.12 (contracts/external/conpound/CErc28.s01#2)
- 8.6.12 (contracts/external/compound/CToken. sol#2)
- 8.6.12 (contracts/external/conpound/PriceOracle.sol#2)
- .6.12 (contracts/external/uniswap/IUniswapV2Pair.sol#2)
- 8.6.12 (contracts/oracles/BasePrice0racle.sols2)
- ©.6.12 (contracts/oracles/UniV2LPOracle. sol#2)
Reference: https://github.con/crytie/slither/wiki/! don#dif pragna-direeti
AddressUpgradeable. _verifyCallResult(bool,bytes,string) (node_modu linfeontract: e/util lo.501#147-164) is never used and should be removed
AddressUpgradeable. functioncall(address, bytes) (node_modules 1in/contract: le/utils/ le.501479-81) is never used and should be removed
AddressUpgradeable. functionCall(address, bytes,string) (node_modules Lin/ acts- le/utils le.501#89-91) is never used and should be removed
AddressUpgradeable. functionCallwithvalue (address,bytes,uint256) (node_modul 1in/contract: le/utils/ le.501#106-106) is never used and should be removed
AddressUpgradeable. functionCallWi thValue (address,bytes, uint256,string) (node_modules. lin/contracts— le/utils/, le.s0l#114-121) is never used and should be removed
AddressUpgradeable. functionStaticCall(address, bytes) (node_modul 1in/contract. utils/, 1l0.01#129-131) is never used and should be remov
AddressUpgradeable. functionStaticCall(address, bytes, string) (node_modul 1in/contract: utils/, le.s01#139-145) is never used and should be removed
AddressUpgradeablo. isContract (address) (node_modul 1in, util 1c.501#26-35) is never used and should be removed
Le.sendval uint256) (node_modul Lin/contract utils/, ©.501453-59) is never used and should be removed
ContextUpgradeable.__Context_init() (node_modu. utils le.s50l#17-19) s never used and should be removed
lin/contract. utils/Contex le.s01421-22) is never used and should be removed
le is never used and should be removed

Context_init_unchained() (node_modul

su]liEﬂfEGH is never used and should be removed

01#61-65) is never used and should be removed

Le.s0l#255-263) is never used and should be removed

ContextUpgradeable.
ContextUpgradeable. msgbata() (node_modules Lin/contract: le/utils/Contex
ERC20Upgradeable. __ERC20_init(string,string) (node infeontract.
ERC20Upgradeable. nit_unchained(string, string) (node_modules/@openzeppelin/contracts—i Le/token/ERC20/!
ERC20Upgradeable. burn(address,uint256) (node_modules/@openzeppelin/contracts— 1e/token/ERC20/

e /token/ERC28/

never used and should be removed

_mint (address, uint256) (node, lvmdu]es/@un!nz!pp!lm/:untzacts—

.sqwzn 295) is never used and should be removed

ERC20Upgradeable.

ERC20Upgradeable._setupDecinals(uint8) (node_modul i tok
T iGonstructar() (nado.nodules Gaponsenpelin/contzactsupgradosbio/prony/1nitializable.solns2 84) 1o

never used and should be removed
Le.501#198-193) is never used and should be removed

Initializable.
in/con Le/math/SafeMa

. eal#ad 155) is neve:

used and should be remove

.501#210-213) is never used and should be removed

Le. saln.wl 104) is never used and should be removed

501#26-28) is never used and

le.s0l#60-63) is never used and should be removed

le.sol#78-73) is never used and

Le.s0l#45-53) is never used and should be removed

SafeMathlpgradeable. div(uint256,uint256, string) (node_modules
SafeMathUpgradeable.mod (uint266,uint256) (node_module: infeont 1e/math/SafoMa
SafeMathUpgradeable . mod (uint256,uint256, string) (node_modules infcont Le/math/SateMa
SafeMathUpgradeable. sub(uint266,uint256) (node_modules. in/ cts— ble/math/Saf
SafeMathUpgradeable. tryAdd(uint266,uint256) (node_modules. Lin/cont math/saf eMa
SafeMathUpgradeable. tryDiv(uint256,uint256) (node_modules Lin/cont 1e/math/Saf eMa
SafeMathUpgradeable. tryMod (uint266,uint256) (node_modules. Lin/eont 1o/math/Saf oMa
SafeMathUpgradeable. tryMul (uint256,uint256) (node_modules Lin/cont 1e/math/Saf eMa
Lin 1a/math

le.s01#35-38) is never used and should be removed

SafeMathUpgradeable . trySub (uint256,uint256) (node_modules
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#dead-code

Le/math/SafeMa 1#3) is t

version>=8.6.0<0.8.8 (node. mudu]es/@npenleppe])n/cuntxacts—
4.24<0.8.8 (node. ntract:
.6.6<0.8.0 (node mudu]es/@upenzeppehn/cuntxact Lo/t le.s0143)
.6.8<6.8.8 (node_modules/Bopenzeppelin/contracts— Le/token/ERC20/ le.s0l#3)

1l le/util.

.6.2¢0.8.9 (node_
.6.8<0.8.0 (node_modules/Qopenzeppelin/contracts—i Le/utils/Cont

/#/github.com/crytic/slither/miki/

Pragma
Pragma version:
Pragma version:
Pragma version:
Pragma version:
Pragma version>=
Reference: https

ons—of-solidity

00 complex

50!
proxy/Initializable.sol#4) is too complex

is too complex
is too complex

501#3) is too complex
501#3) is too complex

utils/ le.sol#53-59):

Lin/contract: le

le.sol#57)

Low level call in AddressUpgradeable.sendValue(address,uint256) (node_modul
s, Lin/contract: lefutils,

le.sol#116-121) :

- (suceess) = recipient.call{value: amount}() (node_module:

Low level call in AddressUpgradeable.functionCallwithValue(address,bytes,uint256,string) (node_modules Lin/contracts-, lefutils/

- (success, returndata) = target.call{value: value}(data) (node_modules, Lin/ s le/utils Le.501#119)
Low level call in AddressUpgradeable.functionStaticCall(address,bytes,string) (node_modu lin/contract utils/ le.501#139-145) :

- (success, returndata) = target.staticcall(data) (node_modules in/contracts- le/util le.501#143)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#low-level-call
Function ERC20Upgradeable. ERC20_init(string,string) (node 1 token, le not in mixedCase
Function ERC28Upgradeable. ERC26_init_unchained(string,string) (node linfcontract &/ token, le.sol#61-65) is not in mixedCase
Variable ERC20Upgradeable. _gap (node_modules Liy tracts- le/token/ERC20/! 501#312) is not in mixedCase
Function ContextUpgradeable.__Context_init() (node_modul 1in/contract: le/utils/Contex le.501#17-19) is not in mixedCase

1in/contracts- le/utils/Contex 1e.501#21-22) is not in mixedCase

Function ContextUpgradeable.__Context_init_unchained() (node_modul,

variable Contex le.__gap (node_modu lin/contraet
Function IUniswapvzPair.DOMAIN_SEPARATOR() (contracts/external/uniswap/IUniswapVzPair.scl#19) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (contracts/external/uniswap/IUniswapV2Pair.sol#20) is not in mixedCase
Function IUniswapv2Pair.MINIMUM_LIQUIDITY() (contracts/external/uniswap/IUniswapvaPair.sol#37) is not in mixedCas
/github.com/cTytic/slither/wiki/Detector-Docunentation#conformance-to-solidity-naning-conventio

Reference: https:

le.s0l#31) is not in mixedCase

Redundant expression "this (node_modules/Gopenzeppelin/contract
Reference: https://github.con/crytic/slither/wiki/l

UniswapLpTokenPriceOracle. sart{uint256) (contracts/oracles/UniV2LPOracle.sol#71-113) uses literals with too many

~ xx >= 8x108008000000200000000000000000608 (contracts/oracles/Univ2LPOracle.sol

UniswapLpTokenPriceOracle.sart{uint256) (contracts/oracles/UniV2LPOracle.sol#71-113) uses literals with too many
~ xx >= @x10800800000080000 (contracts/oracles/UniV2LPOracle.sol#8e)

UniswapLpTokenPriceOracle.sart{uint256) (contracts/oracles/Univ2LPOracle.sol#71-113) uses literals with too many
~ xx >= 8x108008068 (contracts/oracles/UniV2LPOracle.sol#8:

Reference: https://github.com/crytic/s1ither/wiki/Detector-Documentation#too-nany-digits

ERC20Upgradeable.__gap (node_modules n/
Jgithub.com/crytic/slither/wiki/Detector-Documentation#unused-state-variable

le.501#312) is mever used in

ns

utils/Contex 1e.501628)" inCont, le (node_ lin/contract utils/Contex le.sol#16-1
digitss
digits:
digits:

(node_modules 1e/token Pt

Reference:
name() should be declared external:
~ ERC20Upgradeable.name () (node_modu lin/contract ‘token/ERC26/ le.s01#76-72)
symbol() should be declared external:
infcont Lo/t le.s01476-80)

- ERC2@Upgradeable.symbol() (node_modules
decinals() should be declared external:

~ ERC20Upgradeable.decimals() (node_modul
totalSupply() should be declared externals

1lin/contract: le/token/ERC28/ERC28Upgrade:

1le/token/ERC28/ |

able.s01#95-57)

Le. $01#102-104)

20Upgradeable. totalSupply() (nods_modules/openzeppelin/contracts-

le.s0l#109-111)

balance0f (address) should be declared externa
RC20Upgradeable.balance0f (address) (none modules, Lin/ Le,
transfer (address, uint2s6) should be declared external:
in/cont: Lo/t

le.sol#121-124)

- BUpgradeable. transfer (address,uint256) (node_modules.

le.s0l#129-131)

sllowancs (address, aaauss; should be declared external:
lin/contract, token,

le.allowance (add ddress) (node

501#140-143)

le/token/ERC20/

appme(auams uint256) should be declared externa
ER! lin/contract:

6Upgradeable.approve(address, uint266) (node_modul

le/token/ERC28/ leo.s0l#168-162)

txansferFron{address, addzess,uint256) should be declared sxten
aUpgradeable. trans fexF ron (address, address, uint2s6 ) {nods _modules /Gopanzeppelin/ contrac to-

‘token/ERC20/ERC20Upgradeable. sol#176-179)

)ncuasuunnann(auuuss,u)ntzsm should be declared externa
.increaseAl uint256) (mae modul Lin, le,

netreaseAl]nnante(nﬂdx:ss uint256) should be declored exter
1 uint256) (node_modul Lin/contracts— 1

https://github. :um/cxyt)c/s]1thez/w1k)/Detectu!—ﬂucumentat)unltpubllc—funtt)nn—that—:uuld—he—dec]a!ed

Reference:

‘token/ERC20/ERC2@Upgradeable . sol#195-198)
i-external
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AUTOMATED TESTING

UnwrapAssetOracle.sol

Context._msgbata() (node_modules/@openzeppelin/contracts/utils/Context.sol#21-23) is never used and should be removed
ERC20._burn(address,uint256) (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC20.501#288-295) is never used and should be remeved
ERC20._mint(address,uint256) (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC20.5014267-267) is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#dead-cod
Pragna version"0.8.8 (node_modules/@openzeppelin/contracts/token/ERC28/ERC26.s01#4) allows old versions
Pragna version*0.8.8 (node_modules/@openzeppelin/contracts/token/ERC28/IERC20.501#4) allows old version:
pragna versiona.8.0 (node_modules/@openzeppelin/contracts/token/EAC28, extensions /IERC20Metadata. so1#4) allows old versions
Pragna version8.8.0 (node_modules/Gopenzeppelin/contracts/utils/Context.sol#4) allows old versions
Reference: https: //ﬂnhub con/crytic/slither/wiki/ ct-versions-of-selidity
Function Comptroller. setWhitelistEnforcement(bool) (contracts/external/latest/Interfaces.scl#54) is not in mixedCase
Function Comptroller. setWhitelistStatuses(addressl],bool[]) (contracts/external/latest/Interfaces.sol#56-59) is not in mixedCase
Function Comptroller. become(address) (contracts/external/latest/Interfaces.sol#61) is not in mixedCase

Function Comptroller. setPriceOracle(address) (contracts/external/latest/Interfaces.sol#63) is not in mixedCase

Function Comptroller._setCollateralFactor(address,uint256) (contractsfexternal/latest/Interfaces.scl#69-72) is not in mixedCase

Function Comptroller. acceptAdmin{) (contracts/external/latest/Interfaces.scl#83) is not in mixedCase

Function Comptroller._setCloseFactor(uint256) (contracts/external/latest/Interfaces.sol#85-87) is not in mixedCas

Function Comptroller. setliquidationIncentive(uint256) (contracts/external/latest/Interfaces.sol#89-91) is not in mixedCase
supportMazket(address) (contracts/external/latest/Interfaces.sol#93) is not in mixedCas

setMarketBorrowCaps (address[],uint256[]) (contracts/external/latest/Interfaces.so14#95-98) is not in mixedCase
setMarketSupplyCaps (address[],uint256[]) (contracts/external/latest/Interfaces.s01#106-103) is not in mixedCase
setMintPaused(address,bool) (contracts/external/latest/Interfaces.sol#105) is not in mixedCase
setBorronPaused(address, bool) (contracts/external/latest/Interfaces.sol#167-189) is not in mixedCase
setTransferPaused(bool) (contracts/external/latest/Interfaces.sol#111) is not in mixedCase

setSeizePaused(bool) (contracts/external/latest/Interfaces.sol#113) is not in mixedCase
sddRenardabistributoriadiress) (contracts/external/iacestsinterfaces sol#115117) is not in mixedCase
deployMarket (bool, bytes, Uint256) (contracts/external/latest/Interfaces.sol#119-123) is not in mixedCase
Function Comptroller. unsupportMarket(CToken) (contracts/external/latest/Interfaces.sol#125) is not in mixedCase
Function Comptroller. setPauseGuardian(address) (contracts/external/latest/Interfaces.sol#127-129) is not in mixedCase
Function Comptroller._setBorronCapGuardian(address) (contracts/external/latest/Interfaces.sol#131) is not in mixedCase
Function CToken._supportMarketAndSetCollateralFactor(CToken,uint256) (contracts/external/latest/Interfaces.sol#184-167) is not in mixedCase
Function CToken._ setAdminFee(uint256) (contracts/external/latest/Interfaces.sol#189-191) is not in mixedCase
Function CToken._setReserveFactor(uint256) (contracts/external/latest/Interfaces.sol#193-195) is not in mixedCase
Function CToken. setInterestRateModel(address) (contracts/external/latest/Interfaces.sol#197-199) is not in mixedCase
Function CToken._setNameAndSymbol(string,string) (contracts/external/latest/Interfaces.sol#201-202) is not in mixedCase
Function CToken._withdrawAdminFees(uint256) (contracts/external/latest/Interfaces.sol#264-266) is not in mixedCase
Function CToken._reduceReserves(uint256) (contracts/external/latest/Interfaces.sol#208) is not in mixedCase
Function IUniswapV2Router@l.WETH() (contracts/external/latest/Interfaces.sol#314) is not in mixedCase
Function TUniswapV2Pair.DOMAIN_SEPARATOR() (contracts/external/latest/Interfaces.sol#550) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (contracts/external/latest/Interfaces.sol#552) is not in mixedCase
Function IUniswapV2Pair.MININUM_LIQUIDITY() (contracts/external/latest/Interfaces.sol#583) is not in mixedCase

Reference: https://github.com/crytic/slither/wiki/Detect: 1idity-naming ions

Variable TUniswapV2Routerdl.addliquidity(address,address,uint256,uint256,uint256,uint256, address,uint256).anountADesired (contracts/external/latest/Interfaces.sol#319) is too similar to TUniswapVZRouter8l

Function Comptroller
Function Comptroller
Function Comptroller
Function Comptroller
Function Comptroller
Function Comptroller
Function Comptroller
Function Comptroller.
Function Comptroller

s5,uint266).amountBDesired (contracts/external/latest/Interfaces.sol#320
i imilar

https://github.com/crytic/slither/wiki/Detec ionsvar:

Reference:

name() should be declared externa
c26.name() (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC20.501862-64)

synbol() should be declared external:
C20.synbol() (node_modules/Gepenzeppelin/contracts/token/ERC20/ERC26. s01#76-72)

cinals() should be doclared sxternal:
ERC20.decimals() (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. 501#67-89)
mm]supnly() should be declared external:
ERC20. totalSupply() (node_modules, 1lin/contracts/token, . 501#94-96)
balanceof (address) should be doelazed oxternal:
26.balanceOf (address) (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. 501#101-103)

uansfez(adnuss uint256) should be declared external:
_transfer(address,uint256) (node_modules/Gopenzeppelin/contracts/token/ERC20/ERC20. sol#113-117)

avDrnvs(addlsss,u)nt255) should be declared externals
ERC20.approve(address, uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC28. so1#136-148)

uansfezrmmanauss address, uint256) should be declared external:
- ERC20.transferfrom(address,address,uint256) (ncde mouu1=s/@cpenzeppe1m/conuacu/zoken/swczwswuw 501#158-167)
increaseallowance(address, uint266) should be declared external:

€20. increaseAlLonance(address, uint256) (node. mudules/@nnsnzBDVBl)n/cunuacu/(uken/ERhZﬂ/EM}ZE 501#181-185)

decreascAllowance(address, uint256) should be doclared extern
26 decreaseallowance(address, uint256) (node. mudule&/@OD:nztpnEl)n/cun(xac(s/(uken/ﬂ?n?ﬂ/ER!}ZH 5014201 zja)
Ld-be-decl

Reference: https://github.con/crytic/slither/wiki/l

®* No major issues were found by Slither.

-addLiquic
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4.2 AUTOMATED SECURITY SCAN

Description:

Halborn used automated security scanners to assist with detection of
well-known security issues, and to identify low-hanging fruits on the
targets for this engagement. Among the tools used was MythX, a security
analysis service for Ethereum smart contracts. MythX performed a scan
on all the contracts and sent the compiled results to the analyzers to
locate any vulnerabilities.

MythX results:

CErc20Delegate.sol

[ tine [ swe Ticte [ severity ] short pescription ]

[ oiemr rioing mrom | e | # iening o 5v oee. |

CEtherDelegate.sol

[ cine [ swe inie [ severity | short pescription |

| 1 | (sWe-103) Floating Pragna | Low | A floating pragns is set. |

ChainlinkPriceOracleV2.sol

Line | SWC Title Severi ty Short De

20 | (SWC-123) Requirement Violation | Low Requ

124 | (SWC-110) Assert Violatien Medium An s

190 | (SWC-123) Requirement Violation [ Low Requirement violation.

[ ine [ sne Tit1e [ severity |
| 1 | (sHe-103) Floating Pragna | Low et |
Line SWC Title Severif ty Short Description
255 (SwWC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of “block. ber" as source of
473 (SWC-184) Unchecked Call Return Value Medium Unchecked return value from low-level external call.
1506 | (SWC-104) Unchecked Call Return Value Mediun Unchecked return value from lon-level external call.
1509 (SWC-184) Unchecked Call Return Value Medium Unchecked return value from low-level external call.
[ ine [ swe ritte | severity [ short description |
| 1 | (sne-103) Floating Pragma | Low | & floating pragna is set. |
Line SWC Title Severi ty pti
15 (SWC-123) Requirement Violation Low v
55 | (SWC-123) Requirement Violation Lon
108 (SWC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of "block ber" as source of
129 (SWC-12@) Weak Sources of Randomness from Chain Attributes Low Potential use of "block ber" as source of
Line SWC Title Severity
128 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low o p———
153 (SWC-128) Weak Sources of Randomness from Chain Attributes Low by urc f




AUTOMATED TESTING

MarketAdmin.sol

Line | sWC Title severity short Description
85 | (SWC-118) Assert Violation Unknonn Out of bounds array access
98 | (SWC-181) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

MarketAdminDeployer.sol

| tine | sue Title | severity | short bescription |

| 27 | (snc-120) wesk Sources of Randomness fron Chain Attributes | Low | Potential use of *block.number” as source of |

MasterPriceOracleV2.sol

Line | SWC Title Severity Short Description
44 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
45 | (SWC-110) Assert Violation Unknown Out of bounds array access
84 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation *#+" discovered
87 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation */" discovered
87 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+' discovered

UniswapTwapPriceOracleV2Root.sol

Line | SWC Title Severity Short Description
14 | (SWC-123) Requirement Violation | Low Requirement violation.
123 | (sWC-123) Requirement Violation | Low Requirement violation.

®* The floating pragma flagged by MythX is a false positive, as the
pragma is set in the hardhat.config.js file to the 0.6.12 version.



THANK YOU FOR CHOOSING

// HALBORN
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