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1.1 INTRODUCTION

Marketxyz engaged Halborn to conduct a security audit on their smart

contracts beginning on March 14th, 2022 and ending on March 28th, 2022

. The security assessment was scoped to the smart contracts provided to

the Halborn team.

1.2 AUDIT SUMMARY

The team at Halborn was provided two weeks for the engagement and as-

signed a full-time security engineer to audit the security of the smart

contract. The security engineer is a blockchain and smart-contract se-

curity expert with advanced penetration testing, smart-contract hacking,

and deep knowledge of multiple blockchain protocols.

The purpose of this audit is to:

• Ensure that smart contract functions operate as intended

• Identify potential security issues with the smart contracts

In summary, Halborn identified some security risks that were accepted and

acknowledged by the Marketxyz team.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing

to balance efficiency, timeliness, practicality, and accuracy in regard

to the scope of this audit. While manual testing is recommended to uncover

flaws in logic, process, and implementation; automated testing techniques

help enhance coverage of the bridge code and can quickly identify items

that do not follow security best practices. The following phases and

associated tools were used throughout the term of the audit:
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• Research into architecture and purpose

• Smart contract manual code review and walkthrough

• Graphing out functionality and contract logic/connectivity/functions

(solgraph)

• Manual assessment of use and safety for the critical Solidity vari-

ables and functions in scope to identify any arithmetic related

vulnerability classes

• Manual testing by custom scripts

• Scanning of solidity files for vulnerabilities, security hotspots

or bugs. (MythX)

• Static Analysis of security for scoped contract, and imported func-

tions. (Slither)

• Testnet deployment (Brownie, Remix IDE)

RISK METHODOLOGY:

Vulnerabilities or issues observed by Halborn are ranked based on the risk

assessment methodology by measuring the LIKELIHOOD of a security incident

and the IMPACT should an incident occur. This framework works for commu-

nicating the characteristics and impacts of technology vulnerabilities.

The quantitative model ensures repeatable and accurate measurement while

enabling users to see the underlying vulnerability characteristics that

were used to generate the Risk scores. For every vulnerability, a risk

level will be calculated on a scale of 5 to 1 with 5 being the highest

likelihood or impact.

RISK SCALE - LIKELIHOOD

5 - Almost certain an incident will occur.

4 - High probability of an incident occurring.

3 - Potential of a security incident in the long term.

2 - Low probability of an incident occurring.

1 - Very unlikely issue will cause an incident.

RISK SCALE - IMPACT

5 - May cause devastating and unrecoverable impact or loss.

4 - May cause a significant level of impact or loss.
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3 - May cause a partial impact or loss to many.

2 - May cause temporary impact or loss.

1 - May cause minimal or un-noticeable impact.

The risk level is then calculated using a sum of these two values, creating

a value of 10 to 1 with 10 being the highest level of security risk.

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

10 - CRITICAL

9 - 8 - HIGH

7 - 6 - MEDIUM

5 - 4 - LOW

3 - 1 - VERY LOW AND INFORMATIONAL

7

EX
EC

UT
IV

E
OV

ER
VI

EW



1.4 SCOPE

IN-SCOPE:

The security assessment was scoped to the following compound smart con-

tracts:

• CErc20.sol

• CErc20Delegate.sol

• CEther.sol

• CEtherDelegate.sol

• CToken.sol

• CTokenInterfaces.sol

• ComptrollerStorage.sol

Commit ID: 338558451a49a2d94c6f0757b5683bfe04d5d8c2

And the following fuse smart contracts:

• MarketAdmin.sol

• MarketAdminDeployer.sol

• FusePoolDirectory.sol

• FuseFeeDistributor.sol

• oracles/AaveOracle.sol

• oracles/BeefyV6Oracle.sol

• oracles/ChainlinkPriceOracleV2.sol

• oracles/CurvePlainPoolOracle.sol and oracles/CurvePoolOracle.sol

• oracles/MasterPriceOracleV2.sol

• oracles/PreferredPriceOracle.sol

• oracles/UniV2LPOracle.sol

• oracles/UniswapTwapPriceOracleV2.sol

• oracles/UniswapTwapPriceOracleV2Root.sol

• oracles/UnwrapAssetOracle.sol

• oracles/ATriCrypto3Oracle.sol

Commit ID: 0b990cecafc54c1224408724de82e974fdeea8fb
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2. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

0 0 0 1 3

IM
PA
CT

LIKELIHOOD

(HAL-02)

(HAL-03)
(HAL-04)

(HAL-01)
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SECURITY ANALYSIS RISK LEVEL REMEDIATION DATE

HAL01 - REQUIREMENT BYPASSED Low RISK ACCEPTED

HAL02 - REENTRANCY VULNERABILITY
WITH ERC777 TOKENS

Informational ACKNOWLEDGED

HAL03 - ZERO ADDRESS OWNER NOT
CHECKED

Informational ACKNOWLEDGED

HAL04 - SAME SALT GENERATED IN THE
SAME BLOCK

Informational ACKNOWLEDGED
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3.1 (HAL-01) REQUIREMENT BYPASSED -
LOW

Description:

The functions deployCEther and deployCErc20 within the contract

FuseFeeDistributor.sol are not checking properly the sender of the

transaction is the comptroller contract. An arbitrary account can call

these functions, bypassing the requirement.

Code Location:

Listing 1: FuseFeeDistributor.sol (Lines 103,124)

100 function deployCEther(bytes calldata constructorData) external

ë returns (address) {

101 // Make sure comptroller == msg.sender

102 (address comptroller) = abi.decode(constructorData [0:32] ,

ë (address));

103 require(comptroller == msg.sender , "Comptroller is not

ë sender.");

104

105 // Deploy Unitroller using msg.sender , underlying , and

ë block.number as a salt

106 bytes memory cEtherDelegatorCreationCode = hex"608060405

ë ...";

107 cEtherDelegatorCreationCode = abi.encodePacked(

ë cEtherDelegatorCreationCode , constructorData);

108 bytes32 salt = keccak256(abi.encodePacked(msg.sender ,

ë address (0), block.number));

109 address proxy;

110

111 assembly {

112 proxy := create2(0, add(cEtherDelegatorCreationCode ,

ë 32), mload(cEtherDelegatorCreationCode), salt)

113 if iszero(extcodesize(proxy)) {

114 revert(0, "Failed to deploy CEther.")

115 }

116 }

117
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118 return proxy;

119 }

120

121 function deployCErc20(bytes calldata constructorData) external

ë returns (address) {

122 // Make sure comptroller == msg.sender

123 (address underlying , address comptroller) = abi.decode(

ë constructorData [0:64] , (address , address));

124 require(comptroller == msg.sender , "Comptroller is not

ë sender.");

125

126 // Deploy CErc20Delegator using msg.sender , underlying ,

ë and block.number as a salt

127 bytes memory cErc20DelegatorCreationCode = hex"608060405

ë ...";

128 cErc20DelegatorCreationCode = abi.encodePacked(

ë cErc20DelegatorCreationCode , constructorData);

129 bytes32 salt = keccak256(abi.encodePacked(msg.sender ,

ë underlying , block.number));

130 address proxy;

131

132 assembly {

133 proxy := create2(0, add(cErc20DelegatorCreationCode ,

ë 32), mload(cErc20DelegatorCreationCode), salt)

134 if iszero(extcodesize(proxy)) {

135 revert(0, "Failed to deploy CErc20.")

136 }

137 }

138

139 return proxy;

140 }

Risk Level:

Likelihood - 3

Impact - 1

Recommendation:

The function should thoroughly check if the sender is the comptroller

contract.
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Remediation Plan:

RISK ACCEPTED: The Marketxyz team accepted the risk of this issue.
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3.2 (HAL-02) REENTRANCY
VULNERABILITY WITH ERC777 TOKENS -
INFORMATIONAL

Description:

The functions redeemFresh and borrowFresh within the contract CToken.

sol are not following the Checks-Effects-Interactions pattern in order

to avoid having issues related to reentrancy. The tokens are being

transferred before updating the state variables first.

Code Location:

Listing 2: CToken.sol (Line 712)

632 function redeemFresh(address payable redeemer , uint

ë redeemTokensIn , uint redeemAmountIn) internal returns (uint) {

633 require(redeemTokensIn == 0 || redeemAmountIn == 0, "one

ë of redeemTokensIn or redeemAmountIn must be zero");

634

635 RedeemLocalVars memory vars;

636

637 /* exchangeRate = invoke Exchange Rate Stored () */

638 (vars.mathErr , vars.exchangeRateMantissa) =

ë exchangeRateStoredInternal ();

639 if (vars.mathErr != MathError.NO_ERROR) {

640 return failOpaque(Error.MATH_ERROR , FailureInfo.

ë REDEEM_EXCHANGE_RATE_READ_FAILED , uint(vars.mathErr));

641 }

642

643 /* If redeemTokensIn > 0: */

644 if (redeemTokensIn > 0) {

645 /*

646 * We calculate the exchange rate and the amount of

ë underlying to be redeemed:

647 * redeemTokens = redeemTokensIn

648 * redeemAmount = redeemTokensIn x

ë exchangeRateCurrent

649 */
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650 vars.redeemTokens = redeemTokensIn;

651

652 (vars.mathErr , vars.redeemAmount) = mulScalarTruncate(

ë Exp({ mantissa: vars.exchangeRateMantissa }), redeemTokensIn);

653 if (vars.mathErr != MathError.NO_ERROR) {

654 return failOpaque(Error.MATH_ERROR , FailureInfo.

ë REDEEM_EXCHANGE_TOKENS_CALCULATION_FAILED , uint(vars.mathErr));

655 }

656 } else {

657 /*

658 * We get the current exchange rate and calculate the

ë amount to be redeemed:

659 * redeemTokens = redeemAmountIn / exchangeRate

660 * redeemAmount = redeemAmountIn

661 */

662

663 (vars.mathErr , vars.redeemTokens) =

ë divScalarByExpTruncate(redeemAmountIn , Exp({ mantissa: vars.

ë exchangeRateMantissa }));

664 if (vars.mathErr != MathError.NO_ERROR) {

665 return failOpaque(Error.MATH_ERROR , FailureInfo.

ë REDEEM_EXCHANGE_AMOUNT_CALCULATION_FAILED , uint(vars.mathErr));

666 }

667

668 vars.redeemAmount = redeemAmountIn;

669 }

670

671 /* Fail if redeem not allowed */

672 uint allowed = comptroller.redeemAllowed(address(this),

ë redeemer , vars.redeemTokens);

673 if (allowed != 0) {

674 return failOpaque(Error.COMPTROLLER_REJECTION ,

ë FailureInfo.REDEEM_COMPTROLLER_REJECTION , allowed);

675 }

676

677 /* Verify market 's block number equals current block

ë number */

678 if (accrualBlockNumber != getBlockNumber ()) {

679 return fail(Error.MARKET_NOT_FRESH , FailureInfo.

ë REDEEM_FRESHNESS_CHECK);

680 }

681

682 /*

16

FI
ND

IN
GS

&
TE

CH
DE

TA
IL

S



683 * We calculate the new total supply and redeemer balance ,

ë checking for underflow:

684 * totalSupplyNew = totalSupply - redeemTokens

685 * accountTokensNew = accountTokens[redeemer] -

ë redeemTokens

686 */

687 (vars.mathErr , vars.totalSupplyNew) = subUInt(totalSupply ,

ë vars.redeemTokens);

688 if (vars.mathErr != MathError.NO_ERROR) {

689 return failOpaque(Error.MATH_ERROR , FailureInfo.

ë REDEEM_NEW_TOTAL_SUPPLY_CALCULATION_FAILED , uint(vars.mathErr));

690 }

691

692 (vars.mathErr , vars.accountTokensNew) = subUInt(

ë accountTokens[redeemer], vars.redeemTokens);

693 if (vars.mathErr != MathError.NO_ERROR) {

694 return failOpaque(Error.MATH_ERROR , FailureInfo.

ë REDEEM_NEW_ACCOUNT_BALANCE_CALCULATION_FAILED , uint(vars.mathErr))

ë ;

695 }

696

697 /* Fail gracefully if protocol has insufficient cash */

698 if (getCashPrior () < vars.redeemAmount) {

699 return fail(Error.TOKEN_INSUFFICIENT_CASH , FailureInfo

ë .REDEEM_TRANSFER_OUT_NOT_POSSIBLE);

700 }

701

702 // ///////////////////////

703 // EFFECTS & INTERACTIONS

704 // (No safe failures beyond this point)

705

706 /*

707 * We invoke doTransferOut for the redeemer and the

ë redeemAmount.

708 * Note: The cToken must handle variations between ERC -20

ë and ETH underlying.

709 * On success , the cToken has redeemAmount less of cash.

710 * doTransferOut reverts if anything goes wrong , since we

ë can't be sure if side effects occurred.

711 */

712 doTransferOut(redeemer , vars.redeemAmount);

713

714 /* We write previously calculated values into storage */

715 totalSupply = vars.totalSupplyNew;
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716 accountTokens[redeemer] = vars.accountTokensNew;

717

718 /* We emit a Transfer event , and a Redeem event */

719 emit Transfer(redeemer , address(this), vars.redeemTokens);

720 emit Redeem(redeemer , vars.redeemAmount , vars.redeemTokens

ë );

721

722 /* We call the defense hook */

723 comptroller.redeemVerify(address(this), redeemer , vars.

ë redeemAmount , vars.redeemTokens);

724

725 return uint(Error.NO_ERROR);

726 }

Listing 3: CToken.sol (Line 812)

755 function borrowFresh(address payable borrower , uint

ë borrowAmount) internal returns (uint) {

756 /* Fail if borrow not allowed */

757 uint allowed = comptroller.borrowAllowed(address(this),

ë borrower , borrowAmount);

758 if (allowed != 0) {

759 return failOpaque(Error.COMPTROLLER_REJECTION ,

ë FailureInfo.BORROW_COMPTROLLER_REJECTION , allowed);

760 }

761

762 /* Verify market 's block number equals current block

ë number */

763 if (accrualBlockNumber != getBlockNumber ()) {

764 return fail(Error.MARKET_NOT_FRESH , FailureInfo.

ë BORROW_FRESHNESS_CHECK);

765 }

766

767 /* Fail gracefully if protocol has insufficient underlying

ë cash */

768 uint cashPrior = getCashPrior ();

769

770 if (cashPrior < borrowAmount) {

771 return fail(Error.TOKEN_INSUFFICIENT_CASH , FailureInfo

ë .BORROW_CASH_NOT_AVAILABLE);

772 }

773

774 BorrowLocalVars memory vars;

775
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776 /*

777 * We calculate the new borrower and total borrow balances

ë , failing on overflow:

778 * accountBorrowsNew = accountBorrows + borrowAmount

779 * totalBorrowsNew = totalBorrows + borrowAmount

780 */

781 (vars.mathErr , vars.accountBorrows) =

ë borrowBalanceStoredInternal(borrower);

782 if (vars.mathErr != MathError.NO_ERROR) {

783 return failOpaque(Error.MATH_ERROR , FailureInfo.

ë BORROW_ACCUMULATED_BALANCE_CALCULATION_FAILED , uint(vars.mathErr))

ë ;

784 }

785

786 (vars.mathErr , vars.accountBorrowsNew) = addUInt(vars.

ë accountBorrows , borrowAmount);

787 if (vars.mathErr != MathError.NO_ERROR) {

788 return failOpaque(Error.MATH_ERROR , FailureInfo.

ë BORROW_NEW_ACCOUNT_BORROW_BALANCE_CALCULATION_FAILED , uint(vars.

ë mathErr));

789 }

790

791 // Check min borrow for this user for this asset

792 allowed = comptroller.borrowWithinLimits(address(this),

ë vars.accountBorrowsNew);

793 if (allowed != 0) {

794 return failOpaque(Error.COMPTROLLER_REJECTION ,

ë FailureInfo.BORROW_COMPTROLLER_REJECTION , allowed);

795 }

796

797 (vars.mathErr , vars.totalBorrowsNew) = addUInt(

ë totalBorrows , borrowAmount);

798 if (vars.mathErr != MathError.NO_ERROR) {

799 return failOpaque(Error.MATH_ERROR , FailureInfo.

ë BORROW_NEW_TOTAL_BALANCE_CALCULATION_FAILED , uint(vars.mathErr));

800 }

801

802 // ///////////////////////

803 // EFFECTS & INTERACTIONS

804 // (No safe failures beyond this point)

805

806 /*

807 * We invoke doTransferOut for the borrower and the

ë borrowAmount.
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808 * Note: The cToken must handle variations between ERC -20

ë and ETH underlying.

809 * On success , the cToken borrowAmount less of cash.

810 * doTransferOut reverts if anything goes wrong , since we

ë can't be sure if side effects occurred.

811 */

812 doTransferOut(borrower , borrowAmount);

813

814 /* We write the previously calculated values into storage

ë */

815 accountBorrows[borrower ]. principal = vars.

ë accountBorrowsNew;

816 accountBorrows[borrower ]. interestIndex = borrowIndex;

817 totalBorrows = vars.totalBorrowsNew;

818

819 /* We emit a Borrow event */

820 emit Borrow(borrower , borrowAmount , vars.accountBorrowsNew

ë , vars.totalBorrowsNew);

821

822 /* We call the defense hook */

823 // unused function

824 // comptroller.borrowVerify(address(this), borrower ,

ë borrowAmount);

825

826 return uint(Error.NO_ERROR);

827 }

Risk Level:

Likelihood - 1

Impact - 2

Recommendation:

It is strongly suggested to update the storage variables before performing

the external call to transfer the tokens following the Checks-Effects-

Interactions pattern.
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Remediation Plan:

ACKNOWLEDGED: The Marketxyz team acknowledged this issue.
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3.3 (HAL-03) ZERO ADDRESS OWNER NOT
CHECKED - INFORMATIONAL

Description:

The constructor of the contract JumpRateModelV2.sol is not checking if

the owner passed as a parameter is the zero address.

Code Location:

Listing 4: JumpRateModelV2.sol (Line 79)

71 constructor(

72 uint256 baseRatePerYear ,

73 uint256 multiplierPerYear ,

74 uint256 jumpMultiplierPerYear ,

75 uint256 kink_ ,

76 uint256 roof_ ,

77 address owner_

78 ) public {

79 owner = owner_;

80

81 updateJumpRateModelInternal(

82 baseRatePerYear ,

83 multiplierPerYear ,

84 jumpMultiplierPerYear ,

85 kink_ ,

86 roof_

87 );

88 }

Risk Level:

Likelihood - 1

Impact - 1
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Recommendation:

Every address set with user input should be checked to not be the zero

address.

Remediation Plan:

ACKNOWLEDGED: The Marketxyz team acknowledged this issue.
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3.4 (HAL-04) SAME SALT GENERATED IN
THE SAME BLOCK - INFORMATIONAL

Description:

The function deploy within the contract MarketAdminDeployer.sol is using

block.number to create a salt and use it to deploy a MarketAdmin contract.

This can lead to a problem where more than one MarketAdmin need to be

deployed in the same block due to attempting to deploy the second contract

in the same address the first one was properly deployed.

Code Location:

Listing 5: MarketAdminDeployer.sol (Line 27)

18 function deploy(address comptroller , address manager)

19 external

20 returns (address)

21 {

22 if (comptroller == address (0) || manager == address (0)) {

23 revert ZeroAddressProvided ();

24 }

25

26 bytes32 salt = keccak256(

27 abi.encodePacked(comptroller , manager , block.number)

28 );

29

30 bytes memory creationCode = abi.encodePacked(

31 type(MarketAdmin).creationCode ,

32 abi.encode(comptroller , manager)

33 );

34

35 address deployed;

36

37 assembly {

38 deployed := create2(

39 0,

40 add(creationCode , 0x20),

41 mload(creationCode),

42 salt
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43 )

44 if iszero(extcodesize(deployed)) {

45 revert(0, "Failed to deploy MarketAdmin")

46 }

47 }

48

49 emit MarketAdminDeployed(comptroller , manager , deployed);

50

51 return deployed;

52 }

Risk Level:

Likelihood - 1

Impact - 1

Recommendation:

Use a sort of nonce to generate the salt.

Remediation Plan:

ACKNOWLEDGED: The Marketxyz team acknowledged this issue.
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4.1 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance the coverage of cer-

tain areas of the scoped contracts. Among the tools used was Slither, a

Solidity static analysis framework. After Halborn verified all the con-

tracts in the repository and was able to compile them correctly into their

ABI and binary formats, Slither was run on the all-scoped contracts. This

tool can statically verify mathematical relationships between Solidity

variables to detect invalid or inconsistent usage of the contracts’ APIs

across the entire code-base.

Slither results:

AaveOracle.sol
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BeefyV6Oracle.sol

CErc20Delegate.sol

28

AU
TO

MA
TE

D
TE

ST
IN

G



29

AU
TO

MA
TE

D
TE

ST
IN

G



30

AU
TO

MA
TE

D
TE

ST
IN

G



31

AU
TO

MA
TE

D
TE

ST
IN

G



32

AU
TO

MA
TE

D
TE

ST
IN

G



33

AU
TO

MA
TE

D
TE

ST
IN

G



34

AU
TO

MA
TE

D
TE

ST
IN

G



35

AU
TO

MA
TE

D
TE

ST
IN

G



CEtherDelegate.sol
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ChainlinkPriceOracleV2.sol
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CTokenInterfaces.sol
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CurvePlainPoolOracle.sol
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CurvePoolOracle.sol
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FuseFeeDistributor.sol
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FusePoolDirectory.sol
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MarketAdminDeployer.sol
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MasterPriceOracleV2.sol
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PreferredPriceOracle.sol
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UniswapTwapPriceOracleV2.sol
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UniswapTwapPriceOracleV2Root.sol
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UniV2LPOracle.sol
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UnwrapAssetOracle.sol

• No major issues were found by Slither.
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4.2 AUTOMATED SECURITY SCAN

Description:

Halborn used automated security scanners to assist with detection of

well-known security issues, and to identify low-hanging fruits on the

targets for this engagement. Among the tools used was MythX, a security

analysis service for Ethereum smart contracts. MythX performed a scan

on all the contracts and sent the compiled results to the analyzers to

locate any vulnerabilities.

MythX results:

CErc20Delegate.sol

CEtherDelegate.sol

ChainlinkPriceOracleV2.sol

ComptrollerStorage.sol

CToken.sol

CTokenInterfaces.sol

FuseFeeDistributor.sol

FusePoolDirectory.sol
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MarketAdmin.sol

MarketAdminDeployer.sol

MasterPriceOracleV2.sol

UniswapTwapPriceOracleV2Root.sol

• The floating pragma flagged by MythX is a false positive, as the

pragma is set in the hardhat.config.js file to the 0.6.12 version.
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THANK YOU FOR CHOOSING
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